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Preface

With the rapid development in wireless-network and portable computing and
communication devices, mobile users are expected to have access to information
from anywhere at anytime in the near future, in the form of ubiquitous com-
puting, a term coined by the late Mark Weiser of Xerox, PARC. Indeed, the
emerging mobile technology will probably bring us the next wave of information
revolution and change our society as we move into the next millennium. Before
this vision can be realized, a number of challenges have to be overcome. Tradi-
tionally, network-based information systems have been developed under wired
assumptions about the connectivity and topology of the underlying networks.
To eliminate these limitations from wireless and mobile environments, research
efforts are needed in networks, architecture, software infrastructure, and appli-
cation levels, in order to provide mobile data access over hybrid wireless and
wired networks, which is the central theme of this conference.

These proceedings collect the technical papers selected for presentation at the
First International Conference on Mobile Data Access (MDA’99), held in Hong
Kong, following its return to China, on December 16–17, 1999. The conference is
held in conjunction with the International Computer Science Conference, the In-
ternational Conference on Real-time Computing Systems and Applications, and
the Pacific Rim International Symposium on Dependable Computing, forming
part of the International Computer Congress.

In response to the call for papers, the program committee received 39 sub-
missions from North America, Europe, Asia, and Oceania. Each submitted paper
underwent a rigorous review by three to four referees, with detailed referee re-
ports. Finally, these proceedings represent a collection of 20 research papers,
with contributions from ten different countries from four continents. The con-
tributed papers address a broad spectrum on mobile data access issues, ranging
from the lower level core research efforts on communication on wireless networks
and location management, to the intermediate level research topics on data repli-
cation and transaction processing, and finally to the higher user level research
applications on ubiquitous information services.

We are extremely excited to align a very strong program committee, with
outstanding researchers in the areas of mobile computing and databases. We
would like to extend our sincere gratitude to the program committee members,
who performed a superb job in reviewing the submitted papers for contributions
and technical merits towards mobile data access.

Last but not least, we would like to thank the sponsors, for their support of
this conference, making it a success. Thanks go to the IEEE Hong Kong Comput-
er Section, ACM Hong Kong Chapter, Sino Software Research Institute at Hong
Kong University of Science and Technology, the IEEE Technical Committee on
Personal Communications, and ACM SIGMOBILE.

December 1999 Hong Va Leong, Wang-Chien Lee, Bo Li and Li Yin
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Wireless VoIP: Opportunities and Challenges

Jin Yang and Ioannis Kriaras

UMTS Advanced Development, Lucent Technologies
Windmill Hill Business Park, Swindon SN5 6PP, United Kingdom

(jinyang, ikriaras@lucent.com)

Abstract. Next generation wireless networks are going to use IP capa-
ble mobile terminals and support both voice/multimedia and data ser-
vices. VoIP is a promising technology allowing a converged core network
for all services, and provides a service platform for easier and quicker
service creation. Application of VoIP in wireless networks, however, is
not so straightforward as people may expect. Among other issues, mo-
bility support is perhaps the most challenging one. The different levels
of mobility support (terminal, personal and service mobility) highlight
the gap between the existing VoIP framework, which is so far focusing
on fixed networks, and the requirements in a wireless environment. After
analyzing the existing solutions/proposals for this problem, a framework
is proposed in which the mobility-related services are decomposed into
several levels so that mobility support is made available to many appli-
cations. This layered approach would help to lead to a mobility enabled
wireless IP infrastructure in which voice service is just an application.

1 Introduction

IP (Internet Protocol) is going to be the common platform for both data and
voice/multimedia services in the near future. VoIP (voice over IP) starts from
making and receiving voice calls using Internet. The scope of VoIP is then ex-
tended to multimedia services and interworking with PSTN (public switched
telephone network) including IN services. However, most of the work in this
area so far is done with a wireline network as the default targeting architec-
ture and much less attention has been paid to the app lication of VoIP in a
wireless/mobile environment. This situation just starts to change now - VoIP
in wireless networks becomes a topic attracting attentions in both VoIP world
and wireless industries, particularly in the light of 3G (third generation) wireless
networks. The intention of this paper is to investigate the issues and challenges
of applying VoIP in wireless environment, with focus on the different levels of
mobility support.

The reminder of this paper is divided into three parts. In section 2 the con-
cept of wireless VoIP is introduced and some issues and problem of applying
VoIP technologies in wireless networks are briefly discussed. Section 3 analyses
the requirements and existing solutions for mobility support in VoIP. Section 4
presents a layered approach for mobility support in wireless VoIP. The paper is
concluded in Section 5.

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 3–13, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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2 Wireless VoIP

Wireless systems, e.g. GSM, are so successful that the number of subscribers
is foreseen to match the number of wireline subscribers. To further extend the
successful story of 2G (second generation) system, next generation (3G) wireless
systems are under development, which would provide not only telephony but
also multimedia and other data services over IP. The customers are certainly
expecting not only all the benefits of 2G to be available, but also more new
and/or cheaper services and features. The compe tition lies mainly in an efficient
network infrastructure and rich service features.

On the other hand, VoIP allows a common packet backbone network for
both voice and data services and is in favor of quick service creation. Some of
the benefits of using VoIP include, from operators’ viewpoint:
– Efficient use of network resources due to the statistical multiplexing between

voice sessions and/or between voice and other applications.
– One single core network to manage and maintain.
– Lower cost of transport and service infrastructure.

From user and service provider’s viewpoint, using VoIP provides:
– Multimedia support. The service quality can also be different, e.g. phone call

of either CD quality or low-bitrate can be supported.
– Easier/quicker introduction of new services. For example by combining voice

with other applications, e.g. web based call center. Multiple (third party)
service providers can be available and there is no need to wait until the
operator of today to introduce them. Also a better GUI is available.

There is therefore a very good opportunity for these two rapidly developing
technologies, 3G wireless and VoIP, to work together. There are various architec-
tural options for deploying VoIP technologies in wireless networks. For example:
a) End-user VoIP. In this case VoIP is running at the user’s wireless terminal

as an IP application. The underlying wireless network can be packet based,
e.g. wireless LAN, GPRS systems, or circuit based, i.e. IP over circuit data.

b) Network VoIP, in which IP (or packet switch) network is used inside the
wireless system for transport of user traffic and control signal. For example,
IP interface at base station, IP based core network like in GPRS and UMTS.
The use of IP and VoIP is transparent to end-users.

Wireless VoIP, in this paper, refers to the first type scenario, as shown in Fig. 1,
in which the mobile terminal is IP capable and acts as a VoIP end point, e.g. a
H323 terminal. 3G wireless systems, e.g. IMT-2000 families, UMTS and CDMA-
2000, are targeting networks for this study.

A straightforward solution for wireless VoIP can be: wireless operators pro-
vide “IP pipe” with IP mobility support, for example based on mobile IP, and
apply VoIP technology over it. In this solution the fact of wireless user(s) be-
ing involved becomes transparent. However such combination implies a series of
challenges. Some of them do not exist in fixed networks or are not as obvious or
critical as in the wireless environment, for example:
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Fig. 1. Wireless VoIP: applying VoIP at wireless terminals

– Radio resource efficiency. Bandwidth is typically more expensive in cel-
lular radio networks than in the fixed ones. When voice/media packets are
transported over RTP/UDP/IP layers, the combined headers of these IP
layers dramatically reduce the radio efficiency. For example, when GSM FR
codec is used, the combine headers, at least 40 bytes, would be nearly the
double of the payload (23 bytes). Header compression in wireless network
presents extra complexity [10].

– QoS support. QoS is always a serious concern. The issues include: the
impact of mobility on QoS management; Position of vocoder; How to map
QoS requirement down to lower layer QoS support in wireless network; and
how to integrate with QoS mechanism in IP backbone network.

– Heterogeneous networks. 3G systems allow speech services to be provid-
ed in circuit mode or packet mode. The network can be all-IP based or a
hybrid of circuit-switch and packet-switch system. 3G terminals may support
only circuit or packet capability or both. Supporting roaming and handover
between these networks using different type of terminals is a serious chal-
lenge.

– Mobility support. Mobility is not only an issue for wireless users. However
mobility support is one of the most important features for wireless users.
There are different levels of requirements for mobility support, which are
further discussed in the following sections.

The above issues, among others, have to be addressed before wireless VoIP can
be a competitive and appealing solution and be successfully deployed in next
generation wireless systems.

3 Mobility in VoIP: Requirements and Existing Solutions

There are different levels of mobility support [8,9]:
– Terminal mobility allows moving a terminal, i.e. a telephone, laptop, PDA

etc., from one location to another while maintain active communication.
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– Personal mobility is the ability of end users to originate and receive calls
on any terminal in any location, and the ability of the network to identify
the users as they move. Personal mobility is based on the use of a unique
personal identity.

– Service mobility is the ability of end users to access subscribed telecom-
munication services across network, which have the same look and feel inde-
pendent of the current network and terminal in use.

These requirements are not new. Actually many of them have been realized in
existing wireless systems e.g. GSM, and a full solution is under discussion in
telcom world. These requirements need to be fulfilled in IP and VoIP platform
as well.

Recently mobility support in VoIP has attracted many attentions, particu-
larly from wireless industry. In this section we would like to review and summary
this work.

Terminal Mobility
The terminal mobility can be based on IP layer mobility or as an integrated part
of VoIP applications.

Mobile IP
The well-known Mobile IP standard [6] provides a solution for global roaming
capabilities to IP hosts, through the use of “Home Agent” and “Foreign Agent”.
It also allows maintaining the on-going application-level session in a transparent
way. There are some serious issues and limitations when applying Mobile IP
into global wireless environment with high mobility [4]. One of them is the
signaling overhead, as Mobile IP does not define paging areas so the frequent
location update messages need to travel across “core” network. Another issue
is the handover latency, caused by the long distance signaling, which is critical
for real-time applications like VoIP. Some proposal have been made around a
hierarchical approach that separates global mobility, provided by Mobile IP,
from “local” mobility that handles micro-mobility and avoids the need for long-
distance interactions with home network. The micro-mobility mechanism can
be based on, for example, “cellular IP” [7], o r access system specific mobility
support, e.g. GPRS and wireless LAN layer 2.

Mobile Extension of H323
ITU H.323 [5] is the widely deployed standard for VoIP so far. H.323 specifies
technical requirements for multimedia communications, including the system
components, control messages and functions for component communications,
over packet switched networks. An approach has been proposed [3] to extend
H.323 that combines the characteristics of both cellular phone system and mobile
IP mechanism with Internet telephony, and therefore realizes the transmission
of real-time voice traffic for both stationary and mobile hosts over IP-based net-
works. The feature of the proposed approach is that, when the terminal moves,
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the complicated mobility management functions can be handled by the proce-
dures of dynamically joining and departing from a conference, which are func-
tions already defined in H.323. Therefore, the approach allows mobility support
without the need for additional new entities and with minimal modifications to
existing H.323 standard.

Personal Mobility
For personal mobility support, VoIP call control system needs to be aware of
the user’s location, e.g. network address, and routes calls correspondingly. One
way of doing this is by capturing the user location information during user
registration process. For example, in SIP (session initiation protocol [11]), users
register to a registrar server by sending REGISTER requests, which allows a
client to let a proxy or redirect server know at which address he/she can be
reached so that user roaming ca n be supported. In [1,2] a general model is
suggested for personal mobility support in a H.323 framework, allowing use of
different type of terminal.

Service Mobility
One possible approach is to address all call signaling to the home network/service
provider, and execute the service logic and call control there (media data does
not necessarily goes through home network). The visiting network provides IP
connectivity only and is unaware of the VoIP calls. There are some issues for this
approach. For example, some services, e.g. emergence call, need to be handled
locally. Another issue is that in many cases local VoIP facilities, e.g. PSTN/IP
gateway, are better used to ac hieve low-cost and better QoS, which requires the
co-ordination between the home and visiting network domains.

3.1 Experiences from Cellular System Design

The design and success of cellular systems can provide us with valuable hints and
help in solving the mobility issues in VoIP framework. The major components
and procedures of the mobility management in GSM system are briefly reviewed
in the following.
Location Management. The location of a GSM mobile is managed using two
important entities: HLR (Home Location Register) and VLR (Visitor Location
Register). When a mobile station is switched on in a new location area, or it
moves to a new location area or different operator’s network, it must register
with the current network to indicate its current location. At the same time HLR
sends subscriber information, needed for call and supplementary service control,
to the VLR.
Call Routing. An incoming mobile terminating call is directed to the GMSC
(Gateway Mobile Switching Center) function. The GMSC is basically a switch,
which is able to interrogate the subscriber’s HLR to obtain routing information.
Normally, the HLR knows which network should receive incoming calls for the
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roaming mobile and the VLR knows the exact location of the mobile and which
BTS should page the mobile.
Handover. GSM is designed with sophisticated procedures to support different
levels of handover. The network components, with the help from mobile terminal,
monitor and measure the signaling strength when a terminal is moving. When a
handover is necessary, the resources in the new cell are allocated and the mobile
is informed to switch to new cell. The terminal mobility is realized at the link
layer.
SIM card. The mobile station consists of a terminal and a subscriber identity
module (SIM) that provides a certain level of personal mobility so that the user
can have access to subscribed services irrespective of a specific terminal within
the GSM systems. By inserting the SIM card into another GSM terminal, the
user is able to receive calls at that terminal, make calls from that terminal, and
receive other subscribed services. The usage of SIM card is restricted to the GSM
terminals.
Service mobility is provided to the user through Intelligent Network (IN)
platform (e.g. using CAMEL) within the GSM systems where the end user should
not see any difference in the services provided by the IN nodes irrespective of
the user’s location and terminal used.

4 Mobility Support for Wireless VoIP: a Layered
Approach

4.1 Vertically Integrated Model vs. Layered Approach

GSM, for example, provides a complete solution for mobility support, as sum-
marized in 3.1. As other conventional telecommunication systems, GSM is voice
centric: voice services are seen as one of the “basic services” of the system,
which is elemental and indivisible. The voice services, including supplementary
services in GSM, are vertically integrated with other parts of the network and
are standardized. The different levels of mobility support are tightly integrated
in a monolithic way. As a result, GSM system has achieved highly optimized
and reliable support for voice services. Mobility support is built deeply into the
system architecture.

In the IP world, however, voice services can be seen and supported as just
another application on the IP platform. There is a clear separation at protocol
and structural level between IP connectivity and applications. This vision im-
plies that the network should not be designed to support a single solution for
voice service. Instead the IP platform should provide infrastructure so that var-
ious applications and services, including voice service, can be easily and quickly
created. This is the approach we would like to follow in working out the solution
for wireless VoIP mobility support.
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Fig. 2. Levels of mobility support services

4.2 An Environment in which Wireless VoIP Can be Supported

One might attempt to extend H.323 suite to cope with all levels of mobility
requirements. However the following questions need to be answered:
– Is this solution working only with certain type of wireless IP networks.
– Is this solution for VoIP only?
– Is this solution valid only for a particular call control protocol, e.g. H.323 ?
– Can this solution help other applications in mobility support?

Instead of developing a single integrated solution, we would prefer to a layered
approach aiming for a service environment in which mobility related services are
provided at different levels. Thus VoIP is just an application in this environment.

The proposed mobility enabled IP environment consists of several levels of
mobility related services, as illustrated in Fig. 2: IP layer mobility, user location
service and application mobility. The position of each service is determined by
the generality of the provided service. A high level framework is discussed below.
The detailed design of each service layer including the service access interface
and protocols are left for further study.

IP Layer Mobility
VoIP represents a class of applications on IP platform and obviously IP layer
mobility is a key feature. IP layer mobility provides network layer solution which
allows an IP host to move and may change its IP access point but keeps upper
layers, e.g. transport and application layers, untouched. The focus of this level
service is mobile IP hosts. There is no single best solution for IP mobility, which
is usually determined by various factors e.g. the size of the network, the access
system etc.. The possible solutions, for example, are:
– Mobile IP, as defined in [6].
– Hierarchical IP mobility management such as cellular IP [7].
– Wireless access system specific solution for IP layer mobility support. For

example GPRS (General Packet Radio System) defined its own mobility
mechanism for IP hosts.
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– Use of lower layer mobility solution. For example, dial-up access over GSM
link, Wireless LAN with layer 2 mobility support.

IP mobility is a well-known issue and there is a lot of work on going particularly
from wireless perspective [7]. It is a general requirement for all IP applications
in a mobile environment.

User Location Management Service
Similar to DNS (domain name system), which maps between IP host names and
their IP addresses, user location management service captures the user location
information and maps a personal identifier to a network address at which the
user can be contacted. The personal ID can be in the form of E164 address (tele-
phone number), email address, or other formats. The location information can
be represented by the access network type and network addresses. For example,
the location of a wireless IP user is the IP a ddress of the terminal being used.
When roaming to GSM network, his location is the telephone number (MSISDN)
of the terminal (a dual-mode terminal or a separate one).

As far as IP user is concerned, there are two granularity of the location
service: one is to locate the user using his home IP address, which is more static
and easier to provide. In this case, the location service maps between user ID
and home IP address and relies on IP layer mobility when the user is roaming.
Thus some inefficiency, for example caused by mobile IP, will be unavoidable.

Another one is to associate a user with his IP address in the visiting network,
which reflects a more accurate location mapping. Furthermore, for wireless users,
their geographical locations can be part of user location information and can be
used for many location-based services. There is no standard way for capturing
the location information. It is more likely that various sources are used for this
purpose by exchanging location information among several network entities. For
example, some access systems may provide build-in location tracking mechanism,
e.g. HLR, or HA (home agent) in mobile IP, which can be exposed to different
applications via the location service API. Also it is possible to share the location
information captured by other applications, e.g. by VoIP applications during user
registration.

Updating location information is another issue. In many cases, the network
address does not change frequently along user’s movement. For example in G-
PRS, the dynamically assigned IP address does not change during a PDP session.
When it changes, the location server needs to be updated.

It is unlikely that the location management is a centralized entity. Instead it
will be distributed and run by different domains. A protocol needs to be provided
so that different location server can exchange location information.
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Application Level Mobility
This level of mobility addresses the requirement of service mobility in a particular
application domain. For example, as far as VoIP is concerned the service mobility
means that a user can access the subscribed services regardless the location and
the access network being used. VoIP itself is a service platform on which new
voice/multimedia related services can be developed.

For VoIP applications, one solution for service mobility, as discussed in Sec-
tion 3, is to ask the home VoIP provider to handle all call control, including call
features. This approach has the benefit of simplicity and easy implementation.
However, as the local visiting network is kept out of the service process, the local
VoIP resources, e.g. the PSTN/IP gateway, may not be usable. Some services,
e.g. emergency call, need to be handled by visiting network.

Borrowing experiences from GSM, we propose a possible solution for service
mobility in VoIP. The major idea is:

– Allowing both home and visiting networks/VoIP service providers to partic-
ipate call processing.

– Standardization of a small set of basic call services. Most calls are basic calls
or requests the most-used three or four call features (e.g. call forwarding).

– Use of service profile. The service profile records user’s subscription status
and some service related data. When a VoIP user roams to a foreign network
and prefers the local provider to handle his calls, his service profile can be
transferred.

– Separation of call control and service control. Visiting network is responsible
for basic call control and handling of standardized call features. For service
provider specific calls the home network is contacted for service control.

4.3 An Example Scenario

In Fig. 3, an example scenario is presented showing how the three levels of
services are used in order to make a VoIP call to a user who is using a mobile
terminal.
The major procedures are:

1) The MS registers with the CC/SC (call control/service control) server in the
visiting network, including its user ID and current IP address.

2) The user location information is captured by ULM (user location manage-
ment) in the visiting network.

3) The location information is propagated to the ULM in the user’s home net-
work, which can be used for other applications as well, for example news
updating service.

4) A call coming from PSTN to the roaming user.
5) The caller’s network captures the call request and sends the request to the

callee’s home domain CC/SC server.
6) The home CC/SC server checks the user’s service profile and, if the user is

entitled for the service, contacts ULM for user location information.
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Fig. 3. An example application scenario

7) The home CC/SC sends the call request to the visiting network CC/SC,
which tries to establish a VoIP call between the terminal and a PSTN user
via a PSTN gateway. To achieve service mobility it may contact home SC
during call initiation and termination stages for service control. The details
of these procedures are not shown.

8) After call setup, media traffic is transported over IP between the PSTN
gateway and MS via GGSN (a GPRS/UMTS entity). The MS can move
while keeping active communication. The terminal mobility is provided by
the IP mobility in the access system.

5 Conclusion

In this paper we pointed out that the application of VoIP technology with wire-
less IP systems would allow more efficient network architecture and a better
service creation environment. Such a combination implies a series of challenges.
Among other issues, mobility support is a critical requirement for wireless VoIP
to be successful. Instead looking for “one-solution-for-one-application”, we pro-
posed to decompose the mobility-related services into several layers, which can
be the components of mobility ena bled IP platform.

This layered approach separates concerns and allows “divide-and-conquer”
and encapsulation of implementation details. This approach also leads to a mo-
bility enabled IP platform. Wireless IP platform is for every services and applica-
tions. VoIP is just one (class) of them. By decomposing the required services into
different levels, many of them can be generalized and be useful for a wide-range
of applications.
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Abstract. Through a practical application, this paper studies the ca-
pacity of the GSM network, a wireless mobile phone network widely
used in Europe and some Asian countries, for transmitting multimedia
data. The application is a client-server based automobile security system
which monitors the interior and exterior environments of the moving au-
tomobile by a computer equipped a digital camera, a voice capturing
microphone and a GPS (Global Positioning Systems) receiver. The cap-
tured data is sent to the server computer through the GSM network.
The design and construction of the system are described with param-
eters of the equipment and the procedures of the experiments clearly
shown. Results of the experiments show that a basic system can actual-
ly be implemented even given the narrow bandwidth of the GSM data
transmission system.

1 Introduction

Distant delivery is always insecure in the sense that what is going on during
the delivery can often hardly be known [3]. Very often, the delivery is delayed
or the delivery does not even arrive at the destination at all. Such uncertainty
during delivery must be minimized. This is particularly true for the delivery
of important and valuable goods such as transfer of cash between banks. One
simple solution is to keep track of the remote object. Traditionally, tracing a
remote mobile object usually requires another object to follow the object being
traced and report to the central control unit through certain communication
media such as radio. Although this is in fact a waste of resources, it seems to be
the only way of doing so. With the development of GPS, this situation changes.
Tracing a remote object now becomes much easier than ever before, and much
more accurate too. By attaching a GPS receiver to the object being traced, the
exact position of the object can be retrieved and transmitted back to the central
control unit and be known to the monitoring party.

Nevertheless, being able to know the exact location of the object being traced
will sometimes still not be sufficient for determining what goes wrong when
the object behaves abnormally. In worst case, we will not be able to detect
anything that goes wrong when the object being traced moves along a path as
predicted. As a result, it will be highly desirable if more information of the object
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being traced can be monitored together with the positional data. This project
is therefore designed and developed in response to this question by providing
additional video and audio data capturing capabilities. The data captured is
transmitted from the remote object to the central station through the GSM
mobile phone network. The GSM network is chosen as its signals cover more
than 90

2 Systems

Basically, the whole system can be divided into two parts, one being the clien-
t while the other being a server. These two geographically separated entities
communicate with each other so as to achieve the objective of tracing a remote
object. The client system plays the major role of gathering information about
the remote object, and the server system is mainly responsible for presenting
the information gathered by the client in a neat and meaningful way. The major
functionality of the client system and server system will be described in details
in the following paragraphs respectively.

Server

Modem

GSM network and
public switching

telephone network

Mobile
Phone
Modem

Client

Digital
Camera

GPS
Receiver

Micro-
phone

One Way Data Flow

Bi-directional Data Flow

Fig. 1. Client/Server Model

2.1 Client System

The client system is the one to be attached to the remote object and is responsible
for capturing all useful information about the remote object. This information
includes the exact location of the remote object from the GPS receiver, as well
as other data such as video and audio signals from other multimedia capturing
devices. These captured signals will then be processed and integrated by the
client system, which then sends these processed signals to the server system.

Since this client system is to be attached to the remote mobile object, it must
be small in size and light in weight so as to increase its portability. Besides, since
it is responsible for capturing several kind of signals and performing compression
and integration on the data acquired, the client system must also have high
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speed and great processing power. Otherwise, smooth capture of data may not
be possible and this may result in discontinuous data and loss of information,
which in turns lead to poor accuracy and difficulties in comprehension.

A Pentium-233 MMX laptop computer running Windows 95 is employed
here. It is equipped with a printer port for connecting a Connectix QuickCam
black and white camera, a serial communication port for connecting a Garmin
45 GPS receiver and a PCMCIA port for connecting a mobile phone modem, the
Ericsson Mobile Office DC 23v4. An Ericsson GH688 GSM mobile phone con-
nects the modem to the GSM network. The modem confirms to ITU-T V.22bis
and V.32 standards which facilitate data transfer at between 2,400 and 9600 bps.
Besides, a signal booster is employed to amplify the signals of the mobile phone
modem. Finally, a sound card connected with a microphone is also connected to
the laptop for providing the sound capturing capability.

2.2 Server System

The server system is the one that will be located in a stationary place. The
main task of the server system is to receive the captured signals from the client,
process the received data and produce data visualization. Such data visualization
includes displaying the path covered by the remote object on an electronic map
and the corresponding latitude and longitude. The video and audio data received
will also be processed to reproduce live video and audio signals.

The server also works as the command center and it has complete controls
over the client system. It is responsible for sending command to the client to
initiate or terminate its data capturing processes. The server system is also
responsible for handling error during data transmissions.

A Pentium-133 MMX desktop computer running Windows 95 is employed
here. It is equipped with a 14.4k bps modem for communicating with the client
and a sound card with speakers for reproducing the audio data captured.

2.3 Cost

The following table shows the costs of some special equipment used in this
project.

One point worth noting is that the prices of these equipment are dropping
and the cost of building such a system will be expected to be much less in the
future. Besides, the equipment could be compacted in to a box when the system
is actually built for practical use.

3 GPS Signals

3.1 Interpolation

The GPS receiver needs at least signals from four different satellites to calculate
its position accurately [3]. Very often, signals from the satellites will be blocked
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Table 1. Costs of some special equipment used

Item Cost
Ericsson GH688 mobile
phone

~US$350

Ericsson Mobile Office DC
23v4

~US$620

U.S. Robotics K56 voice
modem

~US$150

Connectix B&W
QuickCam

~US$130

Garmin 45 GPS receiver ~US$260
Signal Booster ~US$320

Total ~US$1830

by high buildings. In such case, a GPS receiver may not be able to receive signals
from four different satellites, and thus failing to calculate its exact position.

Besides, since the data captured by the client system is transmitted to the
server system via mobile phone networks, there are the possibilities of noise in the
transmitted signals, or even worse, complete loss of signals when the object being
traced enters into areas not covered by the mobile phone networks. In all the
above situations, the server will not be able to obtain the location of the remote
object. Instead of just displaying discontinuous path in the form of disjointed
line segments on the map, the server will try to estimate the missing path of the
remote object using the data obtained before and after the period of no data,
together with the check points of a predefined path. The check points are some
operator selected points along a path on the electronic map that the object being
traced will follow. By joining these check points in order, the expected path of
the object can be reconstructed.

Wk
Wk+1

Wm

Wm+1

P0

P1

Way Point

GPS data

Result of
interpolation

Actual path
received

Fig. 2. Interpolation of GPS data
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Wi

Wi+1

P0

h

d

Fig. 3. Calculations involved in Interpolation

During a period when no GPS data is available, the server will then use the
latest positional information P0 before the loss period to find a line segment
formed by two consecutive check points Wk and Wk+1 which is closest to P0.
When the server receives GPS data from the client again, the server will then
use the newly received positional information P1, and the locations of two con-
secutive check points Wm and Wm+1 closest to P1 to interpolate a path as shown
in Fig. 2.

The perpendicular distance h and the projection distance d from P0 to
W1Wi+1 is found using the following equations:

V 1 = W i+1 − W i

V 2 = P 0 − W i

d = V 1 • V 2 − |V 1|
P0 lies directly above the line segment WkWk+1 if 0 ≤ d ≤ |V 1| and the square
of the perpendicular distance is given by h2 = |V 1|2 − d2

This interpolation of GPS signals works fairly well when the remote object
follows a path close to the predefined path. However, it may give wrong es-
timations when the remote object is traveling with great deviation from the
predefined path. Though not perfect, the above method does offer a feasible and
reasonable solution.

3.2 Adaptive Sampling

The sampling rate of the GPS data is very important. If the sampling rate is
too high we may gather a group of very closely located GPS data which means
a waste of bandwidth. On the other hand, if the sampling rate is too low, the
remote object might have moved too fast that the sampled GPS data will be
separated widely apart. This will result in a non-smooth path plotted on the
server system. As a result, the sampling rate of the GPS data must be carefully
adjusted for the system to work as expected.

In order to make the sampling rate suits different circumstances without
readjustment, an adaptive sampling method is introduced. This method will
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dynamically adjust the sampling rate based on the speed of the remote object
being traced. When a GPS data is received, it will be compared with the last
sampled GPS data. If the distance between these two positions is greater than the
upper threshold value, the sampling rate will be doubled so that more positional
data will be sampled. On the other hand, if the distance between these two
positions is smaller than the lower threshold value, the sampling rate will then
be lowered by half so that the positional data will be sampled less frequently.

4 Data Compression

The GSM mobile network provides a packet data transmission protocol and
supports a data rate up to 9600 bps [6]. As a result, it will not be possible
to transmit such huge volume of multimedia data from the client to the server
without any compression. In our system, the Intel Indeo(R) Video R3.2 codec
is employed to compress a video frame of 19 kbytes (160 × 120 8-bit) to around
1 kbytes (160×120 24-bit), giving a compression ratio of about 19. The resulting
compressed video frame can then be transmitted in about 1 second to the server
system. For audio signals, Microsoft Network Audio codec is employed to give
a data rate of 1 kb/s (8 kHz, Mono, 8200 baud). The comparison of various
compression codecs will be described briefly in the following paragraphs.

4.1 Video Compression

In this study, the compression of the video sequence is achieved by making
use of the Installable Compression Manager (ICM). The ICM provides access
to the interface used by installable compressors to handle real-time data, and
it is the intermediary between the program and the actual compression and
decompression drivers. The compression and decompression drivers do the real
work of compressing and decompressing individual frames of data.

Several video compression drivers have been considered to be used in this
project, and their efficiencies are compared in terms of compressed size and
compression time. The result is listed in Table 1. All the compression driver are
set to have a compression quality of 0× 120 pixels × 8 bit gray scale. All the
tests are performed on the same Intel Pentium-233 MMX computer.

From the above table, it can be seen that Intel Indeo (R) Video R3.2 is well
balanced between compressed size and delay and thus is chosen to be used for
video compression in this project.

4.2 Audio Compression

In our system, the compression of the audio sequence is done by making use of
the Audio Compression Manager (ACM). Likewise, using ACM for compression
and decompression has the advantage of being more flexible and the program
can choose to use newer and better compression driver when new technology has
been developed without re-programming.
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Table 2. Comparison of video compression drivers

Video Codec Avg. time
(µ sec)
for key
frame

Avg. size
(bytes)
for key
frame

Avg. time
(µ sec)
for non-
key frame

Avg. size
(bytes) for non-
key frame

Intel Indeo (R)
Video Interactive

239 1314 566 620

Cinepak Codec
by Radius

228 1668 32 1416

Intel Indeo (R)
Video R3.2

126 1284 56 660

Microsoft Video 1 22 2402 0 6

Uncompressed 0 19200 0 19200

Several audio compression drivers have been considered to be used in this
project, and their efficiencies are compared in terms of data rate. The result is
listed in Table 3.

Table 3. Comparison of audio compression driver

Audio Codec Freq.
(kHz)

Mono/
Stereo

data rate
(kB/s)

CCITT A-Law 8 Mono 8
CCITT u-Law 8 Mono 8
Elemedia TM
AX24000P
music codec

22 Mono 1

GSM 6.10 8 Mono 2
Microsoft
ADPCM

8 Mono 4

MSN Audio 8 Mono 1
PCM 8 Mono 8

As shown on the above table, several compression drivers can give a data rate
of 1kB/s which is suitable for this project. The one employed in the program is
the MSN Audio codec since this codec is commonly available in Windows 95.
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5 Experiments and Observations

The whole system had been tested several times with the client system installed
on a vehicle traveling along the gray path as shown in Fig. 4.

Fig. 4. Test path

5.1 Experimental Results

After connection had been established between the server and client systems,
all the GPS data, streaming video data, streaming audio data and still image
data could be received from the client system properly. However, the line would
be cut when the vehicle moved pass cells of the mobile network. Nevertheless,
the client system could automatically recover from the cut-off and no human
intervention was needed.

The GPS data received was used to plot the path on the server system, and
the interpolation of GPS data of the server system functioned properly for the
missing portion of the path being traced. However, the path might not lie exactly
on the road of the electronic map, there was a small deviation from the printed
roads.

5.2 Analysis and Conclusions

Although in these experiments the connection would be cut-off by the network
several times, both the client system and server system could recover from the
unexpected cut-off and continue to function. Such cut-off occurs when the ve-
hicle moves from one transmission cell to another in the mobile network. The
hand-over of the cells results in temporary cut-off of the line. Such problem is
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tolerable when the mobile phone is used for voice conversation as human brain
can integrate distorted signal, missing signal and noise to recover the original
information.

When the signal is too weak, a lot of noise will be resulted which causes
error in the data being transmitted. The error correction algorithm of the mobile
network might not be able to correct the error in the data when the signal to
noise ratio is too low or when the signal is completely lost. This causes the hold-
up of the data line and no data can be transmitted though the line is still in
connected state. Finally when the error correction algorithm completely fails to
recover from the error, the line will be cut off. In such an event, the operator
monitoring at the server side should get alerted and make a connection later. In
any event, if the path of the mobile object is known ahead, the operator is well
prepared to shut down the monitoring system in appropriate locations along the
path.

The deviation of the plotted path from the printed roads on the map might
be due to the inaccuracy of the GPS receiver. The instability of the GPS receiver
caused error in taking the positions of certain sample points for generating the
reference coordinates of the map data file. Another possible reason is that a
small error in the relative locations of the objects on the map was introduced
during the digitization of the printed map into the computer using a desktop
scanner.

Fig. 5. The server in operation

6 Conclusions

This aim of this project is to demonstrate the feasibility of using a low bandwidth
GSM network for transmitting multimedia and GPS positional data in building



GSM Mobile Phone Based Communication of Multimedia Information 23

a real time security system. Since the maximum data rate provided by the GSM
network is limited to 9600 bps, the main concern would therefore be how to
make good use of the scarce bandwidth.

Our system allows the operator to choose either streaming video, streaming
audio or high resolution still image to be transmitted, while the GPS positional
data will always be transmitted on a regular basis.

Each transmission frame consists of a header (2 bytes), frame type (1 bytes),
data length (2 bytes), actual data plus stuffing characters, checksum (1 byte)
and a tail (2 bytes). Assuming about 1% of the actual data are control character
need stuffing, the total size of a transmission frame will be 1.1 × data length +
8 bytes.

For still image, 160 × 120 × 8 bits = 19200 bytes (without any lossy com-
pression), the frame size will be 21128 bytes. Its transmission requires 21128 ×
8 / 9600 = 17.6 seconds.

For streaming video, each video frame has an average size of 816 bytes after
compression. The frame size will be 906 bytes and its transmission requires 906
× 8 / 9600 = 0.76 seconds. Thus the frame rate will be about 1.3 fps, but the
actual frame rate would expected to be lower due to the additional time required
for compression / decompression and noise during transmission.

For streaming audio, the audio buffer size for 1 second using MSN Audio
codec is 1024 bytes. The frame size will be 1134 bytes, requiring 1134 × 8 / 9600
= 0.95 seconds for its transmission. Using this audio codec could theoretically
produce a smooth audio output, but the test audio quality was just acceptable
as silence gaps existed between samples due to time spent for compression /
decompression on software level. Moreover noise in the communication channel
reduces the throughput.

Finally, for GPS positional data the data size is 16 bytes. The frame size will
be 26 bytes so that 26 × 8 / 9600 = 0.02 seconds are required for transmission.
This delay is negligible when compared to other multimedia information.

In spite of the limited bandwidth, our system does demonstrate the feasibility
of using the wireless mobile network to transmit separated multimedia data. If
new technology in GSM has been developed to provide a data service up to 56k
bps, then with current settings, a performance of 6.7 fps with integrated audio
data can be achieved. One main drawback of using the wireless mobile network
for data transmission is the high air-time cost. The system is thus designed
to provide information on demand instead of full-time supervision. When to
start and end the supervision and what type of information to be retrieved are
completely determined by the system operator, thus the system operator can
control the cost of operation.
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Abstract. Mobile ad hoc networks may exhibit unidirectional links due
to the nature of wireless communication. Presence of unidirectional links
interferes with the control flow of many existing unicast routing protocols
for such networks, which adversely effects their performance and limits
their applicability. In this paper, we present a new protocol designed
to support unicast routing over both bidirectional and unidirectional
links in ad hoc networks, while preserving low bandwidth utilization and
providing faster and more reliable packet delivery. The WAR (Witness-
Aided Routing) protocol is based on the concept of witness host, whose
role is to help in bypassing a unidirectional or a failed link along the path.
We present a preliminary analysis to compare the expected performance
of WAR with the Dynamic Source Routing (DSR) protocol.

1 Introduction

Mobile ad hoc networks are being increasingly used for military operations, law
enforcement, rescue missions, virtual class rooms, and local area networks. A
mobile multi-hop network consists of n mobile hosts (nodes) with unique IDs
1, . . . , n. These mobile hosts communicate among each other via a packet radio
network. When a node transmits (broadcasts) a message, the nodes in the cover-
age area of the sender can simultaneously receive the message. A node i is called
a neighbor of node j in the network if node j is in the coverage area of node i.
This relationship is time varying since the nodes can and do move. At any given
time a node i can correctly receive a message from one of its neighbors, say j, iff
j is the only neighbor of i transmitting at that time. A multiple access protocol
is used by nodes to get contention-free access to the wireless channel.

Radio links are inherently sensitive to noise and transmission power fluctua-
tions. This, as well as problems like the hidden terminal [1], can cause temporary
or permanent disruption in service at the wireless link level, in one direction or
in both. Although intensive research has been done in the last couple of years to
design efficient routing protocols for mobile ad hoc networks ([2,3,4,5,6,7,8,9]),
there has been little concern about the effect of unidirectional links on the perfor-
mance of these protocols [10]. The majority of existing protocols assume, either
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implicitly (e.g. AODV [3]) or explicitly (e.g. TORA [5]), that links are bidirec-
tional. An exception, to some extent, is the Dynamic Source Routing (DSR)
protocol [2], which acknowledges the fact that links could be unidirectional, but
does not include any kind of support for such links.

An equally important issue is the way routing protocols cope (or do not cope)
with errors in the route. Due to the mobility of hosts and the high instability
of links, errors in routing are likely to occur frequently and they can have a
significant impact on the performance of a protocol. Little has been done in
existing protocols to support recovery from errors. Except for the Associativity-
Based Routing (ABR) protocol [9], basically no other scheme supports a recovery
mechanism to exploit the fact that neighborhoods are probabilistically more
stable than individual hosts 1.

The protocol we propose, Witness-Aided Routing (WAR), has been designed
to support routing over both bidirectional and unidirectional links (Section 2)
in mobile ad hoc networks. WAR makes the only assumption that the mobility
rate in the network is not as high as to make flooding the only possible routing
approach. WAR maintains low bandwidth utilization, by collecting routing infor-
mation on demand, or learning it from transient packets (Section 3.1). In order
to minimize the number of routing errors, the protocol includes a route recovery
component, which, by design, provides also a mechanism for prioritizing mes-
sages in the network (Section 3.3). WAR is based on the notion of witness host,
which plays a central role in the routing and recovery process, contributing to
faster and more reliable message delivery. (Section 2).

2 Witness Hosts

The neighborhood of a mobile host is a union of two sets: the incoming and the
outgoing neighborhood. The incoming neighborhood of a host A is the set of
mobile hosts one hop away from A whose transmissions A can hear. Similarly,
the outgoing neighborhood of A is the set of mobile hosts one hop away from A
which can hear A’s transmissions. Note that if links are bidirectional, the two
neighborhoods are the same. It is important to mention here that in WAR mobile
hosts do not maintain information about their neighborhoods; this definition is
introduced only to facilitate the discussion of the protocol. In what follows, we
will refer to the neighborhoods of host A as Nin(A) and Nout(A).

A witness is a host which can overhear a transmission that was not destined
to it. Thus, all witness hosts of A are members of Nout(A). When a witness host
is also member of Nin(A) (its transmissions can be heard by A) and:

1. W ∈ Nout(A) ∩ Nin(A), and
2. B ∈ Nout(W) ∩ Nin(W) or C ∈ Nout(W) ∩ Nin(W).

we call it an active witness of A with respect to a packet from A to B (whose
next stop after B is C). In other words, there is a bidirectional link between A
1 TORA includes a recovery technique, but it is based on link reversal and therefore

it is not applicable in networks with unidirectional links
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and W and between W and B or W and C. Hence, W can help bypass the link
A → B (and possibly the link B → C) in the original route, replacing it with
the sub-path A → W → B (or with A → W → C respectively). Active witnesses
of host A are entitled to act on A’s behalf for routing purposes. Henceforth, we
will use witness in place of active witnesses when there is no confusion.

An illustration of how witnesses participate in the routing process is shown in
Fig.1. Both W1 and W2 hear A’s transmission to B, which makes them potential
active witnesses of A with respect to the packet P(A−B) sent to B. At this point,
they will wait to see if B attempts to deliver the packet to C, which would mean
that B received it from A. If that is the case, their role with respect to the
packet P(A−B) reduces to sending an acknowledgement to A (to avoid an error
in case A could not hear B’s transmission to C). If neither W1 nor W2 hear B’s
transmission to C, they conclude that the packet P(A−B) failed to reach B. In
this case, they will both attempt to deliver the packet directly to C, although,
indirectly, they target B as well. Since W1 and W2 do not necessarily have a
way to communicate with each other and avoid contention, they will ask C for
arbitration before sending the packet. If C rejects their request, it means that
it has already received the packet from B and their role reduces to sending the
acknowledgement to A. Otherwise, the one selected by C will deliver the packet
and then inform A about it. In the example shown in Fig.1, B hears A and

A B C

W

W
1

2

S D

Fig. 1. Hosts W1 and W2 witness the transmission from A to B

succeeds in delivering the message to C. But only W1 can be heard by A, which
in fact is enough for the routing step to succeed. If A did not employ the help of
its witnesses, and only communicated with B, the result would be a failure, even
though the message is traveling towards its final destination. In such a case, A
would invoke a route recovery protocol (Section 3.3), which would unnecessarily
increase network activity and bandwidth consumption.

Formally, a witness host W traverses two stages in the routing process of
packet P(A−B) from A to B: an initial passive stage, followed by an active stage.
In the passive stage, the witness listens to the conversation between A and B
and based on its outcome it decides what to do in the active stage. Hence, the
active stage may consist of one or two steps: a (potential) forward phase and
an acknowledgement phase. If W hears that B is trying to deliver the packet
to C, the forward phase is skipped and W enters the acknowledgement phase,
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in which it informs A that B received its packet. If not, W enters the forward
phase, attempting the delivery on A’s behalf. If an answer is received back from
C (or from B) to confirm the delivery, W acknowledges A and its role ends.
The finite state machine describing this process is shown in Fig.2. If no witness

Hear packet from A to B B is silent Forward to C or B Hear from B or C Send ACK to A

B and C are silent

Hear packet from B to C

LISTEN FWD WAIT ACK DONE

Fig. 2. Witness host state transition with respect to a packet from A to B

sends a confirmation to A after a pre-defined period of time, A will consider that
the link to B failed and will initiate a route recovery protocol as described in
Section 3.3. There will be cases when the transmission was indeed successful, but
nobody could inform node A about it (i.e. there are no active witnesses). In such
cases, since there is no guarantee for A that the message is traveling towards its
destination, the recovery protocol will still be invoked. However, its propagation
will be soon terminated by hosts which are aware that A’s transmission was
indeed successful (all the witnesses and all the hosts along the original route
which have already seen that message).

2.1 Contention Avoidance

A particularly sensitive point of the witness scheme is the potential contention
when forwarding a data packet to host C, since they all compete for channel
access. In a very dense network this could result in serious delays or even network
congestion. In order to reduce the overhead at this point, we use a scheme similar
to the channel access scheme used in [12], but modified to allow one and only one
data delivery. All witness hosts which try to deliver a packet to C, will first ask for
permission from C. Upon receiving the request, C will either reject it (in case it
has already received the packet from B and the witnesses do not know about this)
or will only allow one host - say W1 - to deliver the packet, forcing all the others
to remain silent. If C allows W1 to transmit, but does not receive the packet
after a given time (it is possible that W1 did not hear the permission), it will
select another host from the list of those which made requests and will allow that
host to deliver the packet. The process continues until either one of the witnesses
successfully delivers the packet, or C has probed all of them and could not receive
the packet from any. Note here that witness hosts will only send transmission
requests to C if they have not heard an implicit acknowledgment from C to B.
Such a passive acknowledgment is achieved by operating in promiscuous receive
mode [2] (i.e. listening to see if C attempts to forward the packet to the next
host along the route).
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3 Description of the WAR Protocol

Generally, the existing protocols can be classified in two categories: reactive
and proactive, depending on their reaction to changes in the network topology.
Proactive protocols, such as distance-vector protocols (DSDV[4]), are highly sen-
sitive to topology changes. They require mobile hosts to periodically exchange
information in order to maintain an accurate image of the network. While con-
vergence is faster in such protocols, the cost in wireless bandwidth required to
maintain routing information can be prohibitive. Moreover, mobile hosts are
engaged in route construction and maintenance even when they do not need
to communicate, so most of the collected routing information is never used.
Therefore, many researchers have proposed to use reactive protocols, which only
trigger route construction or update based on the needs of mobile hosts. Such
on-demand protocols, like DSR[2], SSA[6] and AODV[3], have been claimed [13]
to outperform the proactive-style protocols. WAR is also a reactive protocol,
and has three major components: route discovery, packet forwarding and route
recovery.

3.1 Route Discovery

The route discovery protocol is similar to the one used in DSR[2] in the way the
requests are propagated, but it differs in the way the destination host processes
them. WAR implements a different request processing in order to reduce the
network traffic (by limiting the number of route replies) and to increase the
quality of the discovered routes (by placing route constraints in the request).

The discovery protocol is invoked by a source host S every time it needs a
route to a destination host D, and it does not have one already cached. Host S
locally broadcasts a Rrequest message and starts a local timer to decide when to
re-send the request in case that no response arrives. All hosts in Nout(S) hear the
request and they replicate it, so the Rrequest message propagates in the entire
network until it eventually reaches D. Since Rrequest is a broadcast, it is likely
that it arrives at the destination on many different paths. The order in which
requests arrive is not necessarily an indication about the route’s length, so it is
not safe to assume that the first request which arrives at D contains the shortest
path. Therefore, S can instruct D to wait for a defined amount of time for more
requests to arrive and return the best route discovered up to that point. This
way both the quality of the routes used is improved and the amount of traffic
in the network is reduced (compared to the case when all requests are replied
to immediately). In order to reduce the number of route discoveries, WAR also
includes support for alternate routes. After sending a route back to S, D waits
for more copies of the request message to arrive and then sends another route.
The number of times D waits for a route, as well as the length of the waiting
period are variables which can be set by S in the request message.

There may be cases, like the one illustrated in Fig. 3, when many routes
discovered by a request message have a common suffix or prefix. In such cases,
it is desirable that only a representative of these routes be returned to S, since
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otherwise a problem within the common suffix or prefix would break all the
available routes. WAR addresses this problem by allowing S to specify a waiting
period during which D can filter out such routes, and only return a representative
of them. Upon receiving a Rrequest message, a mobile host H checks to see if it

S D

Common sufix

S D

Common prefix

Fig. 3. Situation when more routes share a common suffix or prefix

has seen the message before (by looking up the header in its local history). If so,
it drops the message, otherwise it adds it to the history and adds its own ID to
the partial route contained in the message. If the host ID is not the same as the
final destination of the message (D), H updates the metrics of the partial route
contained in the message and verifies if the new metrics satisfy the constraints
set by S. If the constraints are satisfied, the message is further delivered to the
immediate neighbors of H, otherwise it is dropped. On the other hand, if the
host ID is the same as the final destination of the message (D), the host either
sends a Rreply immediately or waits for more routes to arrive and then sends
the best one, according to the instructions set in the CONSTRAINTS field of
Rrequest by S.

The structure of a Rrequest message is shown in Fig. 4. It contains a tag
(R REQ) identifying the type of message, the source of the message (SRC),
the destination (DST), a sequence number (SEQ NO), a time-to-live (TTL)
indicating the maximum time the message can exist in the network, a partial
route (Acc R) containing all the hosts visited so far, a set of metrics (Acc M)
which will be updated by each host along the way and a set of constraints to
guide the decision process as the request proceeds through the network. A Rreply

Message header

Acc_RConstraints Acc_MR_REQ SEQ_NO TTL SRC DST

Fig. 4. The structure of a Rrequest message when it leaves S

message has basically the same structure as a Rrequest message, in which the
header has been changed to reflect the direction of the message and its content.
Also, if D has a route to S, it includes the route in the header of the reply
message so that it does not get disseminated in the entire network. Then, before
sending the Rreply message, D swaps the SRC and DST fields in the original
Rrequest message, updates the tag to Rreply and the sequence number according
to its own sequence for S. When the Rreply message arrives at S, the route it
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contains (in Acc R) is entered in the local cache of S, which also sets a lifetime
period for the route based on the its metrics. The discovery process ends at this
time for S (which can start sending data to D), but routes will continue to arrive
until all the Rrequest copies have been received and processed by D.

3.2 Packet Forwarding

The task of the packet forwarding component is not only to ensure delivery of a
message along a given path, but to also take corrective actions (invoke the route
recovery protocol) when problems in the route are detected. The operation of
this component is strictly connected to the witness hosts, discussed in Section
2. WAR uses source routing ([2]) in order to deliver packets from a source host
S to a destination D. Before sending the packet, S attaches the entire route
to it, so at each intermediate host, the packet contains information about the
next hop in the route. This eliminates the need for mobile hosts to monitor their
direct links by sending periodic beacons, which significantly reduces the network
overhead. Before a host A delivers a packet to the next host B in the route, it
removes its own ID from the list of remaining hosts (to avoid loops). A packet
sent from A to B (on a direct link) is considered successfully delivered (by A)
in two cases:

a) If A receives a passive acknowledgement from B (it hears B trying to send
the packet to the next host along the route)

b) If A receives a positive acknowledgement (ACK) from any of its witness hosts

Otherwise, A assumes that the route is broken an initiates a route recovery
procedure, as described in Section 3.3.

An equally important role of the packet forwarding protocol is to both sup-
plement the route discovery protocol and to add route maintenance capability
to WAR at no extra cost. When a data packet arrives at a host H, it always
contains a route from H to whatever the final destination of the packet is. Thus,
H can either add that route to its cache (in case none was available before), or
replace a lower quality route in the cache. This is done only after H successfully
delivers the packet to the next hop, to avoid adding stale routes into the cache.

3.3 Route Recovery

The time needed to determine new routes in case of an error is critical for a
routing protocol. Proactive schemes exhibit a minimal delay, since the routing
information is continuously updated. On the other hand, on-demand protocols
can experience considerable delays when an error occurs and a new route is
needed. Some existing protocols, like DSR[2], address this problem by notifying
the sender about the error. This is inefficient for two reasons. First, errors may
appear in the vicinity of the final destination D (and far away from the sender S).
Second, the bandwidth used for sending a negative acknowledgement and for re-
sending the packet from S could actually be used for sending a recovery request
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in the vicinity of the host in error (H). By involving an extended neighborhood of
H in the recovery process, WAR attempts to quickly and inexpensively bridge the
gap created in the route. This would allow the packet to travel to its destination,
as opposed to delaying it until S finds another route.

WAR implements error handling at two levels. First, witness hosts offer sup-
port for packets to bypass broken or unidirectional links (error prevention). If
witness hosts fail to acknowledge success to their witnessed host (H), the second
level, error recovery, is activated. Host H broadcasts a copy of the original mes-
sage, with the tag changed to Rrecovery, to its neighbors. Before broadcasting the
message, H increments the PROBLEM counter present in the message (which
was set to 0 by S when the original message departed). This route maintenance
step helps S find out about the problems with its route when it receives the final
acknowledgement ACK from D (which piggybacks the PROBLEM counter on
ACK ). After sending out the recovery message, H will drop the original message,
and its role in the routing process ends. No acknowledgment is necessary for re-
covered messages. As soon as one of the hosts in the remaining route (indicated
in the message header) is reached, the message tag is changed back into DATA
and it continues its travel as a normal data packet. If the recovery succeeds, the
final destination D will eventually inform S, otherwise S times out and re-sends
the packet.

The number of steps a message can travel as a route recovery message (with
a Rrecovery tag) is indicated in the constraint field attached to the original
data packet by the sender (the Recovery Depth value). When the Recovery
Depth counter becomes zero (being decremented by each host which receives
the Rrecovery message), the message is no longer propagated and the recovery
fails (on that branch of the network). This way, WAR also provides a framework
for setting message priorities. A greater Recovery Depth will cause the recovery
protocol to be more insistent, increasing the chances of success (at the expense
of bandwidth consumption).

4 Preliminary Performance Analysis

We next model the effect of route correction and compare it with DSR, which
does not use a recovery mechanism. Let FX [m] be the probability of failure in
delivering a message by Protocol X , where X is either WAR or DSR, on a path of
length m. Let p be the steady state probability that a message is delivered to the
next hop along the route. In case of WAR, let q be the steady state probability
that the route is corrected using active witness nodes in case of failure. Further,
for sake of simplicity we assume that m is an even number. Hence, for DSR we
have:

FDSR[m] = 1 − pm, (1)

since pm is the probability that the message will be delivered along a path of
length m. In case of WAR, we have

FWAR[m] = 1 − (p2 +
(
1 − p2

)
q
)m/2

, (2)
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since the probability that a message is delivered two hops away is p2 +(1 − p2)q
and, consequently, the probability that the message is delivered to the destina-
tion m hops away from the source is (p2 +(1−p2)q)(m/2). We can draw following
conclusions from this simple modeling. For both the protocols as m grows larg-
er the probability of failure increases. However, WAR has lower probability of
failure than DSR for same value of route length m. Further, as q approaches
1, FWAR[m] approaches 0; and hence becomes increasingly independent of p.
Hence, by applying intermediate route correction we can decrease the probability
of failure considerably. It is easy to determine that the average number of trans-
missions2 required in DSR to deliver a message at a distance of m is 1

pm and that
for WAR is 1

(p2+(1−p2)q)(m/2) . Since 1
pm ≥ 1

(p2+(1−p2)q)m/2 , WAR requires fewer
number of tries to deliver a message than DSR. However, it should be noted that
more bandwidth is required to deliver a message in WAR than DSR. Let on an
average WAR require α times more bandwidth per hop than DSR. Then, WAR
is more bandwidth-efficient than DSR if

mα

(p2 + (1 − p2) q)m/2
<

m

pm
, m ≥ 1

α <

(
1 +

(
1 − p2

)
q

p2

)m/2

(3)

Note that
(
1 + (1−p2)q

p2

)
≥ 1 in the right hand side of Eq. 3. Therefore α should

be less than
(
1 + (1−p2)q

p2

)
, if WAR is to be more bandwidth efficient than DSR

for all values of m. We expect that α would be close to 1 since WAR uses atmost
k extra one-hop explicit ACK messages, where k is number of active neighbors
of a node, and the size of ACK packets is much smaller than DATA packets.
Consequently, it is likely that Eq. 3 would be satisfied for wide ranges of p and
q. For example, assuming p = 0.75 and q = 0.5 we require α ≤ 1.39 for WAR to
perform better than DSR.

5 Conclusions

The main goal of the WAR protocol is to provide an efficient and low cost routing
solution for mobile ad hoc networks in the presence of unidirectional links. By
using witness hosts, WAR is designed to reduce the number of transmission
errors, implicitly reducing the communication delay and the overall bandwidth
consumption. The role of the recovery mechanism is to reduce the effect of errors
and to provide a framework for prioritizing messages in the network. Route
maintenance is done with no extra expense in terms of bandwidth, by learning
routes from transient packets and by using the recovery mechanism to collect
information about the status of the routes being used. The on-demand character
2 The number of times a source node has to send the packet to the destination node

before the packet gets delivered to the destination node.
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of the route discovery protocol eliminates the need for periodic advertisements,
reducing considerably the bandwidth utilization and power consumption.

WAR’s most important advantage is that it does not rely on the existence of
bidirectional links, which brings it closer to the reality in mobile ad hoc networks.
Our preliminary performance analysis shows that WAR will perform better than
DSR with almost the same resource utilization. In the future, we plan to test its
robustness and compare its performance with other routing protocols through
simulation, under different network conditions.
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Abstract. Optical wireless local loops (OWLL) based on infrared wire-
less communication links, are class of wireless access networks capable of
delivering the type high-bandwidth services that are becoming increas-
ingly popular with business and residential customers. By combining the
use of advanced optical transmission techniques with the flexibility of
wireless communication, we describe the possibilities that are created by
utilizing this technology in the access network. The possible implementa-
tion options for deploying OWLL systems and a performance analysis of
a typical OWLL link is also presented. Additionally, we provide a com-
parison with the other wireless access technologies based on attributes
that promote the competitiveness of a particular access network technol-
ogy.

1 Introduction

The deregulation of the telecommunications industry has created a competitive
environment in the access network or the “last mile” part of the telecommunica-
tions infrastructure. As a consequence, competing operators have had to develop
cost effective ways of bringing broadband access to the customers premises and
enable the convergence of voice, data and video services [1]. The pace of these
changes is expected to increase due to the volume deployment of future high-
speed data services and other applications with an insatiable bandwidth demand.
The access network has traditionally been dominated by legacy equipment based
on twisted-pair copper cables, but fixed wireless access techniques are rapidly
emerging as the technology of choice in the unbundled access networks. They
ensure that the investment costs are minimized, hence making the service afford-
able to all classes of customer. It is also possible to reduce the installation time,
introduce a limited degree of mobility into the access network and only install
terminal equipment when the customer requests the service. A typical wireless
local loop (WLL) system consists of a wireless subscriber unit (WSU), opera-
tion and management center (OMC), switching unit and an access network unit
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Fig. 1. Generalized wireless local loop structure

(ANU) (Fig. 1). The latter unit may house a WLL controller, access manager
(AM), home location register (HLR) and the transceiver unit.

The limited capacity of wireless radio links continues to be a major disad-
vantage of wireless networks when compared to wireline access networks. This
situation is likely to remain the same in the foreseeable future due to the in-
troduction of novel wireline technologies such as passive optical networks, high-
speed digital service lines (xDSL) or cable modems. In this paper we assess the
opportunities created by using optical wireless local loop (OWLL) techniques
capable of delivering two-way fiber-like data rates whilst maintaining most of
the advantages wireless techniques.

2 Optical Wireless Systems

This decade has seen sudden surge in the R&D activities and initiatives for
optical wireless systems [4,5]. The establishment of the Infrared Data Association
(IrDA) by a group of leading companies and the subsequent standardization
activities, is one of the notable outcomes of these activities. The essence of optical
wireless system is lays in the fact that light (operating in the infrared or IR band
of the EM spectrum) propagates through air, instead of being confined in fiber
waveguides as is the case in optical communications systems. This eliminates the
costly (and demanding) task of fiber cabling and takes advantage of the absence
of optical spectrum licensing requirements.

So far most of the work done in this area has focused on the development of
infrared indoor communication systems, where the coverage is confined within
a single room, with the communicating terminals within meters of each oth-
er. A range of optical wireless products currently available on the market, for
basic tasks suitable for small-office-home-office (SOHO) demands such as the
connection of portable computers, copiers, facsimile machines, printers, scanner-
s etc., provision of camera-monitor connectivity in CCTV security applications
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and infrared wireless LAN applications. But the increasing maturity of optical
components has enhanced the feasibility outdoor optical wireless links, with re-
sults of some field trials indicating error free transmission for distances in excess
of 1 km. The most notable of these trials to date managed to achieve an error
free transmission of a 10 Gbit/s light signal (four STM-16 wavelength division
multiplexed channels) over a 4.4 km link [6]. Such transmission distances can
easily cover most drop section span lengths (e.g. the average span length in the
Helsinki metropolitan area is 1.8 km).

3 Possible Owll Implementation

3.1 Link Designs

Several optical wireless link designs are available and these could be classified
according to their degree of directionality and/or the existence of a line-of-sight
(LOS) path (Fig. 2). The choice of a particular link design will depend on, among
other factors, the power efficiency required, link distance, presence of obstacles
in the propagation path and type of communication (e.g. point-to-point, point-
to-multipoint).
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Fig. 2. Classification of optical wireless link designs

In practice, a typical service area will have complex demographic patterns
[1] influences the link choice for OWLL design. Previous power budget analysis
and channel capacity evaluations have identified directed or hybrid LOS links
as being best suited for such outdoor applications [4]. The overall power budget
of an OWLL link mainly dependant on the atmospheric-induced loss incurred
along the propagation path, with the primary contributions being [5]:

• free space loss – proportion of transmitted optical power that is incident on
the receiver,

• air absorption loss – due to presence of ionic impurities in the air that create
a vibration band in the near infrared region,

• scattering losses and beam refraction – attributed to the attenuation caused
by water droplets in rainy, misty, snowy or foggy conditions,

• scintillation losses – this is a form of scattering loss caused by the non-
uniform refractive index (due to solar heating) of different pockets of air,
this can lead to optical power level fluctuations of up to 30 dB.
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Furthermore, the presence of ambient light from external light sources such as
fluorescent street lamps or the sun, impair the transmitted signal by introducing
photonic interference noise at receivers with a wide field of view (FOV). These
stray light signals can be eliminated using plastic infrared filters or employing
robust receiver designs.

3.2 Modulation and Demodulation Options

The recommended modulation and/or encoding scheme for low-cost optical wire-
less systems with a sufficient signal power is on-off keying (OOK) based on inten-
sity modulation 1 (IM). the direct-detection2 (DD) down-conversion technique is
used whereby (an operation that would have been difficult to perform using am-
plitude, phase or frequency modulation. For OWLL applications, vertical-cavity
surface-emitting laser diodes (LD) operating in the Class 3B band are preferred
as they offer high electro-optic conversion efficiencies (30–70%), very narrow
spectral widths and multi-gigabit bandwidths (this at least an order of magni-
tude more than light emitting diodes). To meet eye safety requirements due to
the use of high powered LD sources, the communicating equipment are located
at rooftop levels or high towers where humans are unlikely to cross the beam.
Alternatively, the beam is passed through holograms thus transforming the LD
source into a Class 1 eye safe device according to the IEC standard’s allowable
exposure limits [4]. Avalanche photodiodes could ideally provide a high enough
SNR when used in DD receivers. But since they have temperature-dependent
gain, high costs and operating voltages, PIN diodes are preferred instead.

Other modulation techniques that could be considered for OWLL include
the pulse position modulation (PPM) and digital pulse interval modulation (D-
PIM) techniques. The former offers higher average power efficiency than OOK
but at penalty of less bandwidth and increased system complexity as a result of
its intricate encoding and synchronization procedures. DPIM avoids such band-
width and complexity problems but suffers from long transmission times, causing
delays that might be deemed unacceptable for some services [7].

3.3 Multiple Access Techniques

Since light beams cannot penetrate opaque objects, the efficiency in the IR
bandwidth reuse is improved drastically. The SNR of a DD receiver has a linear
relationship with the received optical power, thus it is never possible to increase
transmitter power (or decrease noise) until the system becomes interference lim-
ited. Time division multiple access (TDMA) is presently the popular choice for
IR wireless LANs, different users share the same optical channel and electrical
multiplexing techniques enable simultaneous transmission. But these electrical
methods create a transmission speed bottleneck that might be detrimental to
1 The desired waveform is modulated onto the instantaneous power of the carrier
2 The photodetector produces a current that is proportional to the received instanta-

neous power
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the OWLL in the long run. There are also some cost concerns brought about
by the need for complex transmitter coordination. The use optical CDMA-based
systems [8] offer a relatively better cost and bandwidth efficiency performance as
well as increased transmission security, but they are still at an early stage of de-
velopment. In subcarrier multiple access (SCMA) systems, different users trans-
mit simultaneously at different subcarrier microwave frequencies that are then
multiplexed onto an optical carrier. This offers significant cost reductions and a
possibility of using mature microwave circuit technology. But the throughput is
limited since in practice different channels must reside within the bandwidth of
a single optical carrier.
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Fig. 3. A SDMA-based optical wireless local loop (a) downlink and (b) uplink
structure

Space division multiple access (SDMA) implementation is based on hybrid
LOS links using an angle-diversity receiver at the ANU-transceiver to detect
signals of the same wavelength band emanating from proximal geographical lo-
cations. This offers a relatively better performance (in terms of ambient noise
rejection & co-channel interference reduction) compared to a single-element re-
ceiver, but at the price of increased cost, receiver employs an imaging concen-
trator to significantly simplify the receiver structure and support even more
receiving elements [5]. A hexagonal array of LD proceeded by lenses for beam
expansion and steering may be used to provide a spatially addressable down-
link communications (Fig. 3a). In turn, the WSU need only be equipped with
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Fig. 4. A WDMA-based optical wireless local loop (a) uplink and (b) downlink
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single-element receivers and transmitters, thus minimizing cost & power require-
ments. The uplink design will be based on a similar spatial addressing technique
(Fig. 3b) [9].

In the case of wavelength division multiple access (WDMA) each WSU is ac-
cessed by a signal of pre-designated wavelength channel. This eliminates the need
for transmitter arrays at the ANU, using instead a single non-directed tunable
LD to simultaneously produce light at N different wavelengths {λi : 1 ≤ i ≤ N}.
Single-element tunable receivers are not considered because their input filter de-
signs limit the FOV and are difficult to fabricate. Therefore the ANU multi-
wavelength receiver can be implemented using a hemispherical high pass filter
and a telescoping non-imaging concentrator to couple light into a multimode
fiber (singlemode fibers are too narrow to collect to this beam). The output of
the fiber is eventually fed into a wavelength demultiplexor which separates the
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individual signal channels contained in the aggregate WDM signal and these
signals are eventually passed on to a bank of PIN receivers.

3.4 Performance Analysis of LOS OWLL Links

In this section, we analyze of the performance of LOS links that could be used in
SDMA-based OWLL systems. An optical signal would normally to be incident
on more than one photodetectors on the detector array. A weighted sum of the
photocurrents emanating from N photodetectors would then give the received
electrical signal. The SNR obtained by this technique is given by [11]:

SNR =
N∑

i=1

R2P 2
RX,j

σ2
i

(1)

where R is the detector responsivity; PRX,i and σi are the respective average
detected signal and noise power at the ith photodetector. Assuming that the
incoming beam subtends an angle φ with respect photodetector surface normal
and if this angle is less than the reciever acceptance angle φa then the received
signal power is

PRX,i = ITXe−αL A

L2 TF TC,φFφ,i cos φ . (2)

where ITX is the transmitter’s radiant intensity, α is the atmospheric atten-
nuation coefficient, Fφ,i is the fraction of power received by the photodetector,
A is the detector area, L is the link distance, TF and TC,i are the filter and
concetrator transmission factors respectively.

The detected noise power is a sum of several independent noise sources that
are approximately Gaussian in their statistics. The noise power at the ith pho-
todetector can be estimated by [11]:

σ2
i = 8qRπANA∆λTF TC,φK1B cos φ sin2

(
φa

2

)

+
(

K2

RL
+

(2πCB)2

G
K3

)
4kBTB . (3)

The first term represents the shot noise resulting from the background ambient
noise described by the power spectral density NA, with q being the electronic
charge, ∆λ is the noise equivalent bandwidth of the receiver circuit, B the bit rate
and K1 = 0.6. The second term represents the aggregate thermal noise associated
with the photodetector circuitry. The symbol RL represents the load resistance,
C is the preamplifier’s input capacitance, G is the preamplifier transconductance,
kB is Boltzmann’s constant, T is the operating temperature with K2 and K3
being 0.562 and 0.13 respectively.

Assuming that zeros and ones are equally likely to occur, a zero extinction
ratio and neglecting the effects of ISI, the BER is given by [12]:

BER =
1
2

[
1 − erf

(
SNR

2
√

2

)]
, (4)
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where

erf(x) =
2√
π

∫ x

0
e−y2

dy . (5)

As a numerical example we use the following values: C = 11 pF, T = 300 K,
NA = 43 mW/(m2.nm), ∆λ = 80 nm, RL = 50Ω, G = 0.03 Ω−1, R = 0.56 A/W,
L = 1.3 km and α = 17 dB/km (measured average in rainstorm or moderate
snowy conditions [13]).

Figure 5a shows a variation BER with the received optical power levels for
four different data rates and 100 photodetectors in the receiver array. The excess
losses due to coupling at the transmitter and the receiver mode mismatch have
been ignored in this analysis. By increasing the number of number of photode-
tectors, error-free transmission higher bit rates is possible as long as the area
incident beam doesn’t exceed the area of a single photodetector (Fig. 5b). This
places an upperbound on the maximum link capacity, this can be extended but
at the penalty of increased ambient and thermal noise.

Similar analysis could be carried out for WDMA-based OWLL by replac-
ing the parameters for imaging receivers with equivalent parameters for single-
element receivers. The effects adjacent channel crosstalk and spontaneous optical
amplification noise could be modeled for a more accurate sensitivity estimation.

4 Comparison with Other WLL Systems

For OWLL to be competitive they have to offer some significant advantages over
the more established radio based WLL technologies [3]. These include:

i. FWAS: These are based on cordless mobile radio standards (e.g., CT-2, DEC-
T) or proprietary technologies (e.g., Lucent’s Airloop, Nortel’s Proximity
series).

ii. MDS: The microwave distribution service could be either the multichannel
multipoint distribution service (a.k.a. the ‘wireless cable’) or the local mul-
tipoint distribution system (LMDS). These systems have proved to be par-
ticularly suitable for video broadcasting in areas with rugged terrain.

iii. CBS: Cellular-based systems that offer both fixed wireless and mobile ser-
vices from the widely deployed cellular infrastructure. Originally designed
for cellular voice communication and high-tier coverage.

iv. SATS: The satellite systems that make use of a constellation of low-earth-
orbiting (LEO) satellites (e.g. recently launched Iridium system [10]), geo-
stationary-earth-orbiting (GEO) satellites (e.g. Astrolink by Lockheed Mar-
tin) or hybrid-earth-orbiting (HEO) satellites (e.g. Star Lynx by Hughes).

The overview and description of the cost and performance limiting attributes
of the various WLL technologies (Table 1) offers a level playing field for the
comparison of the relative merits and drawbacks of the respective technologies.
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Table 1. Attributes of various WLL systems (Shading denotes a strong advan-
tage)

Attributes OWLL FWAS MDS CBS SATS
Operating
frequencies

1-250 THz  3.4-3.6 GHz 28-38GHz,2-
3 GHz

800-900MHz,
1.5GHz,2GHz

ka-, ku- &
V-bands

Frequency licensing? None Yes Yes Yes Yes
Data rate
(downstream)

≤ 2.5Gb/s
per channel

Up to 128 kb/s,
future 25 Mb/s

∼100s Mb/s 2Mb/s
(UMTS)

100s kb/s

Possible range ≤ 5 km Up to 35 km < 8 km ≤ 15 km Unlimited

Multipath fading? None Yes Yes Yes Yes

Relative user
equipment costs

High Lower Low Lower Medium

LOS requirement Stringent Relaxed Stringent Relaxed Relaxed

QoS/availability Weather
dependent

Reasonable Weather
dependant

POTS quality (∼99.95%)

Service offerings Unlimited Limited Unlimited Limited Limited

Service type Symmetrical Asymmetric Symmetrical Asymmetric Asymmetric

Standards IrDA
standards

No agreed
Standards

No agreed
standards

No agreed
standards

No agreed
standards

5 Conclusions

In this paper an assessment of the apparent potential of OWLL systems was
carried-out. By combining high information carrying capacity and benefits of
wireless systems, this technology offers qualities that are suited to the demands
of both customers and incumbent operators. Judging from the current traffic
growth trends, this solution is notably future proof by virtue of its high capacity
and symmetrical capabilities. With the current cost wiring a residential area
with fiber optic cables averaging about US$ 5000 per home passed, OWLL is
cheap alternative that might enable the deployment of a virtual fiber-to-the-
home systems.

The current improvements in manufacturing techniques of optical compo-
nents and their increased volume production with time will lead to significant
equipment price drops. This should place this technology in a price-bracket that
will prove affordable to both business and residential customers. Furthermore,
novel installation techniques should help maintain continuos LOS link against
any future obstructions such as new buildings. All these factors taken together
should fulfil the OWLL’s potential as a major access network technology.
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Abstract. In this paper, we propose dynamic discrete-event based mod-
els for information dissemination systems in both single cell and multi-
ple cell mobile environments. We demonstrate that this novel approach
can flexibly model channel borrowing and hand-off scenarios. Finally, we
implement two simulation systems based on the single cell model. Our
simulations show that broadcast channels can effectively alleviate traffic
overload in a cell.

1 Introduction

In the forthcoming era of ubiquitous information services, wireless bandwidth is
one of the most valuable resources. How to utilize the limited wireless bandwidth
to provide a wide range of services for mobile users is a critical research issue.

Cell splitting and information broadcasting are two of the techniques for al-
leviating demands for wireless bandwidth. Cell splitting is to divide a large cell
into a number of smaller cells. By reducing the size of the cells, more cells per
area will be available. Thus, the number of channels and traffic capability in the
area is increased. On the other hand, information broadcasting is very useful
for disseminating data of common interest, e.g., stock ticks and breaking news,
to a large population of mobile users. By dedicating some channels for broad-
casting popular information, overloaded traffic on traditional point-to-point, on-
demand channels may be alleviated. Moreover, broadcast channels are a natural
approach for realization of push-oriented information dissemination which bal-
ances pull-based data access on point-to-point channels. As a result, research and
new developments in mobile information systems have involved both broadcast
channels and point-to-point channels as communication media for wireless infor-
mation dissemination systems [IV94,AAFZ95,LHL99,SRB97]. In this paper, we
consider performance modeling of information dissemination systems in single
and multiple cell mobile environments.

An interesting and important aspect of mobile computing in multiple cell
environments is roaming. In order to facilitate wireless roaming, base stations
have to negotiate with each other to ensure continuous service to a user moving
across cells. Whenever a mobile user moves into a new cell, his mobile computer
registers with the base station in charge of that cell. This registration process
usually involves communication between the old base station and the new base
station to hand-off information associated with the mobile user and computer.

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 45–57, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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During off-peak hours, base stations usually have light competition for channels
and thus can ensure a smooth hand-off for the roaming users. During peak hours,
however, base stations may have too many mobile users waiting for channels to be
available. In this situation, the base station may adopt a policy to assign higher
priorities to the already connected, roaming users with a hope that channels
can be allocated for the roaming users before they enter the cell. Research on
supporting communication hand-off has been presented in [BB95,TJ91].

In addition to the issue with hand-off, channel borrowing is another inter-
esting aspect of mobile computing which appears in multiple cell environments.
Basically, wireless channels are allocated to the cells based on geographic dis-
tribution of the traffic load. If some cells become more overloaded than others,
it may be possible to reallocate channels by transferring frequencies from the
lightly loaded cells to the heavily loaded cells. This is an interim solution, be-
cause the borrowed frequencies (and channels) have to be returned to the original
cells when the traffic in the original cells grows.

Performance analysis of the mobile computing systems is a critical task
for planning and operation of the systems. Queueing theory based models for
performance analysis of the mobile systems have appeared in the literature
[LHL99,IB94], mostly in the context of single cell mobile computing environ-
ments. These queueing models, assuming Poison and Exponential distributions
for inputs and service time, are not faithful to the dynamic real world situations.
Moreover, these models do not provide global analysis of systems involving cross-
cell activities. With increasing offerings of ubiquitous services and demands for
wireless bandwidth, performance analysis and global optimization of systems
and services in multiple cell mobile environments is critical for success in to-
day’s competitive market. In this paper, we propose a simulation model, based
on dynamic discrete-event graphs, for a wireless information dissemination sys-
tem in both the single cell and multiple cell mobile environments.

The rest of the paper is organized as follows. In Section 2, we propose a
simulation-based performance analysis model for the information dissemination
system in the single cell environment. In Section 3, we extend the model to cover
multiple cell mobile computing scenarios, i.e., channel borrowing and hand-off.
In Section 4, we describe our implementations and discuss simulation results.
Finally, Section 5 concludes the paper.

2 Dynamic Discrete-Event Modeling

Queueing theory based models have been used for performance analysis of the
mobile systems. In [LHL99], for example, queueing models and analytical meth-
ods are used for performance evaluation of the point-to-point communication
channels and the broadcast channels, respectively. Overall system performance
is then obtained by combining weighted results from both channels. One major
defect of this approach is the lack of one coherent analytical model for the whole
system. To remedy the above problem, we develop in this paper a new simulation
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model for wireless information dissemination based on dynamic discrete-event
modeling technique [HP89].

Dynamic discrete-event modeling is a simulation modeling technique broadly
used in experiment-intensive fields such as Nuclear Physics. Compared to queue-
ing theory based models and simulations, the dynamic discrete-event based
model and simulations provides us the following important advantages:

– The logical correctness of the model is easy to verify;
– The simulations are easy to implement;
– The simulations are more realistic since some constraints in the queueing

model are relaxed:
• Queueing models assume an infinite duration for the simulation;
• Queueing models assume either Poison or Exponential distributions for

parameters in the model;
• Queueing models only handle steady states.

Transition Transition

(a) (b)

Unconditional Conditional

i

Event  i

jt
C1

i

Fig. 1. Event graph: (a) basic notations; (b) conditional event transition.

Basically, a discrete-event simulation model can be viewed as a model of the
interaction of discrete events occurring in the system and the system’s state
variables. These interactions can be represented as an event graph where the
nodes represent the events and the arrows represents transitions between two
events. In the graph, a transition between two events can be unconditional or
conditional. The time delay and condition for a transition are also denoted in
the graph. Figure 1(a) illustrates the basic notations of the graph and Figure
1(b) implies that providing the necessary condition C1, event i will lead to event
j with a delay of t.

In Figure 2, we present an event graph for the wireless information dissemi-
nation system in single cell environment. Descriptions of events, conditions and
elapsed time in the graph are also given in the following.

EVENTS
E1: a user attempt to connect to the base station.
E2: blocked user re-send connection request to the base station.
E3: a point-to-point channel allocated and service session begins.
E4: session ends.
E5: user tunes into the broadcast channels.
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Fig. 2. Single Cell

CONDITIONS
C1: m < c.
C2: m = c.
C3: restless user keeps re-sending connection requests.
C4: user has valid access information for the broadcast channels.

DELAYS
t(a) = time until the next user arrives.
t(s) = service time for a user on a point-to-point channel.
t(r) = elapsed time for a re-send of connection request.
t(b) = access time for a user on broadcast channels.

As depicted by the simulation model, a mobile user first tries to connect to
the base station and then requests data when he/she enters a cell. If the mobile
user has valid access information for the broadcast channels, the mobile user may
obtain the data of interests through the broadcast channels. Otherwise, he/she
will need to obtain the data through a point-to-point channel. If the traffic is
light, the mobile user can easily connect to the base station. However, if the
system is overloaded, i.e., all of the available channels are in use, the mobile user
will have to re-send the connection requests until one of the other mobile users
relinquishes a channel.

One major advantage of this simulation model is that it accurately captures
activities of the wireless information dissemination systems. By implementing
the model with tools or programs, we can simulate those activities and obtain
important information regarding to system characteristics and performance.

3 Multiple Cell Mobile Environments

In this section, we extend the event graph of a single cell wireless information
dissemination system to cover the scenarios of channel borrowing and hand-off
in multiple cell mobile environments.
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Fig. 3. Channel Borrowing

3.1 Channel Borrowing

If some cells become overloaded, it may be possible to re-allocate channels from
the lightly loaded cells to the heavily loaded cells. Without losing generality, we
present in Figure 3 an event graph for wireless information systems in a two cell
mobile environment. The event graph for multiple cell mobile systems can be
similarly derived.

EVENTS
E1: a user attempt to connect to the base station.
E2: blocked user re-sends connection request to the base station.
E3: service session begins.
E4: session ends.
E5: user tunes into the broadcast channels.
E6: point-to-point channel allocated.

CONDITIONS
C1: m < c.
C2: m = c.
C3: restless user keeps re-sending connection requests.
C4: user has valid access information for broadcast channels.
C5: (m = c and m′ < c′)1 or (m < c and m′ = c′).
C6: user from the cell.
C7: user from other cell.

DELAYS
t(a) = time until the next user arrives.
t(s) = service time for a user on the point-to-point channel.
t(r) = elapsed time for a re-send of connection request.
t(b) = access time for a user on the broadcast channels.
t(l) = setup time for channel borrowing.

1 Assuming m′ and c′ are the number of mobile users and channels in the neighbor
cell, respectively.
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The basic activities in this multiple cell simulation model are the same as
those in the one cell model. However, when all of the available channels in a
cell are in use, a mobile user is allowed to obtain a point-to-point channel from
the neighbor cell. The steps for channel borrowing are done through negotiation
between the two base stations. Thus, the mobile user doesn’t know the actions
behind the scene. To capture this scenario in the extended multiple cell simula-
tion model, transition arrows between E2 nodes of the neighbor cells are added
to the event graph with a condition, C5, which states that all channels in the
current cell are in use and that there are free channels in the neighbor cell.
Moreover, an event E6 are separated from E3 of the single cell model to denote
the situation that a channel has been allocated. The mobile user receives service
from the base station of its residential cell. We use t(l) to denote the overhead
for channel borrowing.

3.2 Hand-Off

Roaming is one of the most important features for mobile systems. Although the
mobile users can travel from cell to cell, it is required that a service in progress
not be interrupted. Therefore, change of channels and transfer of services due to
change of cells, i.e., hand-off, must be conducted transparently. In the following,
we again assume a two cell information dissemination system and provide an
event graph for the system (see Figure 4). In this model, we assume that both
cells are capable of providing the same services.
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Fig. 4. Hand-off
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EVENTS
E1: a user attempt to connect to the base station.
E2: blocked user re-sends a connection request to the base station.
E3: service session begins.
E4: session ends.
E5: user tunes into the broadcast channels.
E6: point-to-point channel allocated.
E7: hand-off begins.
E8: hand-off completes.
D: connection drops.

CONDITIONS
C1: m < c.
C2: m = c.
C3: restless user keeps re-sending connection requests.
C4: user has valid access information for broadcast channels.
C5: (m = c and m′ < c′) or (m < c and m′ = c′).
C6: user from the cell.
C7: user from other cell.
C8: roaming users.
C9: hand-off not successful.
C10: hand-off successful.

DELAYS
t(a) = time until the next user arrives.
t(s) = service time for a regular user using a point-to-point channel.
t(r) = elapsed time for a re-send of connection request.
t(b) = access time for a user on broadcast channels.
t(l) = setup time for channel borrowing.
t(h) = service time for a roaming user in departing cell.
t(o) = service time for a roaming user in arriving cell.

GLOBAL CONSTRAINTS
t(s) = t(h) + t(o).

The above model is a direct extension of the multiple cell model which ac-
commodates channel borrowing. Thus, it covers both channel borrowing and
hand-off activities in a cell. As described in the event graph, a user enters the
event E7 when she is about to roam into the neighbor cell. From this moment,
the base station negotiates with the neighbor base station to complete the hand-
off process. The duration of services used in the departing cell is denoted as t(h)
and the duration of services used in the arriving cell is t(o). Thus, the sum of
above two durations is the same as the average service time by a regular user.
In the model, we also use an event D to denote the situation where there is no
channel available and the connection has to be dropped.
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Fig. 5. Extend Model for Single Cell with Broadcast Channel

4 Simulations and Performance Evaluation

Blocking probability is one of the major performance measurements for mobile
computing systems. If all of the channels are busy in a cell, a service request
is blocked. When a large number of mobile users are connected to the system,
the blocking probability may reach an unacceptable level. In this situation, the
traffic alleviation techniques such as channel borrowing and broadcasting are
necessary. In this paper, we use blocking probability to indicate the impact of
burst traffic and evaluate the effectiveness of the traffic alleviation techniques.

Our experiments are conducted by using two separate implementation ap-
proaches. In order to quickly obtain simulation results, we first use an easy-to-
use, advanced simulation tool, Extend [Inc95], to develop the simulation systems
based on the event graph we proposed earlier. Through Extend’s visual interface,
we dynamically create simulation models from existing building blocks. Figure 5
shows an Extend simulation model2 for one cell system with a broadcast channel.
In addition to easy implementation, a great advantage obtained by using Ex-
tend is that the activities within the models can be observed through animations
during executions. Thus, implementation errors can be easily avoided. However,
the performance of our Extend-based simulation systems is rather poor. It took
several hours to execute one run of our simulation on a Pentium II/450 PC, so
it’s not effective to conduct massive simulations for reliability and confidence
tests. As a result, we implement another simulation system in Fortran/C on
the Pentium PC. Finally, we use the simulation results obtained from these two
separate implementations to verify their correctness.

In our experiments, system blocking probability corresponding to different
distributions of mobile users arrival rate are obtained. Two distributions of mo-
bile user arrival rate are formulated and shown in Figure 6. In the figure, the

2 Due to the limited space, we only show the top level presentation of the model.
There are more details in boxes such as ’Go Broadcast’.
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Fig. 6. Distributions of mobile user requests

curves denote the average arrival rate of mobile users during a day. Regular traf-
fic represents the daily distribution of mobile users requesting for services, while
burst traffic represents the distribution with some special events occuring, e.g.,
chess match between Deep Blue and Kasparov. We also compare the blocking
probability based on different combinations of channel numbers and service time.

In the current state of our implementation, we have only finished the devel-
opments for single cell systems.3 We have configured our systems based on two
different channel allocations: one allocates all of the channels to point-to-point
communications and the other one allocates one channel for broadcast service
and leaves the rest of channels for point-to-point communications.

Monte Carlo4 simulations are conducted on these two implementations de-
scribed above. In our simulations, we assume that there are 20 channels within a
cell. The users have an average service time of 20 minutes. Among blocked users,
15% of the users try to reconnect. These users have an average delay of 3 minutes
for re-tries and they give up after 10 tries. For the system with broadcast chan-
nels, we assume that 15% of users are only interested in the information available
on broadcast channels, so those users may tune into the broadcast channel when
they enter the system. The systems simulate the activities within a cell during
a period of 24 hours. We choose to have the period start at 3am, because a cell
usually has the least users at the time.

Figure 7 and 8 show our simulation results on cumulative blocking probability
during a day. A point at position (x, y) denotes that there are y% of mobile
users blocked from 3am to x. Figure 7 shows the results collected during one
run of simulation on Extend system, while Figure 8 shows the average blocking

3 The extensions of simulations for multiple cells environments will be added to the
next versions of our implementation.

4 Monte Carlo methods refers the branch of experimental mathematics that deals with
experiments on random numbers.
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Fig. 8. Blocking probability for a day (C/Fortran).

probability obtained from executing 100 runs of the monte carlo simulations on
the C/Fortran system. It can be easily observed from the figures that simulations
on both systems show consistent results, which makes us feel very confident about
the correctness and accuracy of our implementations.

From the figures, we can observe that the blocking probabilities for both
regular and burst distributions in the first 5 hours are almost 0 since there are
virtually no mobile users turned away. For the rest of the day, the blocking
probability for regular distribution is kept low while the blocking probability
for burst traffic jumps at around the 9am. The blocking probability for burst
traffic decreases since the user arrivals are back to normal after 5pm. From the
figures, it’s also obvious that the blocking probabilities for mobile systems with a
broadcast channel are lower than that for systems without a broadcast channel.
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broadcasting).

In fact, the blocking probability will be reduced even more significantly if
most of the users in the burst traffic are using a broadcast channel. Thus, when
a cell is experiencing overwhelming requests for connection due to some timely
events, the base station should allocate channels for broadcasting information
related to these events in order to serve the burst requests and relieve the load
of point-to-point connections.
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Fig. 10. Blocking probability vs number of channels/service time (broadcasting).

In order to answer questions such as “Given an average service time, how
many channels are needed to provide satisfactory services (in terms of blocking
probability)?”, we conduct simulations to show the daily blocking probability
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corresponding to number of channels and service time (in minutes), for mobile
systems without and with a broadcast channel, respectively. For this experiment,
we ran 100 monte carlo simulations for each combination of number of channel
and service time to obtain the daily blocking rate. As shown in Figure 9 and
Figure 10, the blocking probability decreases as the number of channels allocated
increases. Meanwhile, the blocking probability increases as the user service time
increases. Once again, the figures show that the broadcast channel can reduce
the blocking probablity significantly.

The above experiment results are important, because they allow us to verify
the correctness of our simulations and set up a foundation for more experiments
with much more complex mobile systems in the future. Also, the simulation
results provide valuable data and guidance for researchers who are interested in
the analytical study of the systems.

5 Conclusion

The era of ubiquitous information services is forthcoming. With increasing de-
mands for bandwidth, information broadcasting and cell splitting techniques
have been proposed to address the bandwidth and communication traffic prob-
lems. New information dissemination systems have to take broadcast channels
into their designs and consider issues involved in multiple cell mobile environ-
ments, such as channel borrowing and hand-off. Performance analysis models
and tools may facilitate a fundamental understanding and fine-tuning of these
systems. Thus, they are critical for the business success of the systems.

In this paper, we have proposed three dynamic discrete-event based simula-
tion models for a wireless information dissemination system, which includes both
broadcast and on-demand services. Compared to previous analytical studies on
similar systems, our models relax constraints assumed by queueing theory based
models while providing easily understandable logic for simulations. Moreover,
our models treat on-demand and broadcast services coherently and capture one
of the special activities in communication systems, retry. Finally, and most im-
portantly, our models address important issues in multiple cell environments,
such as channel borrowing and hand-off, and thus enable multiple cell perfor-
mance analysis.

Based on the dynamic discrete-event model we proposed for wireless infor-
mation dissemination systems in the single cell scenario, we have implemented
two simulation systems: one was quickly prototyped with a visual program-
ming simulation tool, Extend, and the other one was programmed in C/Fortran
languages. We conducted Monte Carlo simulations for accumulative blocking
probability using the two systems we developed. Our experiments show that the
pre-allocated point-to-point channels within a cell can easily handle the regular
mobile traffic, but it may have problems handling burst traffic. In this situation,
broadcast channels disseminating timely information may satisfy some of the
connection demands and thus reduce the blocking rate of the system. Finally,
our simulations reveal an important relationship between blocking probability
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and various combinations of number of channels and service time. Through the
simulations, we may predict how many channels are needed to satisfy users with
certain average service time. This data is critical for mobile system planners and
service providers.

This work is only a start of our simulation study on wireless information
systems. Through our modeling and implementations, we have set up a founda-
tion for more experiments with much more complex systems in various mobile
environments. The simulation results provide valuable information and guidance
for researchers who are interested in analytical study of the systems. As the next
step, we plan to extend our implementations and experiments to the multiple cell
environments. The simulation implementations will serve as our test bed to ad-
dress issues in designing information services for multiple cell environments, such
as global broadcast scheduling, service hand-off, multiple cell cache optimization
and mobile proxy management.

References

AAFZ95. S. Acharya, R. Alonso, M. Franklin, and S. Zdonik. Broadcast disks: Data
management for asymmetric communications environments. In Proceedings
of the ACM SIGMOD Conference on Management of Data, San Jose, Cali-
fornia, 1995.

BB95. A. Bakre and B. R. Badrinath. Handoff and systems support for indirect
tcp/ip. In 2nd Usenix Symposium on Mobile and Location-Independent Com-
puting, April 1995.

HP89. S.V. Hoover and R.F. Perry. Simulation: a problem-solving approach.
Addison-Wesley, New York, 1989.

IB94. T. Imielinski and B. R. Badrinath. Wireless mobile computing : Challenges
in data management. Communication of ACM, 37(10), 1994.

Inc95. Imagine That Inc. Extend – Performance Modeling for Decision Support.
Imagine That, Inc., CA, 1995.

IV94. T. Imielinski and S. Viswanathan. Adaptive wireless information systems.
In proceedings of SIGDBS (Special Interest Group in DataBase Systems)
Conference, Tokyo - Japan, October 1994.

LHL99. W.-C. Lee, Q.L. Hu, and D. L. Lee. A study of channel allocation meth-
ods for data dissemination in mobile computing environments. ACM/Baltzer
Mobile Networks and Aplications (MONET): Special Issue on Resource Man-
agement in Wireless Networks, 4(2):117–129, 1999.

SRB97. K. Stathatos, N. Roussopoulos, and J. S. Baras. Adaptive data broadcast
in hybrid networks. In Proceedings of the 23rd VLDB Conference, pages
326–335, Athens, Greece, 1997.

TJ91. S. Tekinay and B. Jabbari. Handover and channel assignment in mobile
cellular networks. IEEE Communications Magazine, pages 42–46, November
1991.



On the Performance of Transaction Processing

in Broadcast Environments

Victor C. S. Lee1, Sang H. Son2, and Kwok-Wa Lam1

1 Department of Computer Science, City University of Hong Kong
csvlee@cityu.edu.hk

2 Department of Computer Science, University of Virginia
son@cs.virginia.edu

Abstract. In many mobile computing systems, most of the transac-
tions are read-only. In this paper, we propose an algorithm to process
read-only transactions in broadcast environments such that the serializ-
ability of transactions is maintained. The serializability of transactions is
a crucial issue in applications such as stock trading. However, in broad-
cast environments, the upstream communication capacity from mobile
clients to the server is very limited. Therefore, conventional concurren-
cy control protocols, which require equal bandwidth of communication
on both sides of mobile clients and the server, become handicapped in
this environment. In our algorithm, read-only transactions can be com-
pleted locally and autonomously at the mobile clients without upstream
communication, which is a highly desirable feature for the scalability of
applications running in broadcast environments. The simulation result-
s show that our proposed algorithm performs well in a wide range of
settings.

1 Introduction

In the near future, tens of millions of users will be carrying a portable computer
that uses a wireless interface to access a world-wide information network for
business or personal use [6]. Broadcast-based data (such as stock price) dissem-
ination is likely to be a major mode of information transfer in wireless environ-
ments [2], [6], [13]. Some important applications in broadcasting environments
are information dispersal systems and information retrieval systems where read-
only transactions [5] are dominant. For example, in stock trading applications,
it is expected that millions of brokers might read the prices of multiple stocks
for the computation of composite index before they decide to buy any stock.

Broadcast disks [1] are a form of data dissemination systems that are well
suited for wireless and mobile computing environments. The server continuously
and repeatedly broadcasts all data objects in the database. The mobile clients
view this broadcast as a disk and can read the values of data objects being broad-
cast. A periodic broadcast program is constructed to schedule the broadcast of
data objects cyclically according to certain popularity criteria. Some unused ex-
tra broadcast slots in each broadcast cycle can be used to broadcast additional
information such as the control information described below in our algorithm.

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 61–70, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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Existing concurrency control protocols for transaction processing are not
suitable for broadcast environments. One of the reasons is the requirement of
bi-directional communications between the clients and the server such as in most
client-server systems. Another reason is a large number of clients in broadcast
environments. The server may be overloaded by simultaneous submission of large
number of lock requests. The blocking resolution used by the locking-based pro-
tocols may delay the execution of the blocking transactions. This is even worse
in broadcast environments where the upstream bandwidth from the clients to
the server is limited.

Data management in broadcast environments receives a lot of attention in
these few years [3], [4], [6], [8], [11]. However, there are only a few studies on
transaction processing. In [11], a correctness criterion is proposed to allow read-
only transactions to read current and consistent data in broadcast environments
without contacting the server. However, the serializability is not maintained in
their protocol. Two different read-only transactions may perceive the effects of
update transactions in different serialization orders. It may be hazardous to
certain applications such as mobile stock trading where a buy/sell trade will be
triggered to exploit the temporary pricing relationships among stocks. In [12],
they proposed two protocols, F-Matrix and R-Matrix. Although the F-Matrix
shows better performance, it suffers from high overheads in terms of expensive
computation and high bandwidth requirement for additional control information
for consistency check.

In [9], [10], a number of broadcast methods is introduced to guarantee correct-
ness of read- only transactions. The multiversion broadcast approach broadcasts
a number of versions for each data item along with the version numbers. This
method increases considerably the size of the broadcast cycle and accordingly
response time. Moreover, the serialization order is fixed at the beginning of the
read-only transaction. It is too restrictive and lacks flexibility. For the conflict-
serializability method, both the mobile clients and the server have to maintain
a copy of the serialization graph for conflict checking. It incurs high overheads
to maintain the serialization graph. The integration of updates into the local
copy of the serialization graph and the cycle detection may be too computation
intensive for certain portable mobile computers.

2 A Case for Serializability

Due to the asymmetric communication bandwidth between the mobile clients
and the server, existing concurrency control protocols for transaction processing
are not suitable for broadcast environments. Hence, recent work [11], [12] relaxed
the strictness of serializability and proposed some concurrency control protocols
based on the relaxed consistency requirements for broadcast environments. While
these protocols are useful in some applications, serializability may still be needed
to guarantee the correctness of some applications in broadcast environments.

To illustrate the importance of the serializability in transaction processing in
broadcast environments, let’s take mobile stock trading as an example. Consider
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two stock-trading read-only transactions Q1 and Q3 at mobile clients that read
the stock prices of X and Y and compute composite indices of stocks X and Y
with different weightings. Let U2 and U4 be update transactions at the server
that update the prices of X and Y respectively. Assume that the price of stocks
X and Y is both 100. Consider the following execution schedule:

r1(X)w2(X)c2r3(X)r3(Y )w4(Y )c4r1(Y ). . . .
If both Q1 and Q3 commit, then the server and both mobile clients would see
serializable executions. The partial serialization order at the server is U2 → U4

whereas the serialization orders for Q1 and Q3 at the mobile clients are U4 →
Q1 → U2 and U2 → Q3 → U4 respectively. Assume that the execution schedule
is allowed and the stock price for X rises to 110 and is updated by U2 whereas
the stock price for Y drops to 90 and is updated by U4. Since Q1 and Q3 perceive
different serialization orders, Q1 will get a composite index assuming that stock
Y drops and stock X remains unchanged whereas Q3 will get a composite index
assuming that stock X rises and stock Y remains unchanged. As a result, the
decision outcome of Q1 may be to shift the cash from Y to X and that of Q3

may be to shift the cash from X to Y , which is confusing. In fact, the global
execution schedule (Q1 → U2 → Q3 → U4 → Q1) is not serializable and should
not be allowed.

3 The BCC-TI Algorithm

In this section, we present the Broadcast Concurrency Control using Timestamp
Interval (BCC-TI) algorithm for read-only transactions. Note that concurrency
control of update transactions is maintained by the underlying conventional
concurrency control protocol.

3.1 Commit Phase of Update Transactions at the Server

For every update transaction, a final timestamp is assigned when it commits.
Let WS(U) be the write set of an update transaction, U , and TS(U) denotes the
final timestamp of U . Also, let WTS(d) be the largest timestamp of committed
update transaction that has written data object, d. Then, when U commits, the
following steps will be performed. The control information table is used for the
serializability check by read-only transactions (to be described later).

Step 1: assign the current timestamp to TS(U).
Step 2: copy TS(U) into WTS(d), ∀d ∈ WS(U).
Step 3: store TS(U) and WS(U) into the control information table.

3.2 Read Phase of Read-Only Transactions at the Mobile Clients

Every read-only transaction in the read phase is assigned a timestamp interval,
which is used to record temporary serialization order induced during the execu-
tion of the transaction. At the start of execution, the timestamp interval of a
read-only transaction is initialized as [0, ∞), i.e., the entire range of timestamp
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space. Whenever a serialization order of a read-only transaction is induced by
its read operations or the serializability check against update transactions, its
timestamp interval is adjusted to reflect the dependencies among the transac-
tions.

The detection of non-serializable execution by read-only transactions is
achieved by using the timestamp intervals. Since the serialization order of read-
only transactions is checked against committed update transactions, we make
use of the timestamps of data objects, i.e. WTS(d) of data object d so that
read-only transactions can serialize with committed transactions locally. In the
read phase, whenever a read-only transaction reads a data object, its timestamp
interval is adjusted to reflect the serialization induced between itself and com-
mitted update transactions. Let LB(Q) and UB(Q) denotes the lower bound
and the upper bound of the timestamp interval of a read-only transaction, Q,
respectively. If the timestamp interval shuts out (LB(Q) ≥ UB(Q)), a non-
serializable execution performed by the read-only transaction is detected, and
the transaction restarts. The following procedure is performed whenever a read-
only transaction, Q, reads a data object, d.

Step 1: read (d);
Step 2: LB(Q) = max(LB(Q), WTS(d));
Step 3: if LB(Q) ≥ UB(Q) then restart (Q).

3.3 Data Broadcast

During each broadcast cycle, the server broadcasts the control information
along with the data objects that programmed for the current cycle. The con-
trol information consists of the timestamps and the write sets of committed
update transactions during the last broadcast cycle. The control information
during each cycle helps mobile clients to determine whether read-only transac-
tions have introduced non-serializable execution with respect to the committed
update transactions. There is only one possible type of conflict between the com-
mitted update transactions and the active read-only transactions: write- read
conflict (e.g., WS(U)∩RS(Q) 6= {}). In this case, the serialization order should
be Q → U . That is, the timestamp interval of Q is adjusted to precede that of
U . It implies that the writes of U have not affected the read phase of Q.

Before read operations are performed on data objects that are broadcast dur-
ing a cycle, all read- only transactions have to consult the control information
received during that cycle to determine whether the execution can proceed. If
the execution cannot proceed, the read-only transaction is aborted. For each
read-only transaction, Q, at the mobile client, the following step is followed be-
fore the remaining read operations. In the step, the adjustment of timestamp
intervals of active read-only transactions is performed. Let CUT be the set of
update transactions that are committed in the last broadcast cycle. Let CRS(Q)
be the current read set of Q. In other words, CRS(Q) is the set of data objects
that have been read by Q from previous broadcast cycles. Note that TS(U) and
WS(U) are stored in the control information broadcast by the server.
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Step 1: UB(Q) = mini(TS(Ui), UB(Q)),
∀Ui ∈ CUT and WS(Ui) ∩ CRS(Q) 6= {};

Non-serializable execution is detected when the timestamp interval of an active
read-only transaction shuts out. The non-serializable execution is aborted by
restarting the read- only transaction.

4 Effectiveness of the New Algorithm

The algorithm offers autonomy between the mobile clients and the server. At
mobile clients, read-only transactions can read current and consistent data object
off the air without contacting the server, while the serializability is maintained.
Once all the required data objects are read by a read-only transaction, the
transaction can commit without communicating with the server.

Another useful feature is the flexible adjustment of serialization order of a
read-only transaction with respect to update transactions. That is, the serial-
ization order of transactions is independent of the arrival order of transactions
in the validation phase, which is an implicit assumption adopted by most vali-
dation schemes. This assumption leads to unnecessary restarts [7]. By using the
flexible adjustment of serialization order, unnecessary restarts can be avoided.

However, these nice features do not come for free. The main cost for those
benefits is the management of timestamp intervals for active read-only transac-
tions and the cost for the maintenance and broadcast of the control information
table. The management of timestamp intervals for active read-only transactions
can be done efficiently by using a transaction table at the mobile clients. The
transaction table contains information of active read-only transactions, including
the current read set and the upper and lower bounds of the timestamp inter-
val of every active read-only transaction. The information that is recorded in
the control information table includes the timestamp, TS(U), and the write set,
WS(U), of each committed update transaction U in the last broadcast cycle.
However, the amount of control information is much less than that of other
protocols in the literature [9], [12].

5 Performance Evaluation

The simulation experiments are aimed at studying the performance of our pro-
posed algorithm (BCC-TI) and the F-Matrix algorithm proposed in [12] for
broadcast disk environments. Note that the F-Matrix maintains the update con-
sistency (weaker than serializability) while our algorithm maintains the serial-
izability. We also expect to identify in what range of settings one algorithm
performs better than the other. We have not considered the effects of caching
in this performance study. In other words, a read-only transaction may have to
wait for the requested data object in the next broadcast cycle if the data object
is missed (have been broadcast) in the current broadcast cycle.

The performance of these algorithms can be compared by the transaction re-
sponse time, which includes the time involved in restarting the transaction. Note
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that a transaction may be restarted more than once. The overhead to restart
a read-only transaction at a mobile client is low in both algorithms. Since the
processing of the read-only transaction at the mobile clients is completely trans-
parent and independent to the server, no additional overhead will be generated
at the server while read-only transactions are restarted at the mobile clients.

5.1 Experimental Setup

To have a fair comparison with F-Matrix, our simulation model is the same
as in [12]. The simulation model consists of a server, a client, and a broadcast
disk for transmitting both the data objects and the required control information.
The mobile clients only process read-only transactions while the server processes
update transactions as well. The data objects that the transactions access are
uniformly distributed in the database. Table 1 lists the baseline setting for the
simulation experiments. The time unit is in bit-time, the time to transmit a
single bit. For a broadcast bandwidth of 64 Kbps, 1 M bit-times is equivalent
to approximately 15 seconds. The server fills the broadcast disk with the data

Table 1. Baseline Setting

Parameter Value

Mobile Clients
Transaction Length
(Number of read operations) 4
Mean Inter-Operation Delay 65,536 bit times (exponentially distributed)
Mean Inter-Transaction Delay 131,072 bit times (exponentially distributed)
Concurrency Control Protocol BCC-TI
Server
Transaction Length
(number of operations) 8
Transaction Arrival Rate 1 per 250,000 bit-times
Read Operation Probability 0.5
Number of Data Objects in Database 300
Size of Data Objects 8,000 bits
Timestamp Size 8 bits
Concurrency Control Protocol Optimistic Concurrency Control with

Forward Validation (OCC-FV)

at the beginning of a cycle. Each cycle consists of a broadcast of all the data
objects in the database along with the associated control information. For F-
Matrix, the control information consists of an n × n matrix, where n is the
number of data objects in the database. For instance, the size of the matrix is
720 kbits in the baseline setting. For BCC-TI, the control information consists
of a table containing the timestamps and write sets of the committed update
transactions during the last broadcast cycle and an array of length n containing
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the write timestamps of the data objects. Each element in the array is broadcast
along with the corresponding data object.

The response times are measured in bit-time and 90% confidence intervals
were obtained with widths less than 5% of the point estimates of the response
times.

5.2 Effect of Database Size

There are two main components in the response time of read-only transactions
in mobile clients. The first one is the waiting time for the data objects. The
waiting time increases with the length of the broadcast cycle. The second one is
attributed to transaction restarts. Transaction restarts are mainly due to data
conflicts arisen during a broadcast cycle.

For the effect of the database size, there are two counter factors affecting the
response time of read-only transactions at mobile clients. When the database size
increases, the length of the broadcast cycle increases, which in turn increases the
waiting time for the data objects. The increase in the control information to be
sent also increases the length of the broadcast cycle. Moreover, when the length
of the broadcast cycle increases, the number of update transactions committed
at the server per broadcast cycle increases. This increases the number of data
conflicts, which leads to higher transaction restart rates. On the contrary, as the
number of data objects in the database increases, the probability of the transac-
tions accessing the same data object decreases. Subsequently, the probability of
data conflicts between transactions is reduced and it leads to lower transaction
restart rates.

In Fig. 1, we find that the response times increase with the database size.
Clearly, the increase of the waiting time and the data conflicts due to the increase
of the length of broadcast cycle become the dominating factors. Fig. 1 also
shows that the BCC-TI algorithm outperforms the F-Matrix algorithm for the
whole range of database size in the experiment. The amount of improvement
increases with the database size. When there are 400 or more data objects in
the database, the response time improvement is more than 25%. The rate of
increase in response time for F-Matrix is also faster than BCC-TI. This is due to
the overheads of the large control information, which leads to a longer broadcast
cycle.

5.3 Effect of Data Object Size

The performance of the algorithms in terms of response time with respect to the
data object size is shown in Fig. 2. The length of the broadcast cycle increases
with data object size and hence the response time increases. BCC-TI still out-
performs F-Matrix for a wide range of the data object size. As the data object
size increases, the relative overhead due to control information tends to decrease
for F-Matrix. Hence, the two algorithms approach each other as data object size
increases.
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Fig. 2. Response Time vs. Object Size

On the other hand, the increase in the length of broadcast cycle increases the
number of data conflicts. However, different from the case of database size, the
data object size does not affect the access frequency of data objects, which in turn
affects the number of data conflicts. Since BCC-TI maintains the serializability
while F-Matrix maintains the update consistency, BCC-TI is more vulnerable
to the increase in the number of data conflicts. When the length of broadcast
cycle is long, it is very likely for a data object that has been read by a read-only
transaction at a mobile client be written by an update transaction at the server.

In spite of a relatively higher probability of data conflicts, BCC-TI outper-
forms F-Matrix in terms of response time until the size of a single data object
is huge (>2,000 bytes). In other words, the saving of the overheads of transmit-
ting the n × n matrix, where n is the number of data objects in the database,
outweighs the loss of time in restarting read-only transactions at mobile clients
due to data conflicts. Moreover, the overheads of computing the matrix are al-
so removed. In fact, the bandwidth resource in broadcast environments is more
worth saving than the transaction restart overheads at mobile clients.

5.4 Effect of Server Transaction Arrival Rate

Another factor that will increase data conflict is transaction arrival rate at the
server. The higher the server transaction arrival rate, the more likely there are
data conflicts. Although there may be data conflicts among transactions at the
server, we focus on the data conflicts with the mobile transactions. Fig. 3 shows
the response time of the mobile transactions with respect to the server transac-
tion arrival rate. It is obvious that the response time increases with the arrival
rate but the magnitude is far smaller than the impact of database size or data
object size. It is because the server transaction arrival rate will not affect the
length of broadcast cycle. The sole effect of data conflicts leading to mobile trans-
action restarts is less than the combined effect of increased length of broadcast
cycle leading to increased waiting time and mobile transaction restarts.

To maintain the serializability, BCC-TI is more sensitive to data conflicts
than F-Matrix. When the server transaction arrival rate is high, BCC-TI begins
to lose ground to F-Matrix.
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5.5 Effect of Mobile Transaction Size

The transaction size at mobile clients is usually not very large. It is expected that
long mobile transactions will be relatively slow and vulnerable to data conflicts
with transactions at the server. Nevertheless, we would like to compare the
performance of both algorithms by experimenting with a wide range of mobile
transaction size. In Fig. 4, the response time of both algorithms rises as the
mobile transaction size increases. When the mobile transaction size is smaller
than 8 operations, the performance of BCC-TI is better than F-Matrix by about
20%. However, the performance of BCC-TI loses when the mobile transaction
is long. Note that there is no cache in the simulation model, it is very likely for
a mobile transaction to read different data objects in different broadcast cycles
and a long mobile transaction may need to read through a number of broadcast
cycles. As a result, the probability of data conflict increases and it is even worse
for BCC-TI that maintains the serializability. Note that when the size of mobile
transactions is greater than 8, the response time of both algorithms may be
outside an acceptable range (>20M bit-times or 300 seconds).

6 Conclusions and Future Work

In this paper, we propose an algorithm, broadcast concurrency control with
timestamp interval (BCC-TI), to maintain the serializability of read-only trans-
actions at mobile clients in broadcast environments. BCC-TI offers a number
of highly desirable features for applications running in broadcast environments.
First of all, the serializability of read-only transactions can be maintained. Read-
only transactions can be committed locally at mobile clients without upstream
communication. BCC-TI can be easily integrated with other conventional con-
currency control protocols that are employed to maintain the serializability at
the server. Moreover, the flexible adjustment of serialization order of a read-only
transaction with respect to update transactions helps to reduce the number of
unnecessary restarts.
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We are now studying how to process update transactions, in addition to read-
only transactions, at mobile clients effectively. We are also interested in the issue
of cache management in broadcast environments.
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Abstract. Transaction processing is useful in a mobile environment.
The inherent support for broadcast channels together with conventional
point-to-point paradigm dictates different mode of transaction process-
ing in the mobile context. To improve system scalability, a transaction
should utilize relatively high bandwidth broadcast channels for its read
operations on hot data items. Read operations on cold data items and
update operations would be carried out via point-to-point channels on
demand. We devise a concurrency control protocol that exploits both
types of channels. We address the disconnection problem by caching da-
ta items needed at a mobile client, performing transactions locally, and
committing them upon reconnection. The performance of our protocol
is compared with other protocols through simulation.

1 Introduction

Advances in wireless communication technology have fostered mobile computing
and mobile data access [9]. We consider a mobile data access environment as a
collection of base stations or servers connected via fixed wired network and a
number of mobile clients accessing a database server via wireless network in the
form of transactions.

There are two communication paradigms in a mobile environment: broad-
cast paradigm and point-to-point [2] paradigm. To improve system scalability,
broadcast paradigm is adopted to disseminate data items of common interest
to mobile clients, due to the high cost of having a mobile client to contact the
server for data items. Various approaches have been proposed to improve data
access efficiency over a broadcast channel [1,13].

Although a broadcast channel has a higher bandwidth, it is an asymmetric
one-way communication media; thus, point-to-point channels are needed to sup-
port updates to database [2]. We envision a system utilizing both paradigms to
be effective and scalable, by scheduling data items of high affinity over broadcast
channel while allowing update and access to items of low affinity via point-to-
point channels. Performance metrics include tuning time and access time [10].
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Listening to the broadcast channel requires a client to be in an active mode and
thus, increases power consumption. Selecting popular data items to be broadcast
could minimize the access and tuning time.

A mobile environment is weakly-connected; mobile clients may disconnect
themselves to conserve energy. To improve operability in disconnected mode,
a mobile client has to cache frequently accessed data items in its local storage,
used upon disconnection. Since the cache size is limited, cache management algo-
rithms should be considered. This has been studied in file system [11] and mobile
database access [5]. The effectiveness of a caching scheme during disconnection
can be characterized by cache hit ratio and self-answerability [12].

In the presence of updates initiated by mobile clients, transactional con-
sistency to data items is required. Based on the broadcast nature of a mobile
environment, researchers considered the processing of read-only transactions,
making use of the consistency of items within a broadcast cycle, due to asyn-
chronous updates at database server. In [14], multi-versioning of broadcast data
items is adopted to improve the commit rate of read-only mobile transactions.
Update mobile transactions are considered in [15]. With updates from mobile
clients, a back channel is used to convey them back to the server, where the
updates are validated and installed. In [3], a kind of certification for the updates
is performed at the server, a variant of optimistic concurrency control [4]. Recog-
nizing the constraint of serializability as the correctness criteria, it is relaxed to
update consistency and the APPROX algorithm, with various implementations,
is proposed [17].

In this paper, we propose to utilize not only the broadcast channel to dis-
seminate data items, since a broadcast cycle can be long for a typical database.
Rather, we assume a typical 80/20 data distribution and broadcast only the 20%
“hot” data items, leaving the remaining 80% “cold” items to be read by clients
on demand. Updates are propagated back to server for validation and installa-
tion. To keep a broadcast cycle short, we phase in a consistent data version for
every broadcast. At most two data versions are maintained at the server and the
broadcast cycle is made up of only one version, rather than multiple versions as
in [14]. We enforce serializability instead of a weaker notion as in [17]. To cater
for disconnected operation, mobile clients will cache data items, with version-
ing information. Read-only transactions can be processed during disconnection,
contributing to self-answerability. Transactions are “pseudo-committed” during
a disconnection and reintegrated with the database upon reconnection.

This paper is organized as follows. In Sect. 2, we outline our data access
model and concurrency control protocol. In Sect. 3, we describe our simulation
model for performance study, with evaluation results described in Sect. 4. This
paper is concluded with discussion on our future research work in Sect. 5.

2 Design of Protocol

We exploit the asymmetric communication behavior of a mobile environment
and focus on two different research aspects. First, hot data items at the server
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need to be organized over a broadcast channel appropriately. This has a direct
impact on the access procedure a mobile client uses to read data items. Sec-
ond, an interaction protocol between mobile clients and the server is needed for
update operations as well as read operations on cold data items. This protocol
defines how transactions are to be processed and the conditions for them to be
committed/aborted. We will also consider the actions at a client when it becomes
disconnected as well as upon reconnection.

For notational convenience, a mobile client is denoted by Si, defined by its
unique IP or Ethernet address. The set of transactions initiated by Si is denoted
by {Ti1, Ti2, ..., Tim}, where the local sequence number of transaction can be
generated by a counter. Each data item, x, stored at the server is associated
with an ID, and a version number, which is the commit timestamp, t, of the
transaction, Tij , that updates x. This version is denoted as xt. To facilitate
identifying the transaction that updates x, the versioning information for xt

also contains the transaction ID, i.e., i and j. Finally, each cached copy of x at a
client is associated with an additional field: the broadcast cycle number, c, when
x is cached. This is useful when a client operates in disconnected mode.

In our approach, each mobile client implements both memory and storage
caching. When a client receives or updates a data item, it is first cached in local
memory. The LRU algorithm is employed to replace data items when the memory
cache is exhausted. Replaced dirty items will be written back to the storage
cache, which is also managed using the LRU algorithm. During disconnection,
both memory cache and storage cache contribute to the availability of data items.

2.1 Broadcast Organization and Access

The set of data items to be broadcast is selected based on popularity. We assume
the typical 80/20 rule for data item affinity, such that the top 20% data items
are included in a broadcast cycle. For simplicity, we assume that the hot spot
is static. Adaptation to changes in hot spot for broadcast databases has been
considered in [13]. We employ an indexing structure to organize the items over
a broadcast channel. Several data items are organized into a bucket, with global
indexing information being broadcast at the beginning of the bucket. The bucket
header may further contain information about each data item. We adopt the
(1,m) indexing scheme [10] to organize the broadcast items, and the bucket is
the unit to be broadcast.

To reduce the size of a broadcast cycle, we broadcast only one version of
data items in each cycle. Furthermore, we make sure that each cycle represents
a consistent snapshot of the database. This means that if there were an imaginary
read-only transaction that reads all broadcast items, the values returned by the
transaction would be consistent, since all concurrent update transactions are
either serialized before that read transaction or after it. Thus, those values could
be broadcast within the same cycle, and we call them the “current” version. A
technique similar to shadow paging can be applied to manage the data versions.
Successful updates are normally made to “shadow” version, which is not being
broadcast. However, if all updates of a transaction to the broadcast items are
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made solely to those items not yet transmitted over the broadcast channel at
the moment, the updated values would be installed as the “current” version,
thereby improving data currency without violating consistency of items within a
broadcast cycle. At the end of a broadcast cycle, those updated shadow versions
will become the current versions for the new broadcast.

A connected mobile client will read its data items through the broadcast
channel if they belong to the broadcast list. As an optimization, several read
requests originating from the same client could be batched together before tuning
to the broadcast channel. This allows the items to be retrieved in the order they
are broadcast, rather than in the order the requests are issued. This not only
reduces the tuning time by accessing the index only once, but also greatly reduces
the access time by avoiding listening to multiple broadcast cycles.

When the required data item appears in the broadcast cycle, the client may
choose to download the item immediately, or check if the version is a newer one
before downloading it. For small data items, downloading without checking is
simple, but for large data items, checking for their version numbers before down-
loading pays off, by saving energy from tuning for the unnecessary duplicated
items. We will adopt the checking strategy for better performance.

2.2 Point-to-Point Channel Data Request

A connected mobile client can request a “cold” data item not belonging to the
broadcast list by sending a message containing information about the transac-
tion, T , to the server. The server will select the most recent consistent version
of the requested cold items, with respect to potential concurrent updates made
to items that T has read and that T is going to read, and return to the client.
The server keeps track of the versions of data items that T reads. Whenever
it receives a data request, it will first check if the most recent version violates
consistency from the client’s perspective. If the read is allowed, it sends the most
recent version to the client and adds this information to a read set. If the current
version is not consistent, the older version is sent instead. The consistency check
at the server is same as Phase 1 of the validation of a transaction, as shown in
Fig. 1. If both copies of a requested data item in the server are not consistent, a
client will try to read the item from its local cache. If the item is not in the cache,
the transaction will be aborted. Thus, items read over point-to-point channels
are consistent, so are those read over the broadcast channels. Thus, a client only
needs to verify that both types of items are consistent with each other before
committing the transaction.

Upon receiving the return values for its read request, a mobile client may
have a choice to download the values immediately or download the values only
if the items are fresher than their cached values at the client. As with broadcast,
it is advantageous to perform the test for large items before downloading. We
thus, adopt the checking strategy for better performance.

It can be observed that sending a data item via a point-to-point channel is
not required, if the same version of the item is already cached in the client. One
could augment the request message with the version number of every cached
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data item the client requests, so that the server can avoid sending a duplicated
item, thus saving the scarce bandwidth. The server sends the result followed
by the valid version after the consistency check. The client reads the item and
caches it if that is a valid copy. Although there is a small overhead by including
the version number in the return message, the saving due to avoiding duplicates
can be substantial.

2.3 Validation and Write Phase

We adopt the deferred update approach by buffering all updates at the client.
The updated values will be sent to the server for validation at the end of a
transaction and will only be committed if the validation succeeds. We propose a
protocol to validate transactions in mobile database. The idea is similar to op-
timistic concurrency control with dynamic adjustment of serialization order [4],
though that protocol is not designed for multi-versioned data and mobile envi-
ronment, where clients may disconnect and reconnect frequently. We generalize
it to utilize several data versions, with Thomas’s Write Rule and apply concept
from Coda file system [11] to support disconnected operations. Transactions can
have their committed timestamp adjusted as long as conflicting transactions can
be serialized. In our multi-version optimistic concurrency control protocol with
timestamp adjustment, maintaining two data versions at server improves the
chance of reading a correct value, in addition to the benefit brought about by
consistency among items within each broadcast cycle. It ensures atomic property
and one-copy serializability.

Upon termination of a transaction T , a mobile client submits a commit re-
quest with client and transaction ID, read set and write set to the server. As
an optimization, the read set for items retrieved over the point-to-point channel
can be omitted, since the server knows about them. When the server receives
the commit request for T , it performs validation as detailed in Fig. 1. Upon
successful validation, the updates are applied to the database, either inside a
critical section or using a conservative two phase locking protocol. Data will
only be written to the database if the maximum timestamp of the transactions
that write x is less than the timestamp of the submitted transaction.

2.4 Disconnected Operation

When a mobile client is disconnected, read operations could still be serviced if
the requested data items exist in the cache of the client. If the items do not exist
in the cache, the transaction is aborted. Upon a write operation, the value is
written to the temporary copy and local copy is overwritten when the transac-
tion finishes. If all data items read by a read-only transaction, T , come from the
same previous broadcast cycle or are previously written by a same transaction,
T can be committed, since the data items read are consistent. However, T will
not be assigned any timestamp. For update transaction T ′, a local validation is
performed. T ′ is aborted if it fails the validation. Otherwise, it enters the pseudo-
commit state. In other words, T ′ can be considered committed, but whether it
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Data structures:
tnc: largest transaction ID of successful transaction; used for timestamping.
T .RS, T .WS: set of data items that T has read/written.
T .TS: commit timestamp of T .
lts, lts′, uts, uts′: lower/upper bound of possible commit timestamp.

To commit transaction T :
Phase 1: check for consistent read set
lts ← 0; uts ← ∞
foreach data item x ∈ T .RS do

let Ta be the transaction that creates x
lts ← max(lts, Ta.TS)

endfor
foreach x ∈ T .RS do

let Ta be the transaction that creates x
for t from Ta.TS + 1 to lts do

let Tb be the transaction committed with timestamp t
if x ∈ Tb.WS then valid ← false

endfor
endfor

Phase 2: check for read write conflict (backward adjustment)
foreach x ∈ T .RS do

for t from lts + 1 to tnc do
let Ta be the transaction committed with timestamp t
if x ∈ Ta.WS then

if t < uts then
uts ← t // timestamp adjustment
if uts ≤ lts then valid ← false

endif
endif

endfor
endfor

Phase 3: check for write read conflict (forward adjustment)
lts′ ← lts; uts′ ← uts
foreach x ∈ T .WS do

for t from lts + 1 to tnc do
let Ta be the transaction committed with timestamp t
if x ∈ Ta.RS then

let Tb be the transaction with timestamp t′ creating the version xt′ that Ta reads
lts′ ← max(lts′, t); uts′ ← min(uts′, t′)

endif
endfor

endfor
if uts′ > lts then

if lts′ < uts then lts ← lts′ else uts ← uts′

else
if lts′ < uts then lts ← lts′ else valid ← false

endif

Phase 4: assign timestamp
if valid then

tnc ← tnc + 1
if uts = ∞ then T .TS ← tnc // there is no timestamp adjustment
else increment timestamp of transactions with timestamp between uts and tnc by 1

T .TS ← uts
endif

endif

Fig. 1. Validation of transaction T

can be eventually committed depends on the results of the reconnection and
reintegration process. The data items written by a “pseudo-committed” trans-
action are visible to subsequent transactions initiated from the same client. They
are, however, invisible to other clients and to the server.
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2.5 Reconnection and Reintegration

Upon reconnection of a disconnected mobile client, it sends a reconnect message
to the server, which acknowledges for reintegration to take place. The mobile
client will finish its current transaction and receive validation results from the
server, if any. It then sends validation request of its pseudo-committed transac-
tions to the server. Revalidation is conducted at the server, by arranging those
pseudo-committed transactions in committed order and the validation process
discussed in Sect. 2.3 is performed. If a transaction fails the validation, it will
be aborted and all other transactions that read the data items written by the
aborted transaction should be aborted. The set of affected transactions can be
minimized by computing the set of undesirable transactions for backout [7].

3 Simulation Model

In our simulation, the mobile database environment consists of one database
server holding a number of data items. We assume that the setup time for tun-
ing into a broadcast channel and going into doze mode is negligible [10]. A
bucket is the smallest logical unit that could be broadcast. All buckets are of
the same size for uniformity [6]. A client will submit a request to the server via
a point-to-point channel and then wait for reply before it continues processing.
The bandwidth of a point-to-point channel is 19.2kps, while the bandwidth of a
broadcast channel is 2Mbps. The inter-arrival time for transactions and opera-
tions within a transaction is exponentially distributed with a mean of 10 sec. and
10 msec. respectively. Accesses to data items follow a Zipf distribution, modeling
the 80/20 rule, or other skewed data access patterns. Each data item is read and
written at most once within a transaction; there is no blind write [4].

Each client is installed with a fast SCSI disk, with a bandwidth of 40MBps,
which can be in one of three states: read/write, idle, and sleep [6]. We mod-
el transitions between disk states based on data access as a measure of energy
consumption. There are three states associated with a client mobile data card
(MDC): transmit, receive, and sleep [6]; we also model state transition within
a MDC for energy consumption. Clients initiate transactions and retrieve data
items from appropriate channel or from cache, according to the protocol de-
scribed in Sect. 2. Server will accept client requests and transmit the required
data items. It also performs validation and formal commitment of transactions,
installing the updated version.

4 Evaluation

Our simulation model is implemented in C language, using CSIM. Table 1 sum-
marizes the parameter settings in our experiments.

We conduct three representative sets of experiments to evaluate the perfor-
mance of our protocol. Each set of experiments is repeated five times and the
average of each performance metric is taken. The performance metrics include
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Parameter Value

Downlink/uplink channels 10/10

Size of database 1000 items

Item size 50 bytes

Disk idle/write/sleep/spin power 0.65W/0.95W/0.015W/3W

MDC transmit/receive/sleep power 0.4W/0.2W/0.1W

Data access pattern 80/20 rule, Zipf distribution

Read/write operation ratio (ρ) 1, 3, 5, 7

Operations per transaction 4 to 12 uniform

Transactions per client (m) 500

Percentage of read-only transactions 80%

Number of clients (n) 5, 10, 50, 100

Table 1. Parameters for simulated experiments

transaction commit rate, server throughput, and response time experienced by
mobile clients. In the first experiment, we study our protocol as compared with
the optimistic concurrency control protocol without multi-versioning. As a base
case for comparison, we consider an environment using broadcast channels to
disseminate data items, while using point-to-point channels only for the pur-
pose of validating update transactions. In the experiment, we vary the number
of mobile clients, n, and read/write ratio, ρ, of operations in a transaction and
measure the performance metrics. The results are depicted in Fig. 2.
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Fig. 2. Performance of concurrency control protocols

The commit rate drops when n increases. This is obvious since the more
clients, the more transactions issued and the more potential conflicts which
cause abortion of transactions. The commit rate also decreases as ρ decreases,
since there would be more write operations in each transaction, leading to more
conflicts and thus, more abortions. However, the performance difference due to
change in ρ is smaller than one would expect. The throughput increases rapidly
with n, since it is the product of number of committed transactions per client
(reflected by commit rate) and number of clients. The increase is sublinear, due
to reduced commit rate at increased n. Furthermore, the relative performances
among protocols and varying values of ρ follow a similar trend with commit rate,
with similar reasons.

Our protocol outperforms the conventional optimistic protocol, due to the
fact that the use of multiple versions as well as the “consistent” reading from
the same broadcast cycle in our protocol improve the transaction commit prob-
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ability. The performance difference widens as n increases. The response time
also follows a similar trend as we expected. The only anomaly we observe is
that response time is quite invariant with n under our protocol. Nevertheless,
our protocol outperforms the conventional protocol in this aspect. We make
a brief measurement on the energy consumption for the conventional protocol
and our protocol. Both protocols result in nearly identical disk and mobile da-
ta card energy consumption, of values around 7.0W and 1.4W respectively. In
our numerous experiments, the energy consumption remains very stable across
protocols, though we observe that our protocol yields a smaller variance and
fluctuation to the amount of energy consumed across experiments.

Our first experiment has demonstrated a better performance of our protocol
over the conventional one. In our second experiment, we thus concentrate on
our protocol and contrast its performance in the context of hybrid transaction
processing, utilizing both broadcast and point-to-point channels (hybrid), with
the base case (base). We vary n and ρ and present results on the three metrics,
as shown in Fig. 3.
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Fig. 3. Performance of hybrid transaction processing

It is clear that hybrid improves the commit rate for small n and ρ, com-
pared with base, but suffers from a decreased commit rate at large n and ρ.
This is because the degree of conflict increases with larger value of n, leading to
more transactions being aborted for each individual mobile client. Clearly, the
throughput increases with n, but at a sublinear manner. Yet, there is no signifi-
cant difference for the two approaches in terms of throughput. For response time,
hybrid performs better than base for all values of n and ρ, due to the reduced
reliance by hybrid on the point-to-point channel, shared by all the n clients. The
difference in performance is not very large in this experiment, since there are
only 1000 data items in the database, resulting in a relatively short broadcast cy-
cle. Other experiments using larger databases and smaller broadcast bandwidth
demonstrate much larger differences.

Our final experiment studies the impact of disconnection on mobile clients
and the overall impact of reconnection and reintegration on pseudo-committed
transactions. We divide each processing cycle into three epoches: a first half, a
disconnected period, D, and a second half. Each mobile client will execute about
half of its transactions, disconnect for a period D, reconnect and reintegrate,
before executing its remaining transactions. We vary D between 100, 200, 300,
400, and 500 seconds, while a transaction processing period is approximately
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5000 seconds. The moment when a mobile client starts being disconnected is
modeled by a normal distribution, with a mean equal to half the transaction
processing time, i.e., about 2500 seconds, and a standard deviation equal to D.
This models a spectrum of disconnection events among different clients. We fix
n to 50 and consider both base case and hybrid transaction processing as in our
second experiment, with ρ equal to 1 and 7. The results are illustrated in Fig. 4.
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Fig. 4. Performance of disconnected operation

The longer the disconnected period, the worse is the performance in terms
of commit rate and throughput. This is obvious since clients will miss more up-
dates from one another, causing a higher degree of conflicts during reintegration.
Interestingly, the response time also decreases. This is because the measure of
response time is from the initiation of a transaction to the time its fate is known.
During a disconnection, a transaction may be aborted or pseudo-committed lo-
cally, without having to (and cannot) contact the server for validation. Thus,
the response time becomes smaller for those disconnected transactions, bring-
ing down the average measure. We also observe that hybrid performs similarly to
base in commit rate, slightly better in throughput, and strictly better in response
time. Here, ρ appears to play a more important role in the performance as well.

5 Conclusion and Future Work

In this paper, we proposed to use a combination of broadcast and point-to-point
channels to process transactions initiated by mobile clients, by having hot data
items disseminated via broadcast channels. We have presented a protocol for
hybrid transaction processing in an asymmetric environment. The client cache
is adopted to improve performance, especially during disconnection. We have
conducted simulated experiments to measure the performance of our protocol,
and contrast with that of conventional protocols.

Currently, we assume a fixed hot spot on data items and thus, our broadcast
cycle is fixed in length. We are considering adaptivity of data items to be broad-
cast, leading to varying length of broadcast cycle in different broadcast. Here,
the server will have to maintain statistics on data items being accessed and make
appropriate decision [6,13]. A combined usage of broadcast and point-to-point
channels implies that there should be an efficient channel allocation algorithm
to cater for both types of data access requirements, while producing an optimal
overall performance. An adaptive channel allocation algorithm is required for
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switching between channel types [8,16]. We would also like to improve the access
and dissemination of broadcast data items [2] and in the event of disconnected
operation, the utilization of cached data items [5]. Finally, it might be beneficial
to maintain a dynamic number of versions for hot data items to improve the
commit rate of read-only transactions.
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Abstract. Since mobile transactions are long-lived, in case of a con-
flict, the waiting transactions are either blocked for longer durations or
aborted if two-phase locking is employed for concurrency control. In this
paper, we propose mobile speculative locking (MSL) protocol to reduce
the blocking of transactions. MSL allows a transaction to release a lock on
a data object whenever it produces corresponding after-image value. By
accessing both before- and after-images, the waiting transaction carries
out speculative executions at the mobile host. Before the end of commit
processing, the transaction that has carried out speculative executions
retains appropriate execution based on the termination decisions of pre-
ceding transactions. The MSL approach requires extra resources at the
mobile host to carry out speculative executions. Since mobile host is op-
erated by single user, we assume that it can support a reasonable number
of speculative executions. Through analysis it has been shown that MSL
increases concurrency with limited resources available at mobile host.

1 Introduction

Technological advances in cellular communications, wireless LAN and satellite
services have led to the emergence of the mobile computing environments. It is
expected that in near future, millions of users will carry a portable computer and
communication devices that uses wireless connection to access world wide infor-
mation network [9]. To support mobile computing, the transaction processing
models should accommodate the limitations of mobile computing, such as unre-
liable communication, limited battery life, low bandwidth communication, and
reduced storage capacity. Operations on shared data must ensure correctness of
transaction executed on both stationary and mobile hosts. Also, the blocking of
transaction execution on either the stationary or mobile host must be minimized
to reduce communication cost and increase concurrency.

Due to the fact that mobile transactions are long-lived, in case of a conflict,
the waiting transactions are either blocked for longer durations or aborted if
two-phase locking is employed for concurrency control. In this paper we pro-
pose mobile speculative locking (MSL) approach to increase concurrency. In the
MSL approach, a transaction releases locks on a data object whenever it writes
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corresponding data object. The waiting transaction reads both before- and after-
image and carries out speculative executions. However, the transaction which has
carried out speculative executions can commit only after termination of preced-
ing transactions. Up on termination of preceding transactions, it selects appro-
priate execution based on the termination decisions of preceding transactions.
In this way, by reducing blocking, MSL increases concurrency without violating
serializability criteria.

In this paper, we explain MSL for a generalized case. That is, a transaction
which has carried out speculative executions in turn releases the locks on data
objects whenever it produces corresponding after-images. As such, there is no
limitation on the number of levels of speculation but this number depends on
the system’s resources, such as the size of main memory and processing power
of mobile host. Due to reliance on parallel computation to carry out specula-
tive executions, the MSL approach requires both computing resources at mobile
host (MH) to support speculative executions. Also, the increase in concurrency
depends on the number of speculative executions supported by MH.

We assume that mobile host could be equipped with extra processing power
and main memory to carry out speculative executions. This assumption is valid
due to the fact that MH is operated by single user and all available resources
at MH are at his disposal. In near future, even though, there exists no hope
to increase battery life, processing power and main memory will be increased
to support multimedia applications. We have proposed MSL for non-interactive
transactions. Also, the speculative executions are transparent to the user.

The remaining paper is organized as follows. In the next section we present
the review of previous research. In section 3 we explain mobile database system
model. In section 4, we present MSL protocol and discuss modification of MSL
according to limited resources available at MH. In section 5, we present case
example using MSL approach. In section 6, thrpugh analysis we show how MSL
increases concurrency. In section 7, we discuss message and processing overheads
of MSL. Finally, the last section consists of summary and conclusions.

2 Related Work

In this section we first review some research papers related to mobile transaction
management. We also review the research work related to transaction manage-
ment in conventional database systems, which has influenced this research.

In [2,9] some of the problems involved in supporting transaction services and
distributed data management in a mobile environment have been identified. The
management of distributed data has been identified in [9] as a research area
on which the mobility of host has a large impact. A mobile transaction model
that captures both data and movement behavior is proposed in [7]. In [17] se-
mantic database models have been extended for mobile computing environment
to increase concurrency by exploiting commutative operations. In the clustering
model [14], the database is divided into clusters and a mobile transaction is de-
composed into a set of weak and strict operations, The decomposition is done
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based on the consistency requirement. The read and write operations are also
classified as weak and strict. The weak operations are allowed to access only
data elements belong to the same cluster, where as strict operations are allowed
to database wide access.

We now review some concurrency control techniques and performance studies
which are based on early release of lock and speculation.

In [4] speculation has been employed to increase the transaction processing
performance for real-time centralized environments that employ optimistic algo-
rithms for concurrency control. In [3], a branching transaction model has been
proposed for parallel database systems where a transaction follows alternative
paths of execution in case of a conflict. However, this paper has not discussed
the case of distribution. Also, the operation in limited resource environments is
not analyzed. In [10] a proclamation-based model is proposed for cooperative
environments in which a cooperative transaction proclaims a set of values, one
of which a transaction promises to write if it commits. The waiting transactions
can access these proclaimed values and carry out multiple executions. This ap-
proach is mainly aimed at cooperative environments such as design databases
and software engineering. In [16] the pre-write operation is introduced to in-
crease concurrency in a nested transaction processing environment.However, it
is assumed that once the sub-transaction pre-writes the value, it will not abort
in future. In [13], we have proposed concurrency control approach for distributed
database systems in that a transaction releases the locks at the end of the exe-
cution and carries out two-phase commit processing. Through simulation study
it has been shown that speculation considerably improves the performance in
case of higher conflicts and longer transmission times.

In MSL a transction releases locks before execution. We propose MSL as an
alternative to two-phase locking with the assumption that the MH could support
a reasonable number of speculative executions. Also, we analyze how MSL could
increase concurrency with limited resources available at the MH.

3 Mobile Transaction Model

Data objects are represented by X, Y, . . . , Z. Transactions are represented by
Ti, Tj , . . . ; and object servers are represented by Si, Sj , . . . ; where, i, j, . . . are
integer values. The data objects are stored at object servers connected by a
computer network. Each data object is stored at one fixed server only (no repli-
cation).

Figure 1 presents a general mobile database system (MDBS) model similar
to those described in [9] for mobile computing systems. Each mobile support
station (MSS) has a coordinator which receives transaction’s operations from
mobile tranaction hosts (MTHs or simply MHs) and monitors their execution in
database servers within the fixed networks. A database server is to support basic
transaction operations such as read, write, prepare, commit, and abort. Trans-
action operations are submitted by a MH to the coordinator in its MSS, which
in turn sends them to the distributed database servers within the fixed networks
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for execution. Similarly, for a commit operation, the coordinator monitors the
execution of two-phase commit (2PC) [6] protocol over all the servers involved
in the execution of the transaction.

In this paper we assume that operations of a transaction may be submitted
in multiple request messages rather than submitting an entire transaction as a
single request message to the coordinator [11]. A submission unit thus consists
of one operation (e.g., read) or a group of operations. The mobile host interac-
tively submits the operations of a transaction to its coordinator. The subsequent
operation can be submitted only after those previous have been executed and
results returned from the coordinator. This approach involves multiple coordi-
nators because of the mobility of MH.
Knowledge of after-image : Normally, a transaction copies data objects
through read operations into private working space and issues a series of up-
date operations [6]. We assume that for Ti and data object X, wi[X] operation
is issued whenever Ti completes work with the data object. This assumption is
also adopted in [1,15].

Fig. 1. Mobile database system model

4 Mobile Speculative Locking

4.1 Lock Compatibility Matrix

In the MSL approach, we employ three types of locks: R, EW-, and SPW-locks. A
transaction requests R-lock to read, and EW-lock to read and write. Transactions
request only R- and EW-locks. When a transaction obtains an EW-lock, the EW-
lock is changed to SPW-lock only after inclusion of after-images to the respective
trees (tree will be explained later) of data objects.

The lock compatibility matrix for MSL is shown in Figure 2. It can be ob-
served that at any point in time, only one transaction holds an EW-lock on a
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data object. However, multiple transactions can hold R- and SPW-locks simulta-
neously. The MSL approach ensure consistency by forming commit dependency
among transactions. If Ti forms a commit dependency with Tj , Ti is committed
only after termination of Tj . In Figure 2 the entry sp yes (speculatively yes)
indicates that the requesting transaction carries out speculative executions and
forms a commit dependency with lock-holding transaction.

Lock requested Lock held by Ti

by Tj R EW SPW
R yes no sp yes
EW sp yes no sp yes

Fig. 2. Lock compatibility matrix of MSL

4.2 MSL Algorithm

We first explain the main data structures used to present the MSL approach1

assuming unlimited resources at MH. Next, we explain the modification assuming
limited resources.

– treeX : We employ a tree data structure to organize the uncommitted
versions of a data object produced by speculative executions. The notation
Xq(q ≥ 1) is used to represent the qth version of X. For a data object X, its
object tree is denoted by treeX . It is a tree with committed version as the
root and uncommitted versions as the rest of the nodes.

– depend setij : depend setij is a set of transactions from which Ti has
formed commit dependencies at the object server Sj . It is maintained at Sj .

– queueX : queue of X, which is maintained for each X at its resident site. Each
element in queueX is a two tuple < indentity of lock request, status >.
In this status takes two values: waiting and not-waiting.

The server where the object resides is referred to as an object server. We
use the notation Tim to represent the mth (m ≥ 1) speculative execution of Ti.
Each data object X is organized as a tree with X1 as a root at the server. Also,
read-set (RS) and write-set (WS) of Tim are represented by RSim and WSim

respectively. Lock request of Ti for X that resides at Sj is denoted by LRij(X).

1. Lock acquisition
Suppose MH starts Ti. It submits lock request LRij [X] to the nearest co-
ordinator which in turn forwards to Sj . If this is Ti’s fiirst request to Sj ,
depend setij is initialized to φ. If LRij is in conflict with preceding LRkj

1 Proof of correctness is not provided due to space limitation. However, one could
easily prove that all MSL histories are serializable[6].
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which is already waiting for X in queueX , the tuple < LRij , waiting > is en-
queued to queueX . Otherwise, if preceding LRkj has accessed X, and holds
R/SPW-lock the steps given below are followed. If LRij(X) forms a commit
dependency with LRk(X), R/EW-lock is granted to LRi(X), depend setij
updated as depend setij ∪ {Tk}. The status is changed to “not-waiting”.
Next, treeX with lock reply message is sent to MH.

2. Speculative processing
At MH, on receiving a lock reply message, Ti is processed as follows.
– Suppose treeX contains ‘n’, versions and Ti is carrying out ‘m’ specu-

lative executions. Then, each Tiq (q=1 . . . m), splits into ‘n’ speculative
executions (one for each version of treeX).

– During execution, whenever a transaction issues a write operation on
X, corresponding X’s after-images of all speculative executions are sent
to the nearest coordinator, which in turn forwards to X’s object server.
At the object site, each new version of X is included as a child to the
corresponding read version node of treeX and the EW-lock is converted
to the SPW-lock. A waiting lock request is granted a R/EW-lock.

3. 2PC processing
On completion of execution, Ti (it’s MH) sends RS and WS of all its specu-
lative executions to nearest coordinator and submits a commit request. The
coordinator starts 2PC and sends PREPARE messages to the object sites
and the coordinators of the cells in which Ti has visited2.
At the object server Sj if depend setij = φ, it sends a V OTE COMMIT
message. Otherwise, it waits for the termination of all transactions in depend
setij . When depend setij = φ, for all the data objects accessed by Ti at Sj ,
the identities of respective root node values are sent with V OTE COMMIT
message.
After receiving V OTE COMMIT messages from all the participants, the
coordinator selects the speculative execution to be confirmed and sends iden-
tity of after-images with GLOBAL COMMIT message. Otherwise, it sends
a GLOBAL ABORT message. Also, it informs the MH about the decision.
If a participant receives the a GLOBAL COMMIT message, the tree of
corresponding data object is replaced by the subtree with the selected after-
image as the root node. Otherwise, if a participant receives a GLOBAL
ABORT message, the after-images included by the transaction are deleted
along with subtree. When a transaction is terminated (aborts or commits),
the termination information is broadcasted to all the concerned MHs and
object servers. On receiving this information, the waiting transactions drop
speculative executions carried out by reading dirty/invalid data. At the ob-
ject servers, the trees and depend sets are updated similar to the case of
GLOBAL ABORT or GLOBAL COMMIT .

4. Deadlocks
When a LR of a transaction conflicts, deadlock detection [12] needs to be

2 In mobile environment, the coordinators of the cells visited by T1 can issue an abort
command independently. To ensure consistency we have to involve coordinators in
addition to object servers during 2PC.
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initiated. Further, even if a transaction forms commit dependency, may form
a commit dependency cycle. Note that a cycle in the dependency graph may
involve both commit dependency and wait-for edges. The process of checking
deadlocks and commit dependency cycles can be achieved using single wait-
for-graph (WFG) [5].

4.3 Limited Resources

We now explain the methods to keep number of executions within the manage-
able limit according to resources available at MH. The number of speculative
executions carried out by a transaction could be controlled with two variables :
versions limit and executions limit.

– V ersions limit: For a data object, the versions limit variable limits the
maximum number of versions in the tree of a data object.

– Executions limit: Suppose the amount of memory to carry out a single ex-
ecution is one unit. The executions limit variable is set to maximum number
of speculative executions that can be carried out by the MH.

Modification of MSL : We assume that we know the executions limit value,
calculated from the main memory size of MH and average memory required
to execute a transaction. Suppose, a transaction is carrying out N (N ≥ 1)
speculative executions. The versions limit value for the subsequent lock request
is calculated as b executions limit

N c. This information is sent along with the lock
request to the object site. If EW-lock is available and if number of versions is
less than or equal to versions limit value, the tree of corresponding data objects
is shifted to MH. Otherwise, if number of versions in the tree of a data object
is greater than versions limit, the lock request is made to wait. That is, the
lock request waits for the termination of earlier transactions. On termination of
earlier transactions (the tree is modified) if the number of nodes is less or equal
to the versions limit, the lock is granted to the waiting lock request. Also, at
the MH, if it is unable to carry out required number of speculative executions,
it waits for the termination information of earlier transactions.

5 Case Example

Consider that data objects W, X, Y, and Z are stored at object servers S1,
S2, S3 and S4 respectively. Suppose, the following three transactions are issued
by different mobile hosts. These are, T1 : r1[X] w1[X] r1[Y ] w1[Y ]; T2 :
r2[X] w2[X] r2[Z] w2[Z]; and T3 : r3[X] w3[X] r3[W ] w3[W ]. (For a Ti, ri[X]
and wi[X] denote read and write operations on X.)

Using the MSL approach, these transactions can be processed as follows. For
this example, we assume that transactions request only EW-locks. We employ
the nested parentheses notation to represent object trees. Initially W, X, Y and
Z are organized as trees at respective object servers as W1, X1, Y1, and Z1 as
root nodes respectively.
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Fig. 3. Depiction of three
growth Fig. 4. Processing:(a)with 2PL (b)with MSL

Consider that T1 first obtains EW-lock on X (by sending LR to S2 through
nearest coordinator) and starts execution T11 by reading X1. Whenever it pro-
duces after-image X2, it sends X2 to S2. X2 is included in treeX as (X1(X2))
and lock on X is changed to SPW lock. Next it requests a lock on Y. Whenever
it produces after-image Y2, it sends Y2 to S3. At S3, Y2 is included in treeY as
(Y1(Y2)) and lock on Y is changed to SPW lock.

When T1 changes lock on X from EW to SPW-lock, T2 obtains an EW lock
on X. At S2, T1 is included in depend set22. Next, T2 carries out two speculative
executions: T21 and T22. T21 reads X1 produces X3. T22 reads X2 produces X4.
Afterwards, both X3 and X4 are sent to S2, which are included in treeX as
(X1(X2(X4), X3)). Lock on X is converted to SPW lock. Next T2 obtains EW
lock on treeZ . Both T21 and T22 access Z1 and produce Z2 and Z3 respectively.
Next, both Z2 and Z3 are sent to S4 which are included in treeZ as (Z1(Z2, Z3)).
Next, lock on Z is changed to SPW-lock.

Similarly, T3 obtains EW-lock on X and carries out four executions. The
growth of the object trees of W, X, Y, and Z are depicted in Figure 3. Figure
4(a) depicts processing with 2PL and Figure 4(b) depicts processing with MSL.
(In Figure 4, si, ei and ci denote starting of execution, completion of execution
and completion of commit of Ti respectively. Also, an arrow from from a to b,
indicates b happens after a)
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When a transaction completes execution, commit processing is carried out
by nearest coordinator. The coordinator sends PREPARE messages to the par-
ticipating sites. In case of T2, as T1 ∈ depend set22 at S2, V OTE COMMIT
message is sent only after termination of T1. Similarly, in case of T3, PREPARE
messages are sent to both S2 and S1. At S2, because both T1, T2 ∈ depend set32,
V OTE COMMIT message is sent only after the termination of both T1 and
T2. If T1 is committed, the trees of X and Y are updated as X2 and Y2 as roots.
Otherwise, if T1 is aborted, the nodes X2 and Y2 are removed along with sub-
trees. In both cases, after updating object trees the identity of T1 is removed
from depend set of other lock requests.

6 Concurrency Analysis

In MSL approach, speculative executions of transaction depends on its specu-
lation level and number of data objects it conflicts with other transactions. We
first define the term speculation level which is used to quantify the parallelism
that could be achieved using SL.

Definition 1 (Speculation level): For Tj , the speculation level is denoted
by ρj . If Tj executes without conflict, ρj = 0. Let Tj speculatively reads a set
of data objects, say, spec set updated by ‘n’ transactions. Each X ∈ spec set is
updated by some Tk, at speculation level ρk. Let ρmax be the maximum of all
ρk, where Tk has updated a data object in spec set. Then, ρj = (ρmax + 1).

Now we derive relationship between speculative executions of a transaction
and speculation level.

Let Ti conflicts on m (m ≥ 0) data objects with other transactions. When
Ti obtains lock on first data object with v1 nodes in its tree, it carries out v1
executions. When it accesses the second object having v2 nodes in its tree, each
one of the v1 executions carries out v2 executions. Following this, after accessing
all m objects, the total number of speculative executions carried out by Ti =∏m

k=1 vk.
Note that, if a transaction has no conflict with other transaction on the kth

data object, vk is one. Otherwise, if a transaction obtains the lock on kth data
object in speculative mode (some other transaction has updated the object tree),
vk > 1. For the sake of simplicity, let c be the mean of number of data objects
that a transaction conflicts, ρ be the mean speculation level. Also, let vρ be the
mean of number of versions in the tree of a data object and Nρ be number of
executions at level ρ. Then,

Nρ = vc
ρ (1)

Suppose, the number of new versions generated at level ρ for each data object
accessed by a transaction be newρ. The number of versions at the next level vρ+1
is given below.

vρ+1 = vρ + newρ and v0 = 1 (2)
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For the sake of simplicity we make two worst-case assumptions. First, we
assume that a transaction requests only write locks and releases these locks after
completing execution. And second when a transaction carries out Nρ executions,
Nρ distinct versions are included to the tree of each data object it accessed after
its execution. Then,

newρ = Nρ (3)

Substiting newρ in Equation 2

vρ+1 = vρ + Nρ where v0 = 1, N0 = 1 (4)

Object dependency

As per our assumptions when a transaction carries out N executions, N new
versions are included in the tree of each data object. This is true if each specula-
tive execution produces a distinct after-image for data object read by it. However,
for transactions in real applications (such as banking and airline reservations)
each speculative execution may not produce a distinct after-image value. If com-
putation on an an object X is independent of other data object values it has
accessed, then each speculative execution does not produce new version. We call
this property object-dependency.
Definition 2 (depend(X,Y)) Given transaction Ti that accesses n objects
(n ≥ 2). Let X and Y be any data objects accessed by Ti. depend(X,Y)=true,
if wi[Y ] is an arbitrary function of ri[X]. Otherwise, depend(X,Y)=false. We
assume that for a data object X, depend(X, X) = true always holds.

We can extend Definition 2, in a transitive fashion. For instance, if de-
pend(X,Y)=true and depend(Y,Z)=true, then depend(X,Z)=true.

When a transaction conflicts on c data objects, each data object Y may form
distinct depend relationship with other objects. However, for our analysis, we
are interested in that depend(X, Y ) relationship in which Y transitively forms
with X, through maximum number of data objects.

Definition 3 (dependency sizey) : Given transaction Ti that conflicts with
other transactions on c objects. Let X be any data object accessed by Ti. Let Y
forms a depend(X,Y), transitively, through maximum number of data objects.
dependency sizeY is the number of data objects in such transitive path (includ-
ing Y).

Definition 4 (object dependency factor (odf)): Among dependency size
of all the data objects accessed by Ti let p be the maximum dependency size.
Then,

odf =
p

c
if 1 ≤ p ≤ c, c ≥ 1, (5)

Let α be mean odf. With object dependency factor, we rewrite newρ as
follows.
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newρ = vα×c
ρ for

1
c

≤ α ≤ 1 (6)

Substituting newρ in Equation 2

vρ+1 = vρ + vα×c
ρ where

1
c

≤ α ≤ 1 and v0 = 1 (7)

6.1 Performance Discussion

Based on preceding analysis we discuss how MSL could increase concurreny at
different data contention levels and resources available at MH.

A Single conflict (Hot spots) Let N represents number of memory units
(where each execution requires one memory unit) available at MH. It can be
observed that, in database environments where the majority of transactions
conflict on a single data object, MSL considerably increases the concurrency
with manageable value of N. From Equations 1 and 7, with c=1, the rela-
tionship between ρ and Nρ is, Nρ = 2ρ. Therefore, ρ = log Nρ. From Figure
5(a), for instance, it can be observed that by supporting eight speculative
executions for a transaction at MH (i.e., with N=8 and c=1), concurrency
could be increased up to three speculation levels.

Fig. 5. Number of levels versus speculative executions (a) α = 1 (b) α = 1
c .

B Multiple conflicts (long transactions)
With α = 1 and ρ=1, the relationship between c and N1 is, N1 = 2c. When
a transction encountters multiple conflicts, if we support 2c speculative exe-
cutions, concurrency could be increased up to one speculation level. Figure
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6(a) depicts the scenario. With α = 1 and ρ = 2, the relationship between c
and N2 is, N2 = (2 + 2c)c. We can observe that 2-level speculation is man-
ageable to an extent at higher N values. From Figure 5(a), it can be observed
that with c=2, concurrency can be increased up to 2-levels at N=36. But,
at multiple conflicts (c > 2) and higher speculation levels (ρ > 2), the value
of N explodes.

However, at higher speculation levels, α controls the explosion of speculative
executions. From Figure 5(b), when c=2, and α = 1

c ), concurrency can be in-
creased up to 2 speculation levels with N=16. In this way in multiple conflict
environments, MSL increases concurrency by exploiting object dependency
property among data objects.

The preceding analysis is carried out with simplified (worst case) assump-
tions. However, in real environments a transaction reads more data objects and
writes few. When a transaction reads, no new versions are included to corre-
sponding data object tree. Also, MSL updates the data object tree whenever a
transaction produces corresponding after-image. Therefore the number of ver-
sions included to a data object is equal to number of executions at that instant
of time. These factors decrease number of versions included to the tree of a data
object, which further increase the concurrency.

7 Message and Processing Issues

7.1 Message Overheads

– Updating trees
In MSL, a transaction updates the data object tree whenever it issues cor-
responding write operation. In mobile environment, the link between MH
to fixed network is weak (the bandwidth is less). This message contains af-
ter images of all speculative executions of corresponding object. The size
of the message depends on number of distinct after-images produced by a
transaction. We can employ lossless compression techniques to reduce the
message size. Even though this incurs little overhead, the performance can
be significantly improved as conflicting transactions are processed in parallel.

– Termination messages
In MSL, whenever a transaction terminates, this information is to be sent to
all MHs and coordinators that have carried out speculative executions based
on the values written by terminated transactions. In mobile environment,
this overhead is acceptable, since object servers and coordinators of cells
are attached to high speed network. Also, broadcasting capability is used to
inform concerned MHs about termination decision.

– Commit processing
Number of messages during commit processing is not increased. The co-
ordinator is attached to high speed network which performs the commit
processing and informs the final decision to MH.
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7.2 Processing Overheads

– Main memory at object servers
MSL requires extra main memory at object servers to maintain trees for
objects.

– Resources at MH
Note that, in mobile environment, MH is operated by single user. All the
processing resources available at MH are at his disposal. Even with avail-
able RAM and processing power with current technology, MH could easily
support a reasonable number (around 10 or more) of speculative executions
which reduces the overall blocking of transactions, significantly.

– Battery life
Using MSL, battery power can be saved considerably as MSL reduces block-
ing time significantly. Because, MSL allows the MH to get the data object
values early as compared to traditional 2PL.

– No extra disk cost
Also, this approach involves no additional disk write cost for recovery. The
coordinator force-writes corresponding after-images only after selecting the
appropriate after-image value. The participant force-writes corresponding
after-images only after receiving GLOBAL COMMIT message from the
coordinator. Therefore, even though a transaction produces number of ver-
sions behalf of a data object during its execution, force-writes only one ver-
sion, after selecting the speculative execution to be confirmed. Therefore, no
extra disk write cost is involved.

8 Summary and Conclusions

In this paper we have proposed concurrency control approach based on spec-
ulation for mobile database environments. In the proposed MSL approach, a
transaction releases a lock on a data object whenever it produces corresponding
after-image value during its execution. By this the blocking could be reduced,
with out violating serializability criteria and cascading aborts. To increase con-
currency, MSL requires extra memory and processing resources at MH to support
speculative executions. MSL trades extra resources of MH to increase concur-
rency. Through analysis it has been shown that MSL increases concurrency sig-
nificantly even we support reasonable number of speculative executions at MH.

As a part of future work, we will evaluate performance through simulation
experiments and extend MSL to interactive environments. In this paper we have
considered flat transaction model to present MSL. However, it has been re-
ported [7] that nested transaction model naturally fits in mobile environments.
We will extend MSL to nested transaction processing environments. If we em-
ploy speculation, sub-transactions release their locks before their ancestor trans-
action’s commit. This allows other sub-transactions to acquire required locks
earlier which increases parallelism.

Recent advances in communication technology improves the transmission
bandwidth significantly. However, we are still suffering from message latency
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and it will be very difficult to resolve this problem in near future. The latency
problem is amplified when long communication delays are common in mobile
environments due to mobility factor. MSL plays an important role under such
latency sensitive mobile database applications.
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Abstract. In data broadcast environments, the limited bandwidth of
the upstream communication channel from the mobile clients to the serv-
er bars the application of conventional concurrency control protocols. In
this paper, we propose a new variant of the optimistic concurrency con-
trol protocol that is suitable for the broadcast environments. In this
protocol, read-only mobile transactions can be processed locally at the
mobile clients. Only update transactions are sent to the server for fi-
nal validation. These update transactions will have a better chance of
commitment because they have gone through partial validation at the
mobile clients. This protocol, while using less control information to pro-
cess transactions at the mobile clients, provides autonomy between the
mobile clients and the server with minimum upstream communication,
which are desirable features to the scalability of applications running in
broadcast environments.

1 Introduction

Data broadcast environments pose a number of challenging issues on transac-
tion processing. In these environments, the server may have a relatively high
bandwidth broadcast capability while the bandwidth for mobile clients to the
server is very limited. Such asymmetric communication environments [1] render
the conventional transaction processing mechanisms, which require bi-directional
communication between server and clients, inapplicable since the time required
for message passing may be intolerably long. Another issue is that data broad-
cast over the air is monetarily expensive [7] as the bandwidth will continue to
be a scarce resource [15]. The prolonged communication time may be too costly.
Furthermore, the large population size of mobile clients may overload the serv-
er when they asynchronously submit transactions to the server for processing.
Therefore, one of the design objectives of our protocol is to minimize the use of
upstream bandwidth.

In optimistic concurrency control protocols, transactions are allowed to ex-
ecute unhindered until they reach their commit point, at which time they are
validated [10]. This approach to processing transactions can suit well to the
asymmetric communication bandwidth in broadcast environments. The server
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can use the large downstream bandwidth to broadcast data objects to transac-
tions at the mobile clients such that part of the transaction execution can be
processed locally without sending every request to the server. Upon completion
of a transaction at the mobile client, the transaction is sent back to the server
for validation. This basic application of optimistic approach may help to solve
the limited upstream communication bandwidth. However, this approach has at
least two weaknesses in broadcast environments. Firstly, some mobile transac-
tions, which are destined to restart because of data conflicts with committed
transactions at the server, can be executed to the end. This useless process-
ing wastes resources at the mobile clients. Secondly, sending these transactions,
which will eventually be restarted at the server, wastes the limited upstream
communication bandwidth.

Data management in wireless environments receives a lot of attention in
these few years [2], [4], [8], [9], [11], [13], [15], [17], [18]. However, there are only
a few studies on transaction processing and nearly all of them are focused on the
processing of read-only transactions. In our protocol, both read-only and update
transactions at the mobile clients are catered.

2 Issues of Transaction Processing in Broadcast
Environments

2.1 Serializability

Existing concurrency control protocols for transaction processing are not suit-
able for broadcast environments due to the asymmetric communication band-
width. Hence, recent work [18], [19] relaxed the strictness of serializability and
proposed some concurrency control protocols based on the relaxed consisten-
cy requirements for broadcast environments. While these protocols are useful in
some applications, serializability may still be needed to guarantee the correctness
of some other applications such as mobile stock trading where a buy/sell trade
will be triggered to exploit the temporary pricing relationships among stocks.
From the trader’s perspective, the inability of database management system to
maintain the serializability may have important financial consequences [3]. For
instance, if the users who submitted multiple read-only transactions communi-
cate and compare their query results, they may be confused [5].

2.2 Control Information

To guarantee serializability, additional control information has to be broadcast
by the server to the mobile clients. The volume and the complexity of the control
information affect the performance of the system. First of all, sending control
information consumes communication bandwidth. Secondly, the volume of con-
trol information attributes to the length of broadcast cycle, which in turn has
great impact on the response time of transactions at the mobile clients.
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2.3 Early Restart of Transactions

As we have mentioned in Section 1, the basic optimistic approach may suffer from
the late restart of mobile transactions due to data conflicts with the committed
transactions at the server. It is desirable that transactions should be restarted
as soon as any data conflict is detected at the mobile clients. The concurrency
control protocol should enable the mobile clients to restart those transactions
that are destined to restart so that upstream communication bandwidth can be
saved.

3 Optimistic Approach for Broadcast Environments

3.1 Development of Thought

One of the design objectives of the protocol is that the new protocol should be
fully compatible to the conventional concurrency control protocol running at the
server. In this paper, we assume that the underlying concurrency control at the
server is the optimistic concurrency control. The key component in the optimistic
approach is the validation phase where a transaction’s destiny is decided. Valida-
tion can be carried out in two ways: backward validation and forward validation
[6]. While in backward scheme, the validation process is done against commit-
ted transactions, in forward validation, validating of a transaction is carried out
against currently running transactions. Forward scheme generally detects and
resolves data conflicts earlier than backward validation, and hence it wastes less
resources and time.

In broadcast environments, there are different considerations. At the server,
there are transactions submitted for validation by different sources including the
mobile clients. It is not desirable to restart a validating transaction, in particu-
lar, a mobile transaction because of the high cost to restart a mobile transaction.
Therefore, forward validation is a better choice for the server because of the flex-
ibility to choose the conflicting active transactions to be restarted. In addition,
only the write set of a transaction is required for forward validation, it allows
the read-only transactions to be validated locally and autonomously at the mo-
bile clients. Given the serialization order determined by the server, the mobile
clients have to determine whether their mobile transactions can be committed
by detecting any data conflicts with the committed transactions. As a result, the
mobile clients have to carry out the backward validation process. Although it is
possible to carry out the backward validation at the end of a transaction exe-
cution, it causes delayed transaction restarts and more wasted resources at the
mobile clients. Therefore, partial backward validation is introduced at the begin-
ning of every broadcast cycle. Any transaction that is found to read inconsistent
data will be restarted immediately.
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3.2 Principles

In our proposed protocol, validation of transactions may perform at both the
mobile clients and the server. The validation is based on the following principle
to ensure serializability.

If a transaction Ti is serialized before transaction Tj , the following two con-
ditions must be satisfied:

Condition 1: No overwriting
The writes of Ti should not overwrite the writes of Tj.
Condition 2: No read dependency
The writes of Ti should not affect the read phase of Tj.
Generally, Condition 1 is automatically ensured because I/O operations in

the write phase are performed sequentially in critical section at the server. Thus,
only Condition 2 will be considered and it is carried out in the following two
ways based on where the validation is carried out.

3.3 Backward Validation at the Mobile Clients

At the mobile clients, all mobile transactions including read-only transactions
and update transactions have to perform a partial validation at the beginning
of a broadcast cycle before they access data objects in the cycle. The content
of the control information will be described later. If the transaction fails the
partial validation, it will be aborted and restarted. Otherwise, the next oper-
ation of the transaction can proceed. The partial validation process is carried
out against committed transactions (at the server) in the last broadcast cycle.
Data conflicts are detected by comparing the read set of the validating mobile
transaction and the write set of committed transactions, since committed trans-
actions precede the validating transaction in the serialization order. Such data
conflicts are resolved to ensure Condition 2 by restarting the validating mobile
transaction.

Let Tpv be the mobile transaction and CD(Ci) be the set of data objects
that have been committed (updated) in the last broadcast cycle Ci at the server.
Let CRS(Tpv) denotes the current read set of transaction Tpv. In other words,
CRS(Tpv) is the set of data objects that have been read by Tpv from previous
broadcast cycles. Then the backward validation is described by the following
procedure:

partial validate(Tpv)
{

if CD(Ci) ∩ CRS(Tpv) 6= {} then
abort(Tpv);

else
{

record Ci;
Tpv is allowed to continue;

}
}
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Note that CD(Ci) is stored in the control information table that is broadcast
at the beginning of every broadcast cycle.

3.4 Forward Validation at the Server

At the server, validation of a transaction is done against currently running trans-
actions. Note that a validating transaction at the server may be a server trans-
action or a mobile transaction submitted by the mobile clients. This process
is based on the assumption that the validating transaction is ahead of every
concurrently running transaction still in read phase in serialization order. Thus,
the write set of the validating transaction is used for data conflict detection to
ensure Condition 2. For transactions already at the server during validation, the
detection of data conflicts is carried out by comparing the write set of the vali-
dating transaction and the read set of active transactions. That is, if an active
transaction, Ti, has read an object that has been concurrently written by the
validating transaction, the value of the object used by Ti is not consistent and
the conflicting active transaction, Ti, is aborted.

For an update transaction submitted by a mobile client, it has to perform
a final backward validation before the forward validation. The final backward
validation is necessary because there may be transactions committed since the
last partial validation performed at the mobile client. Therefore, the broadcast
cycle number of the last partial validation performed at the mobile client has to
be sent to the server for final validation.

Let Tv be the validating transaction and Ta (a = 1, 2, . . . , n, a 6= v) be the
conflicting transactions at the server in their read phase. Let Ck be the broadcast
cycle number received along with Tv, if Tv is a mobile transaction. That is, Tv

performs its last partial backward validation at the mobile client in the broadcast
cycle Ck. Note that a mobile transaction may read or write data objects after
partial validation and before being sent to the server for final validation. Let
Tc (c = 1, 2, . . . , m) be the transactions committed at the server since Ck. Let
RS(T ) and WS(T ) denote the read set and the write set of transaction T ,
respectively. Recall that CD(Ci) is the set of data objects that are updated in
the current broadcast cycle and is initialized at the beginning of every broadcast
cycle. Then the forward validation is described by the following procedure:

validate(Tv)
{

if Tv is a mobile transaction then
{

final validate (Tv);
if return fail then abort (Tv) and exit;

}
foreach Ta (a = 1, 2, . . . , n)
{

if RS(Ta) ∩ WS(Tv) 6= {} then abort (Ta);
}
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commit WS(Tv) to database;
CD(Ci) = CD(Ci) ∪ WS(Tv);

}

final validate (Tv)
{

valid := true;
foreach Tc (c = 1, 2, . . . , m)
{

if WS(Tc) ∩ RS(Tv) 6= {} then valid := false;
if not valid then exit loop;

}
if valid then return success
else return fail;

}

If Tv is successfully validated, the write set of Tv is recorded in the control
information table, which will be broadcast in the next broadcast cycle. The
control information helps the mobile clients to perform local partial validation. In
addition, the final validation results (commit or abort) of the mobile transactions
are included in the control information table for acknowledgement to the mobile
clients for further action.

3.5 The Roles of Server and Mobile Clients

The server performs the following functions:
1. During each broadcast cycle, it broadcasts the latest committed values of all
data objects at the beginning of the broadcast cycle.
2. It uses the optimistic concurrency control with forward validation protocol
described above to ensure serializability of all transactions submitted to the
server.
3. It transmits the control information during each broadcast cycle that helps
mobile clients perform the partial validation.

The mobile clients handle two types of transactions: read-only transactions
and update transactions. Read, write, commit and abort operations performed
by a transaction are handled as follows:
1. Read Operation: Before a read operation is performed on a data object broad-
cast during a cycle, the control information transmitted during that cycle is con-
sulted to perform the partial validation. If the transaction fails the validation,
the transaction is aborted. Otherwise, the read operation can proceed.
2. Write Operation: When a data object is written, the write is performed on a
private workspace at the mobile client. No partial validation is performed.
3. Commit Operation: If it is a read-only transaction, then the commit oper-
ation succeeds. In case of an update transaction, the read set, write set, the
values written, and the cycle number of the last partial validation performed at
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the mobile client are sent to the server. The server performs the final validation
to see whether the update transaction can be committed and sends the result to
the mobile client.
4. Abort Operation: If it is a read-only transaction, then the abort operation
does nothing. In case of an update transaction, then all the copies of the data
objects written in the private workspace are discarded.

For a read-only transaction at the mobile client, it can be committed locally
if it passes all the partial backward validation in the course of its execution.
When a read-only transaction reads all the requested data objects and commits,
it is serialized after all transactions committed before the beginning of the cur-
rent broadcast cycle and is serialized before all transactions committed after the
beginning of the current broadcast cycle. For an update transaction, it has to be
sent to the server for final validation because the position of the update transac-
tion in the serialization order is determined on the fly (at the validation point)
at the server. That is, the update transaction is serialized after all transactions
committed before its validation point and is serialized before all active trans-
actions. After the final backward validation, forward validation is still required
because those active transactions that have data conflicts with the validating
transaction have to be identified.

3.6 Space Efficiency

The size of the control information required in our proposed protocol is relatively
low compared to others [19], [16] in the literature. Let d be the size of a data
object identifier, t be the maximum number of transactions committed during
a broadcast cycle, and N be the maximum number of write operations per
transactions at the server. There is a need for mobile transactions to know the
broadcast cycle number in which the partial validation is performed. Then, we
also broadcast the broadcast cycle number. Let c be the size of a broadcast cycle
number. The total size of the control information is therefore Ntd + c.

4 Discussions and Future Work

The proposed protocol adapts from the conventional optimistic concurrency con-
trol protocols. While transactions at the server are processed using the forward
validation, transactions at the mobile clients are processed using the partial
backward validation. The development of the proposed protocol is motivated by
a number of requirements and constraints in broadcast environments. In this
section, we first discuss the features of our proposed protocol that are adapt-
able in broadcast environments. Then we describe some of our future research
directions in optimizing the performance of our protocol.

4.1 Asymmetric Communications

The first most critical constraint in broadcast environments is the limited up-
stream bandwidth from the mobile clients to the server. Therefore, a desirable
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protocol should minimize the use of upstream communication channel. Locking-
based protocols are not feasible because lock request for each data object from
the mobile clients to the server will be too expensive. The transaction response
time will be intolerably long due to the low bandwidth in wireless environments.
Furthermore, the population size in broadcast environments is usually very large.
Huge number of lock requests will overload the server. Therefore, optimistic
concurrency control protocols are preferable. One straightforward approach to
adapt optimistic concurrency control in broadcast environments is to submit all
the required information of a transaction to the server for validation after the
transaction finishes reading and pre-writing all the requested data objects at the
mobile client. However, this method still suffers from a number of overheads.
Large number of validation requests may overload the server and the server has
to keep a long history record of committed transactions for validation. In our
proposed protocol, read-only transactions can be validated and committed lo-
cally at the mobile clients without contacting the server. In view of the large
proportion of read-only transactions in most data dissemination applications,
the autonomy of mobile clients to process read-only transactions saves much
processing burden of the server and upstream communication cost. For update
transactions, part of the validation process is performed in advance so that only
a final validation process is required at the server. It further alleviates part of
the burden from the server.

4.2 Limited Capability of Mobile Computers

Another constraints are the limited capability and battery life of the mobile
clients. It is of particular importance to reduce the amount of wasted processing
resources in mobile computers. Therefore, it is desirable to abort a transaction
as soon as any data inconsistency is found. In our proposed protocol, the partial
backward validation helps to detect data inconsistency such that transactions
can be aborted early instead of until the end of read phase. In addition, the
validation also helps to identify those update transactions that are most likely
to commit before transmitting them to the server for final validation such that
the use battery power is more effective.

4.3 Dynamic Adjustment of Serialization Order

As we mentioned above, forward validation is based on an assumption that the
validating transaction, if not restarted, always precedes concurrently running
active transactions in the serialization order. This assumption is not necessary
and can incur unnecessary transaction restarts. These restarts should be avoided
[12]. In our future work, we will incorporate the mechanism of dynamic adjust-
ment of serialization order in our new protocol in order to reduce transaction
restarts.
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4.4 Real-Time Conflict Resolution

In real-time mobile applications, transactions submitted by mobile clients may
have priorities and data conflicts should be resolved in favor of higher priority
transactions [14]. Since forward validation provides flexibility for conflict resolu-
tion that either the validating transaction or the conflicting active transactions
may be chosen to restart, so it is possible to introduce priorities in broadcast
environments, though it may be expensive to restart a mobile transaction than
a server transaction. Some conflict resolution policies may be integrated into the
partial backward validation process. For instance, a high priority update trans-
action may restart a low priority read-only transaction in a partial validation
process, expecting that the update transaction will be committed at the serv-
er. However, careful selection of transactions to be aborted is important to the
overall system performance because the cost to restart different transactions can
be very different such as update transaction versus read-only transaction and
mobile transaction versus server transaction.

5 Conclusions

In this paper, we have proposed a concurrency control protocol in broadcast
environments. In this protocol, both read-only transactions and update trans-
actions at the mobile clients are processed differently. At the server side, server
transactions are processed by conventional optimistic concurrency control with
forward validation. At the mobile clients, read-only transactions can be processed
and committed locally without contacting the server. For update transactions,
they are partially validated by consulting the control information broadcast in
every cycle. The partial backward validation is performed against the committed
transactions at the server in the last broadcast cycle. Upon the completion of the
read phase, the update transactions will be sent to the server for final validation.

The proposed protocol is motivated by the special requirements and con-
straints of broadcast environments. The limited upstream bandwidth from the
mobile clients to the server, the low bandwidth of wireless communication, the
low capability and the short battery life of mobile computers are considered
in the design of the protocol. Therefore, the protocol allows maximum auton-
omy between the mobile clients and the server. Read-only transactions can be
processed locally without upstream communication. Most of the execution of
update transactions is processed at the mobile clients. Only update transactions
with maximum chance to commit will be sent to the server for final validation.
The control information volume and the computation requirements at both the
server and the mobile clients are low.
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Abstract. The Wireless Application Protocol (WAP) is an architecture
designed to support the provision of wireless Internet services to mobile
users with hand-held devices. The Wireless Transaction Protocol is a
layer of WAP that provides a reliable request/response service suited for
Web applications. In this paper Coloured Petri nets are used to model
and generate the possible primitive sequences of the request/response
Transaction Service. From the results we conclude that the service spec-
ification lacks an adequate description of what constitutes the end of a
transaction. No other deficiencies were found in the Transaction Service.

1 Introduction

As wireless technologies advance, efficient access to Internet and advanced infor-
mation services is becoming an important requirement from the perspective of
mobile users. Currently, characteristics of wireless networks (e.g. low and vary-
ing bandwidths, drop-outs) and terminal devices (e.g. low power requirements,
small displays, various input devices) limit the quality of these services for the
mobile user. Therefore there is a need for existing protocols designed for use in
the fixed network to be refined, and when necessary new protocols created that
alleviate some of these limitations. The Wireless Application Protocol (WAP)
[5] defines a set of protocols that aim to do this. In particular, the Wireless
Transaction Protocol [6] provides a request/response service that is suited to
using Web applications from hand-held devices such as mobile phones.

As with any new communication protocol, it is important to ensure the cor-
rectness of the Wireless Transaction Protocol. In this paper, Coloured Petri nets
(CPNs) [8] are used to model the WAP Class 2 Transaction Service and gen-
erate it’s language, the possible sequences of events between the users of the
service and the service provider [2]. This can help identify any deficiencies in
the current service specification. It is also the first step in the verification of the
Wireless Transaction Protocol design. The use of formal methods is important
because ensuring the correctness of a complex protocol is seldom possible via
other design approaches. High-level Petri nets are a suitable formal method for
the design of communication protocols because of their ability to express concur-
rency, non-determinism and system concepts at different levels of abstraction.

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 109–118, 1999.
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They have been used to analyse various protocols [3]. CPNs are a popular form
of high-level Petri nets that have extensive tool support [4,9] for the design of
systems, including protocols.

2 Wireless Transaction Protocol

The Wireless Application Protocol (WAP) architecture comprises 5 layers: trans-
port, security, transaction, session and application. The Wireless Transaction
Protocol (WTP) [6] provides 3 classes of service to the session layer: Class 0
– unreliable invoke message with no result message; Class 1 – reliable invoke
message with no result message; and Class 2 – reliable invoke message with
one reliable result message (this is the basic transaction service). This section
describes the Class 2 Transaction Service in more detail.

Layer-to-layer communication is defined using a set of service primitives [7].
For the Transaction Service, the primitives occur between the WTP user and the
WTP service provider . The sequences of primitives describe how WTP provides
the Transaction Service. The WTP service primitives and the possible types are:
TR-Invoke – req (request), ind (indication), res (response), cnf (confirm); TR-
Result – req, ind, res, cnf; and TR-Abort – req, ind.

A transaction is started by a user issuing a TR-Invoke.req primitive. This user
becomes the initiator of the transaction and the destination user becomes the
responder. The responder must start with a TR-Invoke.ind. Table 1 shows the
primitives that may be immediately followed by given primitives at the initiator
and responder interfaces. For example, at the initiator a TR-Invoke.req can be
followed by a TR-Invoke.cnf, TR-Result.ind, TR-Abort.req or TR-Abort.ind.
There is no information given regarding the global behaviour of the service in
the WAP specification [6].

Table 1. Primitive sequences for WAP Transaction Service

TR-Invoke TR-Result TR-Abort

req ind res cnf req ind res cnf req ind

TR-Invoke.req
TR-Invoke.ind
TR-Invoke.res X
TR-Invoke.cnf X
TR-Result.req X* X
TR-Result.ind X* X
TR-Result.res X
TR-Result.cnf X
TR-Abort.req X X X X X X X
TR-Abort.ind X X X X X X X

Note: the primitive in each column may be immediately followed by
the primitives marked with an X. Those marked with an X* are not
possible if the User Acknowledgement option is used.
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Each of the primitives has several parameters. The TR-Invoke request and
indication must include both source and destination addresses and port numbers.
Other parameters are: User Data, Class Type, Exit Info, Handle, Ack Type and
Abort Code. Of special significance is Ack Type. This parameter is used to turn
on or off the User Acknowledgement feature. When on, an explicit acknowl-
edgement of the invoke is necessary (i.e. TR-Invoke.res and TR-Invoke.cnf).
Otherwise, the result may implicitly acknowledge the invoke.

3 Coloured Petri Nets

CPNs are a class of high-level nets that extend the features of basic Petri nets.
The net consists of two types of nodes, places (ellipses) and transitions (rectan-
gles), and directional arcs between nodes. An input arc goes from a place to a
transition and an output arc vice versa. Places are typed by a colour set. For
example, in Fig. 1 place Initiator has the colour set State. Places may be marked
by a value from the colour set. These are known as tokens. The collection of
tokens on a place is called it’s marking, and the marking of the CPN comprises
the markings of all places. Transitions and arcs can also have inscriptions which
are expressions that, along with the tokens in places, determine whether a tran-
sition is enabled. A transition is enabled if sufficient tokens exist in each of its
input places (as determined by the input arc inscriptions), and the transition
inscription, or guard, (given in square brackets) evaluates to true.

In Fig. 1, TR-Invoke.req is enabled because NULL (the initial marking given
to the right of the place) is in the only input place and it is also the arc inscrip-
tion, and there is no guard shown for the transition (which implies the guard
is always true). A subset of the enabled transitions can occur. The occurrence
of a transition destroys the necessary tokens in the input places and creates
new tokens in the output places, as given by the expressions on the arcs. The
occurrence of TR-Invoke.req replaces NULL with INVOKE WAIT in Initiator and
creates Invoke in place InitToResp. When variables are used in arc inscriptions or
guards, the values they are bound to on occurrence of a transition give, together
with the transition name, a binding element.

The CPNs in this paper were edited, simulated, and partly analysed using
Design/CPN [4]. Design/CPN allows the CPN to be drawn on separate pages to
increase the readability of the net. One technique used to combine the different
pages is known as fusion places which are copies of a place. Design/CPN may be
used to interactively or automatically simulate the net, or to create an occurrence
graph. An occurrence graph (OG) is a graph with nodes and arcs representing
net markings and binding elements, respectively. A complete OG represents all
possible states the CPN can reach. In Design/CPN, queries can be made on
the OG to determine dynamic properties of the CPN (e.g. deadlocks, live-lock,
bounds on places). An OG can also be viewed as a finite state automata (FSA)
which, with appropriate analysis techniques can be used to give the language
accepted by the CPN (where the binding elements are the alphabet), which in
our case is the Transaction Service language.
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4 Transaction Service CPN

4.1 Modelling Assumptions

The aim of modelling the Transaction Service is to generate the service lan-
guage. That is, the possible sequences of service primitives between the user and
provider are of major interest. With this in mind, several assumptions can be
made to simplify the model.

The primitive parameters have no effect on the sequences of primitives.
Therefore each primitive is modelled as a message (e.g. Invoke) which represents
the primitive type and its parameters (e.g. Invoke{SrcAdr, DestAdr, . . . }).

Only the general case when User Acknowledgement is off is modelled. As the
possible primitives when User Ack is on is a subset of this general case (i.e. two
of the primitive sequences are not allowed), the language will be a subset of the
language generated from the model. This is straightforward to obtain.

The channel between initiator and responder can be separated into two di-
rections of flow. The channel does not guarantee ordering of messages, hence
each direction can be modelled as a single place. The modelling of the channel
has also been done with the analysis techniques in mind. The OG calculated can
be viewed as a FSA, which in turn can be minimised using a standard reduction
technique [1]. Knowing this, it is possible to allow the reduction technique to
handle functionality that would otherwise be necessary in the model. This is
explained in detail in Sect. 5.1 after the model is presented.

4.2 CPN Model

The CPN model of the WAP Transaction Service has four separate pages
(Fig. 1 to 4), representing an invocation, result, user abort and provider abort.
Each page has the same structure:

– Two fusion places called Initiator and Responder representing the states of the
initiator and responder, respectively. These places are typed by the colour
set State:
color State = with NULL | INVOKE WAIT | INVOKE READY | WAIT USER
| RESULT WAIT | RESULT READY | FINISHED | ABORTED;

– Two fusion places called InitToResp and RespToInit representing the commu-
nication channels from initiator to responder, and from responder to initia-
tor, respectively. These places are typed by the colour set Message:
color Message = with Invoke | Ack | Result | Abort;

– Transitions that represent the sending and receiving of the different primitive
types by the user. Note that each transition has a boxed ’C’ underneath. This
indicates a code segment is used. Code segments are CPN ML code that are
executed by Design/CPN when the associated transition occurs [10]. This
allows, for example, auxiliary graphics to be drawn as the net is simulated.
For the Transaction Service CPN code segments are used to draw message
sequence charts (MSC) (e.g. Fig. 5(a)).
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Fig. 1. TR-Invoke primitive sequence CPN
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Fig. 2. TR-Result primitive sequence CPN
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Fig. 3. User TR-Abort primitive sequence CPN
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In addition, the Invoke and Result pages have transitions (HoldOn and Time-
out, respectively) that indicate an interaction by the service provider which is not
seen by the user (and therefore no primitive occurs). The occurrence of HoldOn,
for example, indicates a timer has expired at the responder because the user is
taking too long to generate the result. A message is sent to the initiator so that
it will hold on until the responder user has generated the result. Finally, there
is also a variable that can take any value from State:
var x:State;

Fig. 1 models the sequence of TR-Invoke primitives. The initial marking of
both Initiator and Responder is NULL. In this marking the first and only transition
that can occur is TR-Invoke.req. It follows that a possible transition occurrence
sequence is the four TR-Invoke primitive types in order (i.e. request, indication,
response then confirm). This would put the initiator into state RESULT WAIT
and the responder into RESULT READY. From the TR-Result page (Fig. 2), a-
gain the TR-Result primitive transitions could occur in order. Both the initiator
and responder would be in the FINISHED state. This sequence represents a suc-
cessful transaction with explicit acknowledgement. The message sequence chart
is shown in Fig. 5(a).

Initiator Provider Responder

TR-Invoke.req

TR-Invoke.ind

TR-Invoke.res

TR-Invoke.cnf

TR-Result.req

TR-Result.ind

TR-Result.res

TR-Result.cnf

(a) – Explicit acknowledgement

Initiator Provider Responder

TR-Invoke.req

TR-Invoke.ind

TR-Result.req

TR-Result.ind

TR-Result.res

TR-Result.cnf

(b) – Implicit acknowledgement

Fig. 5. MSC of service primitives for successful transaction

The Transaction Service does not require explicit acknowledgement of the
TR-Invoke.req primitive by the responder (recall User Acknowledgement is as-
sumed to be off). Instead by sending a TR-Result.req after receiving a TR-
Invoke.ind, the responder can implicitly acknowledge the invocation. In Fig. 1
when the initiator is in the INVOKE WAIT state and responder in INVOKE
READY both TR-Invoke.res and TR-Result.req are enabled. If TR-Result.req oc-
curs (x is bound to INVOKE READY) the Result message is sent to, and can be
acknowledged by the initiator. The MSC for this sequence is shown in Fig. 5(b).

The previous two sequences of transitions were examples of successful trans-
actions. However, as shown in Table 1, a TR-Abort.req or TR-Abort.ind from
the initiator or responder can follow any primitive except themselves and, in
the case of the responder, TR-Result.cnf (because the responder has successful-
ly completed the transaction). Transaction aborts are modelled on two separate
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pages: one for user initiated abort (Fig. 3) and the other for provider initiated
abort (Fig. 4). The aborts are symmetric – they can come from either initiator
or responder. A separate page is used for the provider abort because the TR-
Abort.ind does not require a message from either user. The channel places are
shown to be consistent with the other pages – they are not necessary.

5 Analysis

The OG generated by Design/CPN for the Transaction Service CPN contains 85
nodes and 206 arcs. There were 28 different terminal states. The graph can be
viewed as a FSA with the binding elements (essentially the service primitives) as
the input language. Using a standard reduction technique [1], the minimised FSA
gives a compact description of the possible sequences of primitives, or service
language. This section explains how the minimisation of the OG can remove
complexity from the model and presents the Transaction Service language.

5.1 Analysis Assumptions

The design of the model took into account the analysis techniques that would
be applied (i.e. the FSA minimisation). In particular, it was expected that mul-
tiple terminal markings would be generated that were only differentiated by the
markings of the places connecting the initiator to responder (InitToResp and
RespToInit). Extra transitions could have been used in the model to remove all
tokens from the these places once the initiator and responder had FINISHED
or ABORTED. This would ensure only a single terminal marking was generated
for these cases. However it was decided to let the FSA minimisation handle the
extra terminal markings (it effectively merges all terminal markings into one) so
the models could remain free of any “cleanup” transitions.

By treating the OG as a FSA, the introduction of halt states (states that
indicate a possible end of a primitive sequence) was also possible. A halt state
may or may not lead to other states. As well as all terminal markings being halt
states, nodes were defined as halt states if they satisfied either of the following
conditions:

– The marking of Initiator is ABORTED and the marking of InitToResp is In-
voke. This represents the special case when a TR-Invoke.req is followed by
a TR-Abort.req (by the user) or TR-Abort.ind (by the provider). This is a
feasible halt state because the provider may not be able to notify the re-
sponder due to, for example, network failure. In this case the sequence of
primitives is complete.

– The marking of Initiator is FINISHED and the marking of Responder is FIN-
ISHED or ABORTED. Although there is no mention of this in the service
specification [6], we have assumed that when the initiator has acknowledged
the result by issuing a TR-Result.res primitive (and the responder has fin-
ished or aborted) the transaction may be complete. However, aborts at the
initiator are still possible.
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5.2 Transaction Service Language

Fig. 6 shows the Transaction Service language obtained from the minimisation of
the OG. There are 21 nodes and 74 arcs. For clarity, abbreviations of the service
primitives are given for the arc labels. The first letter of each label represents
the service primitive (Invoke, Result, Abort). The following three letters rep-
resent the primitive type (request, ind ication, response, conf irm). In addition
the initiator primitives are given in uppercase and the responder primitives in
lowercase. Multiple arcs between two nodes are drawn as one with labels sepa-
rated by commas. The combinations of TR-Abort.req and TR-Abort.ind from
the initiator and responder are drawn as dashed and dotted lines, respectively.
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Fig. 6. Transaction Service language

There are four halt states in the language: nodes 6, 16, 17 and 19 (shown
in bold). Node 6 represents the case when the initiator’s TR-Invoke.req is im-
mediately followed by an abort. Node 16 represents the case when the initiator
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has finished and the responder has also finished or aborted. Nodes 17 and 19
represent the cases when the transaction is aborted.

Further analysis reveals there are 450 possible sequences of primitives. The
shortest sequences are 2 primitives (TR-Invoke.req followed by TR-Abort.req or
TR-Abort.ind at the initiator) and the longest sequences are 9 primitives (e.g.
a successful transaction (shown as bold arcs – this corresponds to the sequence
shown in Fig. 5(a)) followed by a TR-Abort.req from the initiator).

The primitives between the following nodes are not possible when User Ac-
knowledgement is turned on: (2,3), (2,7), (2, 13), (12,14), (8, 17), (3,20). In
addition, the primitives that were between 2 and 13 are now between 2 and 9.

From the service language it is unclear why the initiator would issue a TR-
Abort.req (e.g. node 16 to node 19 in Fig. 6) after it had acknowledged the
result with a TR-Result.res primitive (e.g. node 20 to node 11). However, an
examination of the protocol specification provides an explanation. Transaction
information is saved after the initiator has sent the last acknowledgement in case
retransmissions are necessary. By issuing a TR-Abort.req after a TR-Result.res,
the transaction state information is released. Otherwise, a timeout will release
the information.

6 Conclusions

We have described, modelled and analysed the WAP Class 2 Transaction Service
in a first step towards verifying the Wireless Transaction Protocol. WTP utilises
the datagram service (Transport layer) in the WAP architecture and provides a
reliable request/response service to the upper layers.

Coloured Petri nets were used to model the Transaction Service and generate
the occurrence graph. The knowledge of the analysis techniques used allowed
several assumptions to be made that simplified the model. Halt states were
introduced and the OG was treated as a finite state automata and reduced to
obtain the service language.

The Transaction Service language generated provides a complete set of service
primitive sequences, when taking both ends of the transaction into account (i.e.
both initiator and responder). This global behaviour is not described in the WAP
specification. From the modelling and analysis, two questions not fully answered
in the service specification arose:

1. What constitutes the end of a transaction?
2. Why is a TR-Abort.req primitive possible after a TR-Result.res from the

initiator user?

Answers were obtained from examining the operation of the protocol in more
detail. A transaction may be considered complete if either:

1. both initiator and responder have aborted,
2. a TR-Invoke.req at the initiator is followed immediately by an abort, and

the provider hasn’t notified the responder (e.g. due to network failure),
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3. the initiator has acknowledged the result and the responder has either re-
ceived the acknowledgement or aborted.

In the final case, it is still possible for the initiator to issue a TR-Abort.req
to clear transaction state information. The need to understand the protocol
operation is a shortcoming of the specification – the service should be described
independently of the protocol. No other deficiencies have been found in the
service specification.

The Transaction Service language can be used as a basis for verifying that
the Wireless Transaction Protocol conforms to the service specification. The next
step to achieve this is to model the operation of the protocol in detail. This work
is in progress. An incremental approach is being used so different features can be
modelled and analysed. The desired results are to generate an OG from which
properties of the protocol can be derived (e.g. presence of deadlocks). Then the
protocol language can be generated and compared to the service language.

Acknowledgements

This work was carried out with financial support from the Commonwealth of
Australia through the Cooperative Research Centres Program.

References

1. W. A. Barret and J. D. Couch. Compiler Construction: Theory and Practice.
Science Research Associates, 1979.

2. J. Billington. Abstract specification of the ISO Transport service definition using
labelled Numerical Petri nets. In H. Rudin and C. H. West, editors, Protocol Speci-
fication, Testing, and Verification, III, pages 173–185. Elsevier Science Publishers,
Amsterdam, New York, Oxford, 1983.

3. J. Billington, M. Diaz, and G. Rozenberg, editors. Application of Petri Nets to
Communication Networks: Advances in Petri Nets. LNCS 1605. Springer-Verlag,
Berlin Heidelberg New York, 1999.

4. Meta Software. Design/CPN Reference Manual, Version 2.0. 1993.
5. WAP Forum. Wireless application protocol architecture specification. Available

via: http://www.wapforum.org/, Apr. 1998.
6. WAP Forum. Wireless application protocol wireless transaction protocol specifi-

cation. Available via: http://www.wapforum.org/, Apr. 1998.
7. ISO/IEC. Information Technology - Open Systems Interconnection - Basic Refer-

ence Model - Conventions for the Definition of OSI Services. 10731. 1994.
8. K. Jensen. Coloured Petri Nets. Basic Concepts, Analysis Methods and Practical

Use, Vol. 1-3. Springer-Verlag, Berlin, 1997.
9. K. Jensen, S. Christensen, and L. M. Kristensen. Design/CPN Occurrence Graph

Manual, Version 3.0. Department of Computer Science, Aarhus University, Aarhus,
Denmark, 1996.

10. L. M. Kristensen, S. Christensen, and K. Jensen. The practitioner’s guide to
Coloured Petri nets. Int J Software Tools for Technology Transfer, 2(2):98–132,
1998.



Enabling Ubiquitous Database Access with XML

Hui Lei1, Kang-Woo Lee2, Marion Blount1, and Carl Tait1

1 IBM Thomas J. Watson Research Center
Route 134

Yorktown Heights, NY 10598, USA
{hlei, mlblount, cdtait}@us.ibm.com
2 Department of Computer Engineering

Seoul National University
Seoul 151-742, Korea

kwlee@oopsla.snu.ac.kr

Abstract. This paper describes the design and implementation of DataX,
middleware for enabling remote database access from heterogeneous thin
clients. Unlike existing commercial offerings that require a standalone
database on the client side, DataX partially replicates the server database
in the form of XML, using a weak consistency criterion. It also adapts
data replication to device characteristics and user preferences. It employs
a per-device renderer to present data in a form layout, making the data
access semantics separate from user interaction details and independent
of the device type. It allows for rapid development of end-to-end solutions
and application portability across multiple client and server platforms.

1 Introduction

Many industries employ mobile workers who perform a significant part of their
work away from the office. Examples of such mobile workers are insurance agents,
visiting nurses and field service technicians. As the population of the mobile
workforce rapidly grows, it is becoming increasingly important for corporations
to extend enterprise information and applications to their mobile workers. That
will enable the latter to be more productive while on the road, to respond to
customers faster and to improve customer satisfaction.

Until recently, notebook computers and modems have been the main com-
puting and communication resources for mobile workers. Thin clients, ranging
from palmtop computers to personal digital assistants (PDAs) to smart cellular
phones, have only been used for personal information management (PIM) ap-
plications. Due to their form factor, low cost of ownership, and ease of use, thin
clients are quickly emerging as a new wave of mobile computing devices. Many
organizations are beginning to exploit these thin clients to meet the specific
needs of their mobile employees.

Since mobile computers often operate for extended periods over low band-
width links or without connectivity at all, disconnected operation is a key en-
abling technique for mobile data access. The basic mechanism for disconnected
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operation is well understood. Before disconnection, a subset of server data needs
to be replicated on the local device. While disconnected, the user works with the
local copy. Changes made to the local replica are reintegrated into the server’s
copy when a connection is established again. Any implementation of the above
scheme, however, needs to address three issues:

Hoarding: In general, the system alone is not able to decide which subsets of
the backend data should be locally replicated. This is because future user
behavior is not perfectly predictable [20,30]. External assistance is often so-
licited, either from end users or from system administrators. To minimize the
burden placed upon users/administrators, it is desirable to limit their partic-
ipation to a high semantic level by providing some sort of data encapsulation
mechanism [22].

Adaptation: Data as stored in the server database sometimes may need to be
transformed to make it appropriate in a mobile environment. Reasons for
such data adaptation may be that the destination device is not capable of
hosting the data as it is, or that the user is willing to accept data of lower
quality in order to reduce consumption of precious client resources [9,25].

Synchronization: Data consistency needs to be preserved between the partial
replica on the client and the full replica on the server. A replication strategy
should be adopted that controls what kind of data consistency is provided
and how divergent copies are integrated [4].

A thin-client-based mobile solution imposes further challenges. The variety
of thin client devices is impressive; these devices vary in hardware capacity and
software functionality. Their relatively low cost is likely to cause the pervasive
deployment of such devices. A company often finds it necessary to support mul-
tiple device types, for reasons such as users’ choice, continuous availability of
new and better devices, reorganizations and mergers. This in turn translates
into two requirements: the server side of the solution has to be truly open and
interoperable, and porting client-side applications to new device types must be
easy.

The DataX project developed at the IBM T. J. Watson Research Center
is middleware that provides for disconnected database access from heteroge-
neous thin clients. Currently it supports only data access scenarios where strict
transactional properties are not required. Many enterprise database applications
such as data viewers and data collection fall into this category. DataX is based
on a three-tiered client/proxy/server architecture. It introduces an abstraction
mechanism, called folders, to facilitate data hoarding. It employs a rule-based
targeting engine to adapt data according to client characteristics and user pref-
erences. It represents client replicas in the form of platform-neutral XML and
makes use of a per-device renderer to present data and control user interaction.
Finally it adopts a weak-consistency replication strategy and resolves update
conflicts based on data semantics.

In an earlier position paper [23], we described the overall DataX architecture
and discussed the principal considerations behind our design. Since then we have
implemented a prototype of DataX. In this paper, we shall present our refined
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design and the details of implementation. The rest of the paper is organized as
follows. Section 2 examines the major system components of DataX. Section 3
details the use of XML in defining and representing folders, the basic unit of
client-side replication. Section 4 discusses related work in various areas. Our
conclusions are presented in Section 5.

2 System Components

Figure 1 shows the basic DataX system architecture. The system consists of
three tiers: client, proxy and server, where the proxy is placed at the fringe of
the fixed network and provides a single point of connection for heterogeneous
types of client devices. Such a tiered model is common in mobile systems be-
cause it confers three advantages. First, it alleviates the impact of client resource
poverty by migrating computational and administrative tasks from the client to
the proxy. Second, it off-loads mobile-specific responsibilities from the server to
the proxy so that the server may concentrate on servicing the general user com-
munity. Third, it accommodates weak connectivity and disconnected operation
via asynchronous processing and message queuing.

In DataX, data flows along the following path. The subsetting component
on the proxy extracts necessary data from the server database and pipelines it
to the targeting component for adaptation. The output of adaptation is stored
as a client mirror, which takes the form of an XML document. The proxy-side
peer synchronizer compares the old and current mirrors for the client and sends
the differences to the client device. The partial data replica on the client is also
represented in XML. A generic rendering component allows the user to view the
data on the device and perform updates. At the user’s discretion, the client-
side peer synchronizer transmits the client updates to the proxy, which are then
incorporated into the server by the reintegration component.

The proxy accesses the server database through the standard JDBC interface
so that the system is not bound to any specific server platform. The peer syn-
chronizers communicate via a proprietary protocol [24]. Each message exchanged
is an XML document specifying the data changes on one side. A detailed de-
scription of the peer synchronizers is beyond the scope of this paper. In the
remainder of this section, we take a closer look at other key components of the
system: subsetting, targeting, reintegration and rendering.

2.1 Subsetting

The subsetting component is concerned with what portion of the server database
should be hoarded, a process that requires external input. In order to allow end
users or system administrators to make selections at a high semantic level, we
institute an encapsulation mechanism called folders. Folders present a high-level
view of data without exposing the details of data organization. A folder is a
parametric logical collection of data. A folder not only describes a data subset,
but also the semantics of data access.
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Instead of developing a full-fledged application, a programmer simply writes
a folder definition. A folder definition consists of four sections: parameters, data,
operations, and constraints. The parameters section specifies the folder parame-
ters and their optional default values. The data section qualifies the database
records that belong to the folder by defining a view to the database, where the
selection criterion is a predicate on the folder parameters. The operations section
enumerates the data access operations a user is allowed to perform. At the record
level, it specifies whether records are read-only or updatable and, if updatable,
the operations permitted (insert, delete and/or modify). At the field level, it
specifies whether each field is updatable and whether records can be sorted on
the field. Finally the constraints section specifies the integrity constraints for the
folder. These are the constraints that are to be verified whenever records are
updated on the client. They are separate from the constraints that are part of
the backend database definition and that are enforced by the database server.
We shall revisit the definition of a folder in Section 3.

We envision two kinds of application scenarios. In some cases, data subsets
have to be dynamically selected before each disconnected session, either by the
mobile user at the client or by the system administrator at the proxy. The
user or the administrator selects from a list of folder names. He may accept the
default parameter values or choose to provide his own. Other situations are more
straightforward, where the hoard selection is static. The client device can simply
be configured with the folders it needs to replicate and the parameter values that
should be used. The user is spared from intervention on a per-disconnection basis.

The subsetting component is composed of a compiler and an extractor. The
compiler takes a folder definition as input, verifies its validity and ensures that
the definition is compatible with the schema of the server database. The compiler
also translates the definition to an internal format. The extractor is executed
every time a data subset needs to be generated, with a folder name and the
parameter values as its input. The extractor uses information gathered by the
compiler and retrieves relevant records from the server database. These records,
combined with meta-information such as permissible operations and constraints,
are then passed to the targeting component.

2.2 Targeting

A folder determines the capability of its users: what data is accessible and how it
can be accessed. Prior to transmission to the client device, however, records that
comprise a folder instance are subject to data transformation by the targeting
component to fit the device’s characteristics and/or the user’s preferences.

Roughly speaking, data transformation falls into one of two categories:

Filtering: Selective transmission of unmodified data.
Transcoding: Changing the fidelity and/or modality of a particular piece of

data.

An example of filtering is transferring only some of the columns of a relational
table. Truncating a text field beyond a certain size and changing a rich text
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into plain ASCII are classed as fidelity transcoding; converting text into speech
is a form of modality transcoding. For semantic reasons, transcoding is only
performed on read-only data.

The behavior of the targeting component is controlled by a set of rules. Each
rule specifies an action and a condition under which the action may be triggered.
The condition is a conjunction of one or more predicates, each of which tests
one of the following:

– Device type
– Folder name
– Field name
– Data type
– User identification

Each targeting action is a data transformation function registered with DataX.
For common device types, DataX specifies default targeting policies. Appli-

cation developers can introduce rules that are specific to an application (folder).
Further, individual users may define rules that are tailored to their own needs.
User-specific rules may or may not be application-specific. Here are some exam-
ples of targeting rules.

1. A general rule: for a WorkPad, always convert rich text to ASCII.
DevType=WorkPad ∧ Data=RichText → Rich2Ascii

2. An application-specific rule: When transferring customer records, truncate
notes beyond 100 characters long.

Folder=“customers” ∧ Field=“notes” → Truncate(100)
3. A user-specific rule: when the customers folder is accessed by user Smith

on a WorkPad, filter out information on past customer visits (stored in the
activities field).

DevType=WorkPad ∧ Folder=“customers” ∧ User=Smith →
Exclude(“activities”)

The targeting process for any folder instance consists of two phases. In Phase
1, an applicable filtering rule, if found, is triggered. In Phase 2, for each data
field, an applicable transcoding rule, if found, is triggered. In each phase, a
rule is first searched for among user-specific rules, then among rules that are
application-specific but not user-specific, and finally among general rules.

2.3 Reintegration

The role of the reintegration component is to modify the server’s database to
reflect any changes made on the mobile client. A change can be an insertion,
an update, or a deletion of a database record. Both the initial image and the
final image of changed records are available to the reintegration component. The
initial image of a record refers to its state at the time of replication, which can be
found in the client mirror that is stored on the proxy. Initial images are required
to detect update conflicts, as explained below. The final image of a changed
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record reflects its current state on the client and is communicated via the peer
synchronizers.

It is widely recognized that a strong-consistency replication strategy that
ensures one-copy serializability is not suitable for mobile computing. Enforcing
strong consistency either incurs very high logging and repair costs, as in an op-
timistic strategy, or severely limits data availability, as in a pessimistic strategy
[4]. Hence DataX adopts a weak consistency replication strategy, which only
ensures that replicas eventually reach identical state or become mutually consis-
tent. Such a strategy is required to support disconnected operation because it
allows for high availability, good scalability and simplicity of the system.

If a changed record does not cause update conflicts, the change is simply
replayed on the server, subject to any integrity constraints enforced by the
server database. If an update conflict occurs, the reintegration will try to re-
solve the conflict based on data semantics. An update conflict can be either
an update/update conflict or an update/delete conflict. However, the two are
treated conceptually in the same way by associating a bit field with each record
to indicate whether the record has been deleted. An update conflict occurs if
and only if a record is changed on the client and the record image in the server
database is not identical to the initial image as found in the client mirror.

Two types of semantic information are needed to resolve update conflicts
[10]. The first type is concerned with computed fields, i.e., values in a database
that are computable from the rest of the values. All computed fields should be
identified along with a formula for computing them. Obviously, there can be
no circular definitions. Computed fields are evaluated at the end of the conflict
resolution process, based on the reintegrated value of non-computed fields. The
second type of information is reintegration rules. There should be an reinte-
gration rule for each non-computed field, describing how to handle conflicting
updates to the field. Assume that a non-computed field F had initial value f and
that concurrent updates have resulted in value fc on the client and fs on the
server. The reintegration rule can specify any one of the following as a resolution
policy:

max (min): The maximum (minimum) of fc and fs becomes the reintegrated
value of F.

client (server): The reintegrated value is provided by fc (fs).
constant k: If fc and fs are identical, then store that value in F. Otherwise,

use constant k. This is useful for storing a null value if desired.
operational: The reintegrated value is set to fc + fs − f (i.e., deltas on both

sides are applied to the original value).
reject: If fc and fs differ, reject the changes made on the client and alert the

user.
program p: A program p is executed, whose parameters are fc, fs and f .

Although the last resolution option (program escape) represents the most general
case, special options are explicitly provided as part of the DataX interface to
save the programming effort of application developers.
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2.4 Rendering

The rendering component on the client device retrieves data from the XML
data store and presents it in a manner appropriate for the device. Recall that
each XML document represents a folder instance, which describes a data subset
as well as the semantic information on data access. The rendering component
consists of a parser and a browser. While the former parses an XML document
into a Document Object Model (DOM) [31] tree, the latter displays the data
according to the characteristics of the device and controls the user interaction.

The browser is device-specific, but independent of which folder it manipu-
lates. There is one generic browser for each category of client device. For a table
that belongs to a folder, the browser displays a list of its records. The list may
be sorted on various fields, as specified in the folder definition. The user can
browse through the list or search for specific records. He can also expand indi-
vidual records to get a more detailed view or to perform updates. All updates
are subjects to the specified integrity constraints. If a folder contains multiple
tables, the browser also allows the user to navigate through them.

The per-device rendering component frees the application developers from
writing separate programs for each combination of applications and device types.
Further, it significantly simplifies development effort. Developers can concentrate
on the semantics of data access without having to worry about the intricacies of
user interface design. Thus, development time is reduced and quality is enhanced.

3 Folders and XML

The folder is an abstraction for a parametric data subset and the underlying data
model. Both the folder definition and the folder instance are coded in XML.
Three facts make defining a folder in XML easy. First, XML is a descriptive
markup language. It is simpler to program than a procedural scripting language
or programming language. Second, when defining a folder, application developers
make no distinctions regarding the particular device types to be supported or
individual users’ customization requirements. Third, developers can concentrate
on the semantics of data access, leaving user interface issues to the rendering
component.

The XML representation of folder instances brings the following benefits.
Since the representation format is platform-neutral, the proxy-side computation
is substantially simplified when preparing and reintegrating client replicas. In
addition, application deployment does not rely on the availability of standalone
database systems on the client, and system administrators are spared from main-
taining such products. Finally, the self-describing nature of an XML document
makes it possible to adapt the client replica according to device attributes and
user’s preferences.

3.1 Folder Definition

A folder definition may contain the following sections: parameters, data, opera-
tions and constraints. The data section is required, and the others optional. A
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<!DOCTYPE folderDef SYSTEM "folderDef.dtd">
<folderDef name="visits">

<parameters>
<parameter name=":nurse_id">

</parameters>
<data database="pms">

<table name="patients" schema="pms">
<columns names="ssn name age address physician"/>
<condition> "visiting_nurse=:nurse_id" </condition>
<table name="physicians" schema="pms">

<columns names="id name phone office"/>
<condition> "physician=id" </condition>

</table>
</table>

</data>
<operations>

<insert/>
<modify columns="age address"/>

</operations>
<constraints>

<range column="age" ge="0" le="150"/>
</constraints>

</folderDef>

Fig. 2. Example of a Folder Definition

sample folder definition is given in Figure 2, which defines a folder called visits. A
visits folder includes information on all the patients a visiting nurse covers. (The
example is admittedly contrived since we are trying to show as many features
as possible.)

The folder has one parameter :nurse id, for which there is no default value.
The data section is associated with an attribute database that identifies the
name of the master database. Each table element specifies a base table in the
master database. Both attributes name and schema are required to identify a base
table. The visits folder is derived from two base tables patients and physicians.
The condition element in table patients specifies a selection predicate, which is
an equality test on the column visiting nurse and the folder parameter :nurse id.
The condition element in physicians, on the other hand, specifies a join condition
between the two base tables.

Note that the data section explicitly specifies the interrelationships between
the base tables. This is necessary for the rendering component to control navi-
gation between the tables. In our case, for instance, the renderer will start with
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records of patients and allow the user to follow links to view information on a
patient’s physician. A folder data set is essentially a materialized view defined
on master database tables. In general, updating a view derived from multiple
tables is not allowed due to the potential ambiguity [5]. We avoid this problem
by imposing the restriction that only the outermost table, referred to as the
primary table, may be updated.

Read access to data is always granted. The operations section in addition
declares that records in patients can be inserted and modified and that modifica-
tions may be made to the columns age and address only. The constraints section
specifies that the updated age value has to fall between 0 and 150.

Information on folder parameters is used in the folder selection process. In-
formation in the data section guides the data extraction by the subsetting com-
ponent. The operations and constraints sections are duplicated in each generated
folder instance to help the rendering component control the user interaction.

3.2 Folder Instances

While folder definitions are coded by programmers, folder instances are produced
automatically by the data extractor of the subsetting component. A folder in-
stance contains both meta-information and data records. Meta-information de-
scribes permissible operations and integrity constraints, as well as table keys
and columns. The data records are those in the master database that satisfy the
conditions set forth in the folder definition. Figure 3 shows a folder instance that
could be generated from the folder definition in Figure 2.

The operations and constraints sections are identical to those in the folder
definition. The dataSet section is composed of a series of table elements, each
corresponding to a base table and the first one being the primary table. A table
construct contains metadata such as the primary key and column types that
are taken from the table schema, and the data records that have been selected.
Each selected record is represented in a row element, where all non-null column
values are tagged by the column name. The row element also carries an attribute
id, which is unique in the scope of the entire folder instance document and is
generated by concatenating the table name and the primary key value.

Correlations between records from potentially different tables are expressed
using the hypertext linking capability proposed by XML Linking Language
(XLL) [32]. A source record contains link elements that point to target records.
Each link element specifies the primary key value of the target in its text, and the
row id in the href attribute. For each source record, link elements that describe
target records from the same table are grouped within a linkGroup element. In
terms of XLL, a link is a locator element and a linkGroup is an extended element.
The portion of DTD that declares these constructs is listed in Figure 4. The use
of extended/locator links allows arbitrary record correlations (1-1, 1-N, N-1) to
be expressed.



Enabling Ubiquitous Database Access with XML 129

<!DOCTYPE folderInstance SYSTEM "folderInstance.dtd">
<folderInstance name="visits">

<operations>
<insert/>
<modify columns="age address"/>

</operations>
<constraints>

<range column="age" ge="0" le="150"/>
</constraints>
<dataSet>

<table name="patients">
<primaryKey columns="ssn"/>
<columns>

<column name="ssn" type="VARCHAR"/>
<column name="name" type="VARCHAR"/>
<column name="age" type="INTEGER"/>

</columns>
<records>

<row id="patients:210-95-7638">
<ssn>210-95-7638</ssn>
<name>Bill Smith</name>
<age>35</age>
...
<linkGroup>"physicians"

<link href="#physicians:99">99</link>
</linkGroup>

</row>
<row> ... </row>
...

</records>
</table>
<table name="physicians">

<primaryKey columns="id"/>
<columns> ... </columns>
<records>

<row id="physicians:99">
<id>99</id>
<name>Sidney Winter</name>
...

</row>
...

</records>
</table>

</dataSet>
</folderInstance>

Fig. 3. Example of a Folder Instance
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<!ELEMENT linkGroup (#PCDATA, link+)>
<!ATTLIST linkGroup xml-link CDATA #FIXED "extended">
<!ELEMENT link (#PCDATA)>
<!ATTLIST link xml-link CDATA #FIXED "locator"

href CDATA #REQUIRED>

Fig. 4. DTD for links

4 Related Work

Although many aspects of DataX have appeared in previous systems of various
contexts, we view our contribution as the generalization and engineering of ex-
isting techniques into a uniform architecture that effectively supports database
access from heterogeneous types of mobile devices. In this section, we discuss
work in the areas our system spans.

Several methods have been proposed to enable mobile information access.
They all rely on optimistic replication control to provide high data availability
and performance. The notion of disconnected operation was successfully demon-
strated in Coda [20], a client/server-based distributed file system. Ficus [13] is
another file system that effectively supports primarily disconnected mobile com-
puters, but adopts a peer-to-peer model. Both Coda and Ficus use version vectors
to detect conflicts and a rule-based approach to select application-specific con-
flict resolvers. In contrast, Bayou [6] utilizes application-provided dependency
checks and merge procedures to handle conflict detection and per-write conflict
resolution respectively. For document accesses, Lotus Notes [18] allows conflicts
to be automatically merged at both the document level and field level. The Rover
toolkit [17] provides two mechanisms, relocatable dynamic objects and queued
remote procedure calls, for building mobile-aware applications and writing prox-
ies to enable legacy applications for mobility. IBM’s eNetwork Web Express [8]
combines caching and request queuing to support disconnected and asynchronous
Web browsing. The need for dynamic adaptation in mobile information access
has been identified by a number of projects. In particular, Odyssey [25] provides
system support to enable mobile-aware applications to use data fidelity levels to
control resource utilization.

Many researchers have looked into database system issues that arise in a mo-
bile environment. Imielinski and Badrinath suggested solutions to the problems
of location updates and location-dependent query processing [15]. An analysis
of various static and dynamic data replication methods were presented in [14].
Barbara and Imielinski proposed an approach to invalidating the secondary repli-
cation on mobile clients [2], in which the server periodically broadcasts a report
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that reflects the changing database state. Krishnakumar and Jain discussed an
architecture and protocols for mobile sales applications [21]. All these projects
assume that the mobile clients are connected, via a wireless channel, most of the
time. For disconnected operation, Badrinath and Phatak proposed clustering of
data on the server based on the concept of hoard key [1]. Gray et al. presented
a two-tier replication scheme to allow disconnected applications to request ten-
tative transactions that are later applied to a master copy [11]. The conflict
resolution mechanism in our system is based on the Data-Patch tool described
in [10]. Major database vendors have just begun to offer standalone databases
for hosting a portion of the backend database on mobile computers [26,29]. How-
ever, these systems are not portable across system platforms, and they do not
provide a uniform framework for adapting the data as we do.

As far as accommodating client variations is concerned, DataX has an overlap
with DIANA [19] and GloMop [9]. DIANA advocates a form-based approach to
structuring mobile applications. Applications in DIANA only need to be defined
in terms of forms inputs requested from users and the application’s responses to
those users. Controlling user interaction in a device-specific manner is handled
by a generic User Interface Logic component, thus de-coupling the user interface
logic from the processing logic of applications. Disconnected operation is sup-
ported via hoarded forms and application surrogates that emulate the behavior
of the applications. DataX focuses on database accesses, for which a form-based
interface is most natural. There is no need for separate application surrogates in
DataX, as data access semantics is declaratively specified in the folder instance
and interpreted by the rendering component. DataX takes an intent-based ap-
proach to UI definition where all the interaction is encoded in the data model
and the presentation is almost entirely determined by the renderer. DIANA is
more prescriptive in interaction style and still leaves it to the renderer to choose
the most appropriate representation for each interaction item. It would be pos-
sible to devise a UI definition language that offers the UI writer a spectrum of
options in the amount of specificity he cares to exercise [28].

GloMop is a proxy architecture for enabling effective access to Internet con-
tent for a wide range of clients. The proxy retrieves documents on the client’s
behalf and performs transcoding on the fly to suit network characteristics and de-
vice capability. GloMop’s emphasis is the read access of multimedia data (images
and videos). Although its framework supports transcoding, DataX is mainly con-
cerned with enterprise data, which is mostly text. DataX prepares those data for
mobile access via subsetting and filtering. Since updates are part of life, DataX
also provides a mechanism to integrate divergent copies. Finally, data adaptation
policies in GloMop are specified by client applications through a special API.
For legacy applications, a client-side agent is required to communicate with the
proxy. In comparison, a rule-based interface for defining adaptation policies, like
the one used in DataX, not only makes it easy to support legacy applications,
but also allows for customized adaptation.
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5 Conclusions

DataX is a proxy-based architecture that extends the reach of enterprise data to
the users of thin mobile clients.It addresses the issues of data hoarding, adap-
tation, synchronization and client heterogeneity in the context of ubiquitous
database access. It supports disconnected operation by replicating necessary
data on the client device as instances of folders. A folder describes a data sub-
set as well the data model that underpins the interactions with a user, leaving
detailed presentation decisions to a device-specific renderer. Data replication is
adapted according to device attributes and user preferences. Divergent client
replicas are reintegrated into the server through an automated process.

XML plays a key role in DataX. It allows application behavior to be coded
declaratively and transported to the client as directives to the per-device ren-
derer, making it possible to provide application portability across heterogeneous
client devices and to introduce new device types. It allows the client-side replica
to be represented in a platform-neutral format, simplifying the computational
and administrative tasks on the proxy. Further, the self-describing nature of an
XML document allows targeting policies to be made on a per device/user basis,
which leads to better utilization of client resources.

It is easy to deploy end-to-end mobile solutions with DataX, as application
developers can concentrate on the semantics of data access, without having to
worry about the infrastructure technologies, specific device characteristics, or
user interface issues. This can be a major competitive advantage for organiza-
tions in today’s world of pervasive computing and e-business systems.
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Abstract. A mobile information announcement system has been con-
structed. In the system, a mobile computer can announce information
at any place and any time. Moreover, the bandwidth problem between a
mobile computer and an access point is pointed out. If the bandwidth of
the network is narrow, all requests from clients cannot be processed by a
mobile computer. An announcement mechanism for a mobile computer,
which can effectively announce information with a narrow bandwidth
network, is proposed. In this paper, in order to optimize performance of
the proposed mechanism, parameters of the mechanism are analyzed in
two kinds of networks through experiments. By optimizing parameters,
the performance of the mechanism improves about 40% on wireless LAN
compared with the performance without consideration of jitters in com-
munication.

1 Introduction

The improvement of packaging and low power technologies makes mobile com-
puters popular. Generally, a mobile computer is used to keep, generate, and
modify personal information. The latest personal information usually exists on
the mobile computer. Thus, it is important not only to get information but also
to announce information from mobile computers. If a mobile computer can an-
nounce information, the latest personal information can be provided at any place
and any time, and Live Broadcasting System from the outside and Handy-Phones
through a network can be constructed by using mobile computers very easily.
We have constructed and implemented an information announcement system for
mobile computers, and confirmed the effectiveness of the system [1]. After this,
we call entity of information “resource”.
We discuss the bandwidth problem between a mobile computer and an access

point on our system. A mobile computer can be connected to a network from
anywhere using various interfaces. The difference in the interfaces influences
the bandwidth and characteristics in communication. For example, ethernet has
enough bandwidth to announce information, but wireless LAN has an insufficient
bandwidth, and it is often interrupted by noise. If the bandwidth of a network
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is not sufficient, the traffic of announcing resources is limited, and it is also not
effective for a mobile computer to announce concurrently all requested resources
from clients while the traffic exceeds the limit of the network. All requested
resources cannot be announced satisfying clients’ needs.
Therefore, we have proposed an announcement mechanism which adopts the

following policies designed to satisfy clients’ needs within a given bandwidth as
much as possible [2].

– A time-constrained resource is announced with high priority.
– A frequently accessed resource is provided as quickly as possible.
– The throughput of announcing resources is maximized.

In order to apply this mechanism to many kinds of networks and operating
systems, the mechanism is implemented in the application layer. The policies
are implemented by using the following operations in the mechanism.

– Traffic is controlled by limiting the number of concurrent operations for
announcing resources.

– A resource is announced in order of its priority.

We have implemented a prototype of the information announcement mech-
anism and confirmed the effectiveness of it through experiments [2]. However,
parameters which affect the performance in the proposed mechanism have not
been evaluated in detail. The parameters need to be set to enhance the perfor-
mance. In this paper, in order to optimize the parameters, the influences of the
parameters are analyzed in two kinds of networks. By optimizing parameters,
the performance of the mechanism improves about 40% on wireless LAN.

2 Overview of Our System

2.1 Structure of Our System

Fig. 1 shows an overview of our information announcement system for mobile
computers. The system is based on the WWW (World Wide Web). In the system,
we classify resources into the two types: one is the storage type that could be
reused (ex. text data, image data, archive data, and so on) , and the other is the
non-storage type that is only used one time (ex. time-constrained video and audio
data). A mobile computer announces resources with suitable announcement ways
according to their types. A mobile computer is associated with the Home WWW
server that manages location of the mobile computer and keeps copies of storage
type resources on the mobile computer. The copies are made on the HomeWWW
server when the mobile computer is connected. They are used to announce while
the mobile computer is disconnected. They also work as cache during connection
period. Therefore, traffic for storage type resources between a mobile computer
and the Home WWW server only occurs when the coherence between original
resources on the mobile computer and their copies on the Home WWW server
is broken.
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Fig. 1. Overview of Information Announcement System.

When a non-storage type resource is announced with the storage type an-
nouncement method, the following overheads are generated: (1)resources always
go and come through the Home WWW server, and (2)copies, which are never
used, are made on the Home WWW server. These overheads increase response
time and reduce the throughput of non-storage type resources. It is important
to shorten latency in a transmission route for a non-storage type resource. In
order to alleviate these overheads, we introduced a Neighboring WWW server.
The Neighboring WWW server is the nearest WWW server to the place where
the mobile computer is connected. A non-storage type resource is provided for a
client through a route of the mobile computer, the Neighboring WWW server,
and the client. We consider the policy of announcing each type resource in order
for the system to answer the following clients’ needs.

Non-storage Type Resource: Non-storage type resources often include real-
time resources. In addition, some resources are provided in the low quality
if a time restriction cannot be satisfied. A client wants to get a non-storage
type resource in the high quality. Therefore, non-storage type resources are
announced prior to storage type resources.

Storage Type Resource: A copy of a storage type resource exists on the
Home WWW server. For many resources, the coherence between the re-
source and its copy need not be completely kept. A client wants to get the
latest resource. Therefore, a frequently accessed storage type resource should
be provided as quickly as possible.

2.2 Information Announcement Mechanism

We show an information announcement mechanism in order to satisfy the clients’
needs as much as possible even if a mobile computer is connected to a narrow
bandwidth network. The mechanism consists of two mechanisms. One is the non-
storage type resource announcement mechanism which announces non-storage
type resources, and the other is the copy update mechanism which updates copies
on the Home WWW server. When the bandwidth of the connected network



138 Shigeaki Tagashira et al.

is limited, the information announcement mechanism announces resources and
updates copies according to the following policies:

– Non-storage type resources are announced prior to storage type resources.
– A frequently accessed storage type resource is updated prior to the other
storage type resources.

– The throughput of updating is maximized.

In order to realize the above mechanism, we focus on the copy update mecha-
nism since the mechanism affects the throughput of announcing non-storage type
resources and total time of updating the copy. The non-storage type resource
announcement mechanism and the copy update mechanism can cooperate on an-
nouncing resources. Announcing non-storage type resources and updating copies
of storage type resources should be achieved by the following operations.

– Traffic is controlled by limiting the number of connections for announcing
or updating resources.

– A resource is announced in order of its priority.

The optimal number of connections is decided according to the following
conditions:

(1) Condition for announcing a non-storage type resource:
A sufficient bandwidth given to the requested resource is ensured.

(2) Condition for updating a copy of a storage type resource:
The total throughput of updating copies is maximized.

If condition (1) is not satisfied, condition (2) is ignored. When no non-storage
type resource is announced, only condition (2) is available. We consider im-
plementation of the proposed mechanism at three levels: (1)Hardware Level[3],
(2)Kernel Level[4], and (3)Application Level. Since a mobile computer moves
to various places, it will be connected to various networks. It is important for
mobile computers to use the mechanism in many networks. Therefore, we adopt
the application level.

3 Implementation of Copy Update Mechanism

3.1 Structure of Copy Update Mechanism

The structure of the copy update mechanism is shown in Fig. 2. We define three
terms for the mechanism.

Number of Connections (NC): NC is the current number of connections
used to update copies.

Estimated Optimal Number of Connections (EOPNC): EOPNC is the
number of connections expected to maximize throughput of updating copies.
EOPNC is estimated from current throughput.
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Fig. 2. Structure of Copy Update Mechanism.

Optimal Number of Connections (OPNC): OPNC is the number of con-
nections which actually maximizes throughput of updating copies.

This mechanism consists of one update queue and five modules.

Update Queue (UQ): This queue holds update requests. An update request
is issued from a user or caused by suspending update.

Priority Decision Facility (PDF): Priorities are assigned to storage type
resource according to the importance. This facility decides priority of a stor-
age type resource. The copies of resource are updated in the order of de-
scending their priorities. The chance for a client to get the latest resource
depends on priority of the resource. We introduce A/U . A/U is the ratio of
access frequency to update frequency.

Request Acceptance Facility (RAF): This facility stores an update re-
quest in UQ. The position of the request in UQ is decided by its priority.
The priority of the request is given by PDF.

Connections Control Facility (CCF): This facility decides EOPNC ac-
cording to communication condition described in Sec. 3.2.

Request Scheduling Facility (RSF): If UQ is not empty and it is possible
to make a new connection, RSF asks RRF to process the request at the
top of UQ.

Request Running Facility (RRF): This facility processes an update re-
quest from RSF. RRF sends the requested resource to the WWW server.

The bold solid arrows, the thin solid arrows, the bold dotted arrows, and
the thin dotted arrows show flow of resource, the flow of update requests, the
flow of messages for normal operations, and the flow of messages for suspending
operations, respectively.
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While the system updates copies, EOPNC may change. Therefore, CCF
sends RSF the message which notifies to change NC when EOPNC changes.
RSF processes the messages according to it’s type.

Increase of connections: RSF only increasesEOPNC. BecauseNC increases
when it is lower than EOPNC and there are any requests in UQ.

Decrease of connections: When NC is larger than or equal to EOPNC,
RSF selects the connection which has the lowest priority among current
connections, and asks RRF to suspend the connection in order to decrease
NC. RRF suspends the asked connection, and then, RSF returns the sus-
pended request to UQ.

3.2 Connections Control Facility (CCF)

CCF administrates connections for update and decides EOPNC. This facility
is partitioned into two modules, and they are set to a mobile computer and its
Home WWW server. The part sets to the Home WWW server observes the
throughput, and send it to its partner on a mobile computer. The partner de-
cides whether NC to change or not using received information. When EOPNC
changes, it also sends the changing message to RSF.
Before describing the decision algorithm, we explain the parameter of this

algorithm.

α: This parameter is a threshold for changing EOPNC. The value is also a
margin for spatial suppression of the influence of the jitters in communica-
tion. When the value is too small, changing messages are frequently issued.
Although the influence of the jitters can be reduced using a large value of α,
it is impossible to reach OPNC.

M: This parameter is a margin for temporal suppression of the influence of the
jitters in communication. When the value is too small, EOPNC is affected
by the jitters in communication. The influence of the jitters becomes large
and EOPNC is frequently changed. However, when the value is too large,
it takes long time to reach OPNC.

We show the conditions to change EOPNC.

(1)Condition of Non-storage type resource:
THR < THC

THR is the requested throughput. THC is the measured throughput.

(2)Condition of Storage type resource:
−α < R − 1 < +α

R is ratio of the current throughput to the last time throughput.
Fig. 3 shows the EOPNC decision algorithm. There are three states:

State(a): Condition (1) is not satisfied,
State(b): Condition (2) is not satisfied caused by increase of throughput, and
State(c): Condition (2) is not satisfied caused by decrease of throughput.
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Fig. 3. EOPNC Decision Algorithm.

Counter F1, F2, and F3 correspond to State (a), (b), and (c), respectively.
When the same state repeats M times, EOPNC is changed according to states
and the last changing operation.

4 Evaluation

We implement the proposed information announcement mechanism on our sys-
tem described in Sec. 2 and evaluate it. The aim of this evaluation is to analyze
the influence of α and M as described in Sec. 3.2. and to decide the optimal ones.
In order to obtain the target values of the throughput of the non-storage type

resource and the total update time of the storage type resources in ethernet
and wireless LAN, multiple storage type resources and one non-storage type
resource are sent simultaneously with fixedNC. The total update time of storage
type resources and throughput of the non-storage type resource are measured.
Table 1 shows other parameters on the experiment. Fig. 4 shows the result of
the experiment. The target update time in ethernet and wireless LAN are about
65 seconds and 97 seconds, respectively.

4.1 Total Update Time

The total update time of storage type resources and the throughput of the non-
storage type resource using the proposed mechanism are measured by varying
α and M on the same environment as the above experiment. Fig. 5 shows the
total update time.
In addition, we investigate the influence of α and M from the changes of

EOPNC. Fig. 6 shows the result. In ethernet, the optimal value of α is 0.2.
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Table 1. Parameters of experiments.

Network media Ethernet Wireless LAN

Speed (bps) 10M 1M

Size of storage type resources (bytes) 1M 50K

Number of storage type resources 40

Requested throughput of a non-storage type resource (bytes/s) 8,000

Initial number of connections 1
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(a) Ethernet (b) Wireless LAN

Fig. 4. Fixed NC vs. Update Time and Throughput.

When the value of α is too small, EOPNC is frequently changed by the jitters
in communication. However, when the value of α is too large, EOPNC is not
changed despite a chance for changing OPNC. The changes of EOPNC are
reduced. The total update time is affected by the value of α more than that of
M. The influence of M is very little at the optimal value of α. The total update
time at the optimal value of α and M is about 67 seconds. This value is near to
the target one (65 seconds).

(a) Ethernet (b) Wireless LAN

Fig. 5. α and M vs. Update Time.
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(a) Ethernet (b) Wireless LAN

Fig. 6. α and M vs. the Changes of EOPNC.

(a) Ethernet (b) Wireless LAN

Fig. 7. α and M vs. Throughput.

In wireless LAN, the total update time is affected by both α and M. The
optimal value of α and M is 0.3 and 5, respectively. The behavior of α is the
same as that of ethernet. The behavior of M is, however, different from that of
ethernet because the influence of the jitters in wireless LAN is very much and
the jitters must be suppressed by both α and M. The total update time at the
optimal value of α and M is about 100 seconds. This value is near to the target
one (97 seconds). The value is 40% less than the value with no margin (α is 0.0
and M is 1).
The total update time at the optimal value of α and M is near to the target

one in both networks.
As the result, in ethernet, the optimal value of α is 0.2 and that of M is 5.

In wireless LAN, the optimal value of α is between 0.2 and 0.3 and that of M
is 5. The values measured by using the proposed mechanism can get on toward
the target values with the optimal value of α and M.

4.2 Throughput of Non-storage Type Resource

We evaluate the throughput of the non-storage type resource in the experiment.
Fig. 7 shows the result. In ethernet, the proposed mechanism can always satisfy
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Fig. 8. Transition EOPNC in Wireless LAN.

the request throughput. In this case, EOPNC is around four. If each connection
is assigned to the bandwidth equally, the throughput of a connection is more
than 75Kbytes per second. This value is too large compared with the request
throughput of the non-storage type resource (8Kbytes per second). In wireless
LAN, when the value of α is large, the request throughput can be satisfied.
However, when the value of α is small, the request throughput cannot be satisfied
because of the influence of changing a connection. In order to investigate the
influence of α, we measure the transition EOPNC. In the experiment, network
media is wireless LAN and the value of M is 5. Fig. 8 shows the result. When the
value of α is optimal (0.3), EOPNC converges at OPNC. Although EOPNC
cannot reach OPNC when the value of α is 0.5, EOPNC is set to stable value
and the value is smaller than OPNC. Therefore, the non-storage type resource
is assigned to the requested throughput. When the value of α is 0.0, EOPNC is
unstable changing and out of OPNC. Therefore, the non-storage type resource
is not assigned request throughput.

5 Conclusion

In this paper, the bandwidth problem between a mobile computer and an ac-
cess point has been discussed, and the information announcement mechanism
has been proposed. The mechanism effectively announces the resources even if a
mobile computer is connected to a narrow bandwidth network. The mechanism
limits traffic of storage type resources in order to announce non-storage type
resources prior to storage type resources. Traffic is controlled by limiting the
number of connections for announcing storage type resources. We have imple-
mented the prototype and evaluated it. In order to optimize α and M which
are parameters of the mechanism, we have analyze the influence of them in two
kinds of networks. By optimizing parameters, the performance of the mechanism
improves. The followings are future works:
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– We construct practical killer applications by using the proposed mechanism.
– Priority Decision Facility (PDF) can be flexible in the policy so that the
system can be adapted to many kinds of clients’ needs.
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Abstract. We advocate the employment of active rule systems for adap-
tive mobile information services. We propose a modular framework and
a mobile rule processing technique with database connectivity. The tech-
nique combines static and dynamic analysis to uncover data access se-
mantics of a rule program which facilitates intelligent caching and pre-
fetching to conserve bandwidth, reduce processing cost, and support dis-
connected operations. We devise a performance model to compare our
approach with traditional approach. Trace-driven simulation successfully
demonstrates the feasibility and performance improvement.

1 Introduction

Mobile computing is characterized by limited resources, low bandwidth, and dy-
namically changing environment[1] which offers a great opportunity for applying
intelligent techniques toward the provision of responsive information services. As
a motivating example, imagine the scenario in which a mobile user on a moving
vehicle is approaching a mountain area where radio signal is expected to be weak
or completely blocked. According to the current traffic condition and also from
the speed and direction of the vehicle, no mobile support station will be available
for the next half an hour. For assisting the user who must finish her work for
an important business meeting, the underlying information system has several
choices. The easiest way is to take no action and run the risk of sudden discon-
nection, unfinished work, and a failed business trip. More preferably, a highly
adaptive system can sense the current situation and take the initiative in prepar-
ing for disconnected operation. Our goal is to develop intelligent techniques for
building responsive and effective mobile information systems. In particular, we
advocate the employment of active rule system for intelligent adaptation.

Rule systems have been successfully used in providing many desirable features
for traditional database systems [13]. The active rule component effectively turns
a passive database into one that can react dynamically to status changes and re-
spond actively with rule inference mechanism. For mobile data management, we
? This work was supported in part by National Science Council under project number
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found the active rule concept to be a powerful tool for intelligent adaptation and
proposed an adaptive mobile information system framework in an earlier paper
[14]. In this paper, we present the underlying rule processing technique which
enables effective rule execution under various resource constraint and operating
conditions. We propose a mobile data management and rule execution strategy
with intelligent caching and prefetching to facilitate seamless information pro-
cessing regardless of the connection status. We devise a performance model to
compare our approach with traditional on-demand approach. Trace-driven sim-
ulation results successfully demonstrate the feasibility of our approach and the
potential for significant performance improvement.

The rest of the paper is organized as follows. Section 2 provides a survey
of related work. Section 3 presents our framework for mobile rule processing.
In Section 4, we introduce the intelligent caching and prefetching technique. A
performance model is introduced in Section 5 to analyze the effectiveness of the
proposed techniques. In Section 6, we discuss a trace-driven simulation method
and the results of various experiments. Section 7 concludes the paper.

2 Related Work

The need for intelligent adaptation is considered essential for mobile data man-
agement [5]. Similar ideas have been discussed under terms like context-aware
[11], application-aware [10], environment-directed [12], and adaptive [3] informa-
tion systems. The decision on when and how to adapt can be made by either the
underlying system (application-transparent adaptation) or the application pro-
grams (application-aware adaptation) [9]. Application-transparent implies that
no change is needed to existing applications which also means no application-
specific feature can be exploited. On the other hand, the performance and flex-
ibility offered by the application-aware adaptation may very well come with
higher complexity and software development cost. Our framework integrates ex-
isting rule system and database systems for intelligent adaptation which offers
the benefits of both application-transparent and application-aware adaptation.

A database system with an integrated rule system is called an active database
system[13]. A rule system is composed of a working memory, a set of rules, and
an inference engine. Working memory is a global space composed of data objects
called working memory elements (WMEs) representing the system state. A rule
is a condition-action pair. The inference engine provides a three-phase cyclic
execution model of condition evaluation, conflict-resolution and action firing. A
rule with a set of WMEs satisfying the conditions is called an instantiation. The
set of all instantiations constitutes the conflict set. Conflict-resolution selects
one instantiation from the conflict set for firing. Firing an instantiation executes
the actions which may add, delete, or modify WMEs in the working memory.
The cycle repeats until no more rule can be fired. Rules in active database
systems are normally enhanced with event triggering capability and known as
event-condition-action rules (ECA rules)[2,7]. An ECA rule is triggered on the
occurrence of certain events. The condition part of the rule is evaluated against
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the current state to determine whether the conditions are satisfied. The action
part of the rule is then executed whenever the conditions are matched.

ECA rules are natural candidate for adaptive mobile information access.
Resource and environment changes can be modeled as events. The condition
evaluation, action firing, and rule inference mechanisms can be used for making
proper adaptation decision. Our main contribution is to provide a framework
and the underlying rule processing techniques for building mobile information
systems that can respond actively to resource and environment changes.

3 A Framework for Adaptive Mobile Information Access

We describe our framework in brief. Readers are referred to [14] for more infor-
mation. As depicted in Figure 1, we proposed the integration of a mobile event
engine, a rule system, and a database system for adaptive information access.
The mobile event engine is to detect status changes and to trigger the rule sys-
tem. In additional to the database and temporal events [13], we suggest the
inclusion of mobility, resource, and environment events. Whenever the status of
a mobility variable (location, speed, etc.), a resource or an environment variable
has changed to a critical level, a corresponding event occurs. Such changes are
detected by the event detector and treated as primitive events which can be com-
bined to form composite events. The event delivery module transforms the events
into event elements which are in the same format as WMEs of the rule system.
In this way, the event engine can be easily integrated with the rule system.

Primitive/
Composite
Events

Database
InterfaceMemory

Working

Inference
Engine

Rule
Base

Elements
Tuple

Elements
Event

DBMS

Events
Database

Mobility
Events

Resource
Events

Evironment
Events
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Event

Delivery
Event

Tables
Tuples/

Rule SystemMobile Event Engine

Database
System

DB
Cache

Fig. 1. A Modular Framework for Building Adaptive Mobile Information Sys-
tems

The database interface integrates rule and database systems. Tuples from the
database are converted into tuple elements for the rule system. Data generated
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within the rule system can be saved into database. By conforming to standard,
the interface can interact with multiple and heterogeneous databases.

In this paper, we focus on the mobile rule processing technique which is
designed based on the following observations:

– Most rule programs execute in phases. During each phase, only a small subset
of the rules are active. These rules exhibit strong data access locality that
can be determined by examining the condition part of the rules.

– It is common to use a goal element to control phase execution. All rules of
the same phase match the same goal element. Phase changing rules are used
to update the goal elements for switching between phases.

– The execution of a rule results in small changes to the database. An active
rule which is not selected for firing in the current cycle is likely to remain
valid in the next cycle since most data remain unchanged. Therefore, it is
beneficial to keep the data available through caching.

Our framework is organized as an integration of static and dynamic analysis for
prefetching and caching as depicted in Figure 2. The phase execution behavior
and strong locality of data access suggest a strategy that prefetch and cache data
according to the phase execution semantics. Static analysis can uncover the phase
structure and partition the rules into clusters. The purpose is to group together
rules with similar data access pattern. The data accessed by the rules in a cluster
can be determined by analyzing the condition part of these rules. The result of
the static analysis is the rule clusters and a set of view definitions corresponding
to the data accessed by each cluster. These information are used by the cache
manager to determine when and what data to prefetch and retain in the cache.
Dynamic analysis is to monitor rule execution and to adjust prefetching and
caching policy if necessary. User profiles are used whenever applicable to improve
the effectiveness of the prefetching and caching decisions. Details of our technique
will be presented in the next section.

4 Predictive Caching and Prefetching

Phase structure analysis described above can be done by grouping together all
rules that match the same goal element or by using data dependency graph [4]
and clustering techniques [6]. The set of view definitions extracted for a rule
cluster is formulated to include all data that can possibly be accessed by any
rule in the cluster. User profile is applied to limit the scope and range.

We apply the technique on the following rules. Continuing with the example
in Section 1, the mobile user is about to report her reorganization plan to the
CEO at the headquarter. For an unexpected last minute change, part of the
proposal must be modified along the way. Reorganization planning strategy is
determined based on bandwidth. In normal condition, a detail planning can be
taken. In case that the bandwidth falls and the time remaining is short, a simple
salary cut strategy is adopted. We also assume that the manager has an authority
level to examine employee records with salary lower than 100,000 dollars.
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Fig. 2. Integration of Static and Dynamic Analysis for Mobile Rule Processing

rule Strategy_Selection {
// A phase changing rule to select a simple strategy if the
// available bandwidth is low and the time remaining is short.
on (bandwidth < 1 Mbps) AND (time_remain < 30 minutes)
if (g:Goal) // a goal element exist
then

g.current_goal = ADJUST_SALARY }

rule Salary_Cut {
// Cut 10% off the salary of high-paid employee (salary > 80000)
// for department with negative earnings.
if (g:Goal:: g.current_goal == ADJUST_SALARY)

(d:Department:: d.earnings < 0)
(e:Employee:: e.department == d.name & e.salary > 80000)

then
e.salary = e.salary - e.salary/10 }

rule Salary_Raise {
// Raise 10% the salary of low-paid employee (salary < 10000)
// for department with earnings > one million.
if (g:Goal:: g.current_goal == ADJUST_SALARY)

(d:Department:: d.earnings > 1000000)
(e:Employee:: e.department == d.name & e.salary < 10000)

then
e.salary = e.salary + e.salary/10 }
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During the phase structure analysis, all ADJUST_SALARY rules will be grouped
together into the same partition. The data requirement can be extracted from
the test conditions and represented by the following view definitions.

SELECT *
FROM Department
WHERE earnings < 0 OR earnings > 1000000

SELECT *
FROM Employee
WHERE salary > 80000 OR salary < 10000

A closer look at the rules reveals the disjointness of the test conditions which
separates the rules into two clusters. The view definitions becomes

SELECT *
FROM Department
WHERE earnings < 0

SELECT *
FROM Employee
WHERE salary > 80000

for the first cluster consisting of the Salary_Cut rule, and similarly for the
second cluster consisting of the Salary_Raise rule. The range of data can be
further constrained by considering the manager’s authority level:

SELECT *
FROM Employee
WHERE salary > 80000 AND salary < 100000

Only the data in the views are needed for the rule cluster to execute properly
which significantly reduces the volume of data transfer and conserves valuable
bandwidth. We now describe our mobile rule execution strategy.

– Apply static analysis to partition the rules and extract view definitions.
– Upon execution of a phase, prefetch all views of that phase in one connection.
– Log all updates. At the end of a phase, send the net updates back to the

remote database in one connection.
– Upon disconnection, simply use the data in the cache to proceed normally.

As long as all views have been cached, the execution remains valid.

Intuitively, our approach improves latency by keeping currently used and
to be used data nearby. Bandwidth is conserved by loading only the necessary
views. Disconnected operations are supported by prefetching and caching data
for the current and subsequent phases. In later sections we will demonstrate that
this simple approach can result in significant saving in rule execution cost.
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5 Performance Model and Comparison

We devise a performance model and compare our approach with traditional
approach which accesses data on-demand. We assume that each request results in
a single unit of data access. The model is described by the following parameters:

Cc Cost for setting up a connection.
Ct Unit cost of data transmission.
Cio Unit I/O cost.
Rp Cache hit ratio (with prefetching).
Rnp Cache hit ratio (w/o prefetching).
T Total number of data requests.
Vp Total units of prefetched data.
H The additional hits results from the prefetching of Vp (i.e. T ∗(Rp−Rnp).

A cache hit can be satisfied locally. A cache miss incurs the cost of connection
setup, remote access, and data transfer. The total cost for the approach with
and without prefetching (Ep and Enp) can be modeled as:

Enp = T ∗ Rnp ∗ Cio + T ∗ (1 − Rnp) ∗ (Cc + 2Cio + Ct)
Ep = (Cc + (2Cio + Ct) ∗ Vp)+

T ∗ Rp ∗ Cio + T ∗ (1 − Rp) ∗ (Cc + 2Cio + Ct)

where the first item of Ep is the cost of prefetching. For the new approach to
be effective, we must have Enp − Ep > 0. By simple algebraic manipulation, we
obtain the relationship between Enp and Ep as follows.

Enp − Ep = (H − 1)Cc + (H − 2Vp)Cio + (H − Vp)Ct

This can be depicted in Figure 3 which shows the desired level of accuracy in
prefetching. Region A (H > 2Vp) represents the case when prefetching will defi-
nitely have an advantage. Region B (2Vp > H > Vp) stands for the situation that
prefetching does not guarantee but highly likely to provide better performance.
This is because Ct � Cio in mobile environment. If Cio can be safely ignored,
then prefetching is beneficial in both region A and B. It is not cost worthy in
region C, which means when the additional hits is smaller than the prefetched
units (H < Vp), the overhead prevails. Regions D, E, and F are cases when none
of the data prefetched is actually used which are very unlikely.

6 Performance Evaluation

We have devised a trace-driven simulation method as depicted in Figure 4. The
CLIPS rule system [8] was used to generate the execution trace. The test pro-
grams are scalable rule programs that access databases of arbitrary size gen-
erated by a data generator. The trace files are produced by running the rule
programs on CLIPS over databases of increasing size. Each trace file contains
the detail record of every single rule firing and the data accessed by that rule.
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Fig. 3. Effectiveness of prefetching vs. no prefetching

Static analysis is applied to produce the rule clusters and view definitions. The
simulation program takes a trace file, the rule clusters and view definitions as
input and produces detail figures of the execution cost under various settings.
Given a set of parameters such as the cache size, Cc, Ct, Cio, and the replace-
ment policy, the simulation program parses the trace file and performs a pseudo
execution of the rule program to accumulate all relevant costs. We are interested
in connection setup, I/O, and transmission cost. The connection cost is impor-
tant since each connection consumes valuable power and bandwidth. I/O and
transmission cost reduction improves response time and saves energy as well.

Data Generator

?
Data Base Rule Program User Profile

R 	 R 	
CLIPS Static Analysis

	 	 R
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j ? �
Simulation Program

?
Simulation Result

Fig. 4. Simulation Method

Figure 5, 6, and 7 present the comparison between on-demand approach and
our scheme with small(160), median(2560), and large(40960) disk cache units.
Our approach is superior in all three dimensions. Take Figure 5 as an example,
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our approach incurs much lower connection cost. This is because we need only one
connection to prefetch all data required in a particular phase. When the cache
is large enough(to hold the largest view), the number of connections required is
exactly the number of phase changes during the program execution.

Fig. 5. Connection cost comparison

Fig. 6. Transmission cost comparison

7 Conclusions and Future Work

We presented a framework and techniques for building adaptive mobile informa-
tion systems. The techniques employs semantic analysis to predict future data
requirement. Significant cost saving can be achieved if the data is prefetched
and cached at the right time. Locally cached data also facilitate disconnected
operations. To complete the design, a mobile event engine is necessary. We are
working on the event subsystem as well as its integration with other modules.
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Fig. 7. I/O cost comparison
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Abstract. This paper proposes a feedback based rate control mecha-
nism to achieve both smooth traffic and the high presentation quality
of encoded video. We observed that the aggregated required bandwidth
of fluctuating consumption rate may be zero in time scale longer than
negotiated at session establishment. We use such a notion in controlling
rate. In our mechanism, optimism is found in that we do not make im-
mediate response to high consumption rate. Traffic would not need to
be changed by feedback if total aggregated bandwidth until next ser-
vice round is smaller than the amount of resources negotiated at channel
establishment. We show that rate control based on such an optimism
guarantees acceptable QoS compared to previous mechanisms.

1 Introduction

Rate control for multimedia communication with encoded video should consider
two conflicting goals: high presentation quality, smooth traffic[1,2,3,4,5]. Since
these goals has tradeoff relationship, high intelligence needs to be assisted.

Recent trends to achieve smooth traffic of encoded video is to characterize
the traffic during more than two intervals. It is based on the fact that aggre-
gating actual bandwidths during several intervals might be smaller than aver-
age bandwidth negotiated at channel establishment. RED−VBR(REnegotiation
Deterministic-VBR)[3] implements such a notion by building set of (bandwidth,
interval) pairs before networking. These informations are computed in advance
of service by scanning streams. Adjusting dynamically the pairs in service time
depending on the burstiness was developed[4,5]. To service video stored in disks,
Salehi proposed an rate control mechanism considering the resource in client
node[2].

The shortcoming of these techniques is to bound actual bandwidth of video to
be within supportable bandwidth candidates. Therefore, it is unavoidable to send
feedback to control production rate or to degrade the presentation quality if the
actual bandwidth would be greater than one supportable. Salehi’s approach[2]
assumes that sender has information of client resource, hence, it is not proper
to usual network environment.

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 156–165, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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In this paper, we propose a rate control mechanism based on feedback, which
optimistically deals with fluctuating consumption rate. The fundamental idea is
similar to RED−VBR series approaches[3,4,5]. However, we expect no packet
loss even if actual bandwidth exceeds the bound of current service round, s-
ince aggregated bandwidth at next rounds coule be within the bound. Such a
notion leads us to make a conclusion that we do not need to promptly send
feedback message even after the detection of rate fluctuation. Optimistic rate
control mechanism insensitively reacts to fluctuating rate compared to previous
mechanisms. By doing it, the production rate of source is not changed and traffic
is kept being rather static than the previous mechanisms. It offers us with the
smooth traffic, and does not hurt visual quality. We implemented our method in-
to practical transport layer for multimedia networking, MuSCLE ( Multimedia
Stream Communication Layer Enhancement) by modifying Linux kernel. It is
optimized for multimedia networking purpose.

The balance of this paper is organized as follows. Section 2 describes the flow
model of feedback-based rate control, and simply introduces the basic idea of
our mechanism1 Section 3 describes our mechanism, optimistic rate control, and
then its performance is analyzed in section 4. We make a conclusion in section
5.

2 Flow Specification and Basic Idea

Flow is characterized by the number of packet in sink buffer(a buffer at sink
node) at the t-th service round , and it is denoted as follows:

St =
t∑

k=1

ρk × γ + Pp, (|ρx| < Rb, x = 1, 2, . . . , t) (1)

Both source and sink are activated each service round, γ. The number of
packet in sink buffer at the t-th round is computed by ρt ×γ. ρt is the difference
between production rate of packet(P t

r) and consumption rate at sink(Ct
r). If

P t
r > Ct

r at the t-th round, ρt is positive. Otherwise, ρt is negative. P 0
r is same

to Rb. Sink is aware of Rb at channel establishment as average bandwidth. Pp

indicates the number of packet prefilled in sink buffer to avoid buffer underflow
from the start.

Fluctuation is detected by the coverage of St in sink buffer. Sink buffer has
a pair of threshold denoted as { Lb , Hb }. The size of the sink buffer is denoted
as Bs. Lb is a lower bound and Hb a higher bound respectively. If St ∈ [Lb, Hb],
flow is stable. However, If St ∈ [0, Lb), buffer may be underflowed at the (t + 1)-
th round. St ∈ (Hb, Bs] may cause buffer overflow. Feedback message is sent in
order to prevent these two situations. P t+1

r , Ct
r and λt can be defined as follows:

Ct
r = Rb + ρt, (|ρt| < Rb) (2)

1 In this paper, we use term ’RED−VBR’ as representative mechanisms with strict
bound checking.
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P t+1
r = min(max(Rb + λt, 0),

At+1

γ
, Lmax) (3)

λt = f(ρt, St, Lb, Hb, Bs) (4)

At is the number of packet in source buffer at the t-th round and Lmax is the
link capacity. Function f in Eq. (4) is employed in sink node. It decides whether
λt should be sent or not. Arguments in f is QoS parameters. Source has a flow
regulator composed of min, max operators in Eq. (3). St can be broken down
into a series of pairs ( S(start,end) , λend ) as follows:

St = (S(1,k+1), λk+1) + (S(k+2,v), λv) + . . . , (S(s,e) =
e∑

k=s

ρk × γ) (5)

For more simplicity, there is no overlapping between P t+1
r and λt at any t-th

round. Under such a flow model, Eq. (6) formalizes our idea.

((
S(t,t+k) < 0 ∧ S(t+k+1,t+p) > 0

) ∨ (
S(t,t+k) > 0 ∧ S(t+k+1,t+p) < 0

)) ≈ 0 (6)

The signs of both S(t,t+k) and S(t+k+1,t+p) contribute to Eq. (6) since these
have different signs each other. If there is no packet loss in St+k ∈ [0, Lb), we do
not send λt+k. We predict S(t+k+1,t+p) > 0 from next service round. We refer to
it as the self-stability of flow. If S(t+k+1,t+p) < 0, the discontinuity of screen will
appear, that is, presentation quality will suffer. Meanwhile, if S(t+k+1,t+p) > 0,
traffic is kept being smooth without λt+k, further the degradation of presentation
quality does not exist.

3 Optimistic Rate Control

This section addresses optimistic rate control mechanism, and compares it with
RED−VBR mechanism, most recently proposed strategy to meet QoS require-
ment of encoded video.

3.1 Qos Parameter

Optimistic rate control predicts ρt+1 with a different sign from ρt’s. Such a
prediction might incur either packet loss or screen glitches if the signs of both
ρt and ρt+1 are identical. It is necessary to bound the loss rate given by user.
QoS parameters required for optimism are ρe

max(t+1)(future maximum required
bandwidth ), τ(maximum loss rate). In this paper, we define these two QoS
parameters respectively as follows:

ρe
max(t+1) =

Rb

2RHO
, τ =

ρe
max(t+1)

2TAU
(7)

By specifying RHO and TAU , we can control the degree of QoS. Also, we
limit the maximum number of prediction of self-stability with MXC, which is
refered to as maximum prediction bound.
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3.2 Buffer Organization and Algorithm

To guarantee that packet loss is preserved under τ×γ, we use one more thresholds
in the buffer, usually it is known to be a bounds. The threshold is placed as
far as (ρe

max(t+1) − τ) × γ from Hb and Lb. Buffer orgnization is illustrated in
Figure 1 compared to RED−VBR.

HL

HL L
ba ba bb

H

b b
p p

(A)

(B)

β

α

β

L αLαHαH

Fig. 1. Buffer organizations in both mechanisms((A):RED−VBR,(B):optimistic
rate control)

Two thresholds in optimistic rate control are denoted as: Dl = {Lb, Hb}, Dh =
{Lba, Hba}. We denote the threshold of RED−VBR mechanism as Dp = {Lp

b , H
p
b }

in this paper. The inclusion property of three thresholds are Dh < Dp < Dl.
Initially, |β| in Figure 1 is ρe

max(t+1). β is adjusted according to ρt at run time[4].
In contrast, optimistic rate control does not change thresholds, Dl, Dh. |αL| is
ρe

max(t+1) − τ × γ, and |αH |, ρe
max(t+1). Buffer can be divided into three areas

by Dl,Dh in optimistic rate control: safe, warning , emergent. Safe area cor-
responds to [Lba, Hba], and warning area either [Lb, Lba) or (Hba, Hb]. Emergent
area is either [0, Lb) or (Hb, Bs]. When St is in the warning area, optimistic rate
control predicts St+1 will be the safe area. In contrast, RED−VBR immediately
sends λt in either St > Hp

b or St < Lp
b .

λRV
t describes the amount of extra bandwidth required to make St+1 =

(Lp
b +Hp

b )/2, while, λOR
t in optimistic rate control algorithm requests the amount

of bandwidth to make either St+1 = Lba or St+1 = Hba. It is the warning area.
Optimistic rate control predict a move into the safe area to be accomplished by
the self-stability of flow.

Figure 2 illustrates the algorithm for optimistic rate control. The algorithm
corresponds to function f in Eq. (4). E in Figure 2 is a variable to count how
many service rounds we have waited for the self-stability of flow. packet lost()
tests whether any packet had been lost before or not. It returns 1 when any
packet had been lost. Otherwise, 0 is returned
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switch S { 

  case warning :
       if( packet_lost() ){
(1)          send feedback;
(2)          E = 0;
       }else
       if( E == MXC ){
(3)          send feedback;
(4)          E = 0;
       }
       E = E + 1;
       break;

  case emergent :
(5)    send feedback;
(6)    E = 0;
       break;

}  

k

Fig. 2. Optimistic rate control algorithm

3.3 Critics

Overlapping buffer organizations in Figure 1 generates four sub-areas by Dh,Dp

and Dl. In case of the high end of the buffer, the areas are denoted as A(< Hba),
B(> Hba∧ < Hp

b ), C(> Hp
b ∧ < Hb), D(> Hb ∧ 0). B area is not recognized in

RED−VBR, in contrast, optimistic rate control predicts the self-stability of flow
if St ∈ B.

We use pjM (x) to denote the probability of packet loss in x area, and use
psM (x) to denote the probability of St ∈ x. Here, M is either ’O’ or ’V ’ to indi-
cate optimistic rate control mechanism and RED−VBR respectively. Probability
that lines (1),(2) in Figure 2 are executed is denoted as p(MXC) and defined in
Eq. (8).

p(MXC) =≈ 1
MXC − 1

× (1 − pjO(B, C))MXC−1 × pjO(B, C) (8)

(pjO
1 (B, C) = pjO

2 (B, C) = ... = pjO
x (B, C))

p(MXC) represents how well we can exploit the self-stability of flow by
optimistic rate control. In other words, it is probabilty that packet lost() function
returns 1 in Figure 2. Figure 3 illustrates the possibile pattern of flow according
to p(MXC). (B) in Figure 3, (p(MXC) ≈ 0), implies that optimistic rate control
rarely send λt compared to RED−VBR. (A) in Figure 3 shows that more λts
are sent in optimistic rate control, however, the burstiness of production rate is
less than that of RED−VBR. In respect of the smoothness of traffic, optimistic
rate control is superior to RED−VBR as shown in Figure 3. Packet loss might
be severe in optimistic rate control in the case of (A) in Figure 3 compared to
RED−VBR.
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source sink source sink

source sink source sink

(A)P(MXC) approximates 1.     

(B)P(MXC) approximates 0.     

RED-VBR optimistic rate control

Fig. 3. Possible patterns of flow in accordance woth p(MXC) (Boxes on arrow
indicates packet)

psO(B, C) is proportional to pjO(B, C), since λOR
t causes St+1 ∈ [B, C].

Higher pjO(B, C), more λt is sent. psO(B, C) increases with λt, meanwhile,
psV (B) ∝ 1

pjV (B)
is ensured between pjV (B) and psV (B), since λt causes St+1 ∈

A. Higher pjV (B), less λRV
t is sent.

4 Performance Evaluation

This section describes the experimental environment and then shows the results
of performance evaluation.

4.1 Environment

Linux operating systems were installed into two separate IBM PCs with both
Pentium 120MHz MMX and 32 Mbytes main memory. MuSCLE was imple-
mented in both systems. User gives MuSCLE QoS parameters Rb, TAU , RHO,
MXC. 100 Mbps hub was used to bridge two PCs, and 10/100 Mbps Intel Eter-
net ExpressPro was used as network card. 4 clients/servers are spwaned. They
communicate via MuSCLE.

We obtained the trace of GOP size from a practical Holliwood movie, Robo-
cop. It was encoded in 15 frames per GOP, and all processes in Figure 4 are
assumed to send/receive data as much as the size of each GOP. 4 clients con-
sume data as much as recorded in the trace per 0.5 second, while, servers try
to send data at the rate of 150Kbytes/sec. Exhaustively investigating about Rb,
we found it that the largest of number of self-stability of flow could be exploited
when we used 150 Mbits/sec. Used QoS parameters are as follows: MXC =
4,6,8, RHO = 1,2,3, TAU = 0.01,0.05,0.1,0.15,0.2.

MuSCLE sends about 40 Kbytes data every 250 milliseconds for Rb =150
Kbytes/sec. It can be increased up to 60 Kbytes maximally, while can be shrinked
down 0 Kbytes according to λt.
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4.2 p(MXC), Feedbacks and Packet Loss

The performance of optimistic rate control is subject to p(MXC). When p(MXC)
is close to 0, optimistic rate control shows better performance rather than
RED−VBR. Figure 4 shows the variation of 1 − p(MXC) in accordance with
RHO.
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Fig. 4. 1 − p(MXC) depending on RHO,(MXC = 4)

The number of feedback message varies according to p(MXC) as Figure 3
depicts. Figure 5 shows the variation of feedback messages according to QoS
parameters. When pjO(B, C) is 0.1, Eq. (8) produces 0.9 approximately. A line
in the upper portion of Figure 4 corresponds to pjO(B, C) ≈ 0.1. However, the
rest is not be calculated through Eq. (8) assuming that all pjO(B, C)s are same
at any t-th service round. If a set of four pjO(B, C)s is (0.2,0.2,0.9,1), Eq. (8)
generates about 0.56, and it is illustrated in the second highest line in Figure
4. (0.2,0.2,0.9,1) means that packet loss happens when E counter in Figure 2
reaches 4. If we set RHO = 3, the required bandwidth had been quitely under-
estimated. Therefore, the inclusion property of thresholds ,Dl > Dp > Dh, does
not persist. On the contrary, Dp > Dl > Dh,(e.g., Hp

b < Hba < Hb) continues
for all sessions. Even though RED−VBR mechanism sends λt, St is recognized
to be within the safe area in optimistic rate control algorithm. Henceforth, lines
(1),(2),(3) and (4) will not be executed in the algorithm depicted in Figure 2.
Both pjO

1 (B, C) and pjO
2 (B, C) are 0.

Through Figure 5, we can know that a flow would like to be pattern (A) in
Figure 3 at RHO = 3. Meanwhile, pattern (B) in Figure 3 will be shown at
both RHO = 1 and RHO = 2. Figure 5 shows the number of feedback message
according to RHO. In the case of RHO = 3, we can find more feedbacks in
optimistic rate control rather than RED−VBR.

Figure 6 illustrates how many bytes were lost per a packet in average. It
implies that how many resources needs for seamless networking and how many
bandwidth are more needed to lossless service.

As addressed above, more packet loss is shown at RHO = 3. At RHO = 2,
only a few bytes are lost smaller than RED−VBR.
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4.3 Traffic and Required Bandwidth

Traffic consists of two sorts of packets which one is affected by feedback and the
other is not. Eq. (9) produces the average traffic in both mechanisms.

Traff = Rb × (K − F ) + (Fm + PR) × F (9)

K indicates the total number of service round composing a session. F is the
number of feedback in whole session, while, Fm is the size of feedback message.
Henceforth, Rb × (K −F ) is to calculate the amount of data which had not been
affected by feedback. (Fm +PR)×F indicates the number of packets which had
been affected by feedback.

Figure 7(A) represents how many packets are sent by MuSCLE in both mech-
anisms:optimistic rate control, RED−VBR. Figure 7(B) illustrates how much
bandwidth should be needed in these mechanisms. Required bandwidth is the
amount of bandwidth needed to support optimal presentation quality of video.
It is computed base on an assumption that packet loss is evenly distributed in
whole GOPs composing the video. The bandwidth can be calculated by Eq. (10).

RB = Traff + LR (10)
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Fig. 7. (A):traffic , (B):required bandwidth for optimal presentation quality

Traff indicates the traffic computed from Eq. (9), and LR is the result
from Figure 7(B). Both RBOR and RBRV shown in Figure 7(A). We can know
that more bandwidth is required when we use optimistic rate control mechanism
at RHO = 3 by packet loss. Optimistic rate control needs less bandwidth to
support the optimal quality of VBR video rather than RED−VBR.

4.4 Smoothness

Smooth traffic can be evaluated by the fluctuation of production rate. It is
depicted in Figure 8.
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Fig. 8. Smoothness (TAU=0.1)

Figure 8 is generated by Eq. (11). RBx
act is an actual bandwidth computed

by production rate at the x-th round, and RBopt is the value plotted in Figure
7(B). The difference between them produces the degree of fluctuation. K means
by the total number of service round.

1
K

× (
K∑

x=1

(|RBx
act − RBopt|) × γ) (11)
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We can intuitively predict such a smooth traffic from Figure 3. Even though
feedback message request small amount of bandwidth variation, the amount of
traffic changed is small rather than RED−VBR.

5 Conclusion and Future Works

We propose a rate control mechanism to support optimal quality of video with-
out modifying encoding method. It is meaningful in that traffic is made smooth
without any special modification of media structure. Second, the small amount
of bandwidth can also be saved by optimistic rate control. Hundreds of thou-
sands of connections are usually outstanding in the Internet, hence, such a small
difference might propage up into remarkable upgrade. Third, optimistic rate con-
trol mechanism is supported via MuSCLE, a transport layer for multimedia data
including VBR encoded video.

The current version of optimistic rate control mechanism statically deals
with thresholds of buffer to signal the state of flow. Adjusting the thresholds
to the variation of flow is needed for better adaptivity to practical multimedia
networking environment. Also, we should negotiate the average encoding rate of
video data which can take full advantage of the self-stability of flow.
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Abstract. Many mobile environments require optimistic replication for
improved performance and reliability. Peer-to-peer replication strategies
provide advantages over traditional client-server models by enabling any-
to-any communication. These advantages are especially useful in mobile
environments, when communicating with close peers can be cheaper than
communicating with a distant server. However, most peer solutions re-
quire that all replicas store the entire replication unit. Such strategies
are inefficient and expensive, forcing users to store unneeded data and
to spend scarce resources maintaining consistency on that data.
We have developed a set of algorithms and controls that implement selec-
tive replication, the ability to independently replicate individual portions
of the large replication unit. We present a description of the algorithms
and their implementation, as well as a performance analysis. We argue
that these methods permit the practical use of peer optimistic replica-
tion.

1 Introduction

Mobile computers frequently experience variable, sporadic, unpredictable, or
weak connectivity. Optimistic replication is one well-known method of providing
high quality data access in the face of such network conditions [3,4,7,12,14].
Replication improves performance and reliability by creating multiple copies of
important data; optimism allows replicas to be independently updated.

There are two models of optimistic replication. In the peer-to-peer (or sim-
ply peer) model, all replicas are equals, allowing any replica to communicate
with any other. Any-to-any communication is important in mobile situations,
when a group of laptops is well-connected within itself but weakly connected or
disconnected from distant servers. Additionally, when traveling long distances,
often communication with a local partner is easier, more efficient, and more cost
effective than synchronization over long-distance links. Finally, any-to-any com-
munication provides advantages for environments where the network topology
is variable or unpredictable: replicas are allowed to communicate, exchange up-
dates, and synchronize with whoever is available, rather than waiting for specific
servers to become accessible.
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However, client-server models have traditionally provided superior replica-
tion control. Whereas all peers typically store the same set of data, clients in
the client-server model can store any subset of the server’s data. This flexibility
permits clients with less power and storage capacity than servers to still replicate
data: clients simply select the desired data set and ignore the remainder of the
server’s data. Clients can therefore replicate very efficiently as they reduce disk
space by storing only the relevant data, communication load by only transferring
relevant data, and computational load by only maintaining consistency on the
data being used.

Our goal is to combine the replication control of the client-server model with
the rich information-exchange capability of the peer model. We call our solution
selective replication. In the volume scenario,1 we allow individual files from the
volume to be replicated independently. Each volume replica stores just the files
from the volume that it deems important. Incorporating selective replication
control into the peer model required extensive algorithmic modifications, but
we discovered that the flexibility could be added with little or no negative im-
pact, and with substantial benefit. Our solution has been implemented in three
replication systems, Ficus [7], Rumor [2], and Roam [9], and is the basis for
hoarding systems such as Seer [5]. The remainder of the paper will discuss the
work in the context of Roam, as that is the most advanced of the three systems.

2 Optimistic Replication

The guiding principle of optimistic replication is that all accessible replicas
should be available for full use, including update. Even isolated or partitioned
users can generate updates, which is required for mobile computing. However,
partitioned updates implies allowing concurrent updates and resulting conflicts,
so optimistic schemes must reliably detect these conflicts after the fact. Once
detected, conflict resolution must occur before normal file activity on conflicted
files resumes. Experience with optimistic replication has shown that conflicts are
rare and often automatically resolvable [11].

Roam [9] provides optimistic replication with peer-based, file-level selective
replication. Any file within the volume can physically reside at an arbitrary set
of the volume replicas. File replicas can be dynamically added or deleted at any
time. Roam is implemented entirely at the user level, and currently runs on
Linux and FreeBSD. Roam uses a multi-level clustering technique capable of
providing hundreds to thousands of peer-based replicas.

Roam maintains data consistency with a periodic synchronization process
called reconciliation. Reconciliation is a pairwise process between two replicas:
a target replica synchronizes with a source by “pulling” the necessary data and
status for shared files. When completed, the target knows all information known
at the source. Scalability in Roam is achieved, in part, by “clustering” the rec-
onciliation process.
1 A volume is smaller than a file system but larger than a directory. For example, a

user’s home directory and all sub-directories might constitute a volume.
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All replicas need not be mutually accessible, but they must form a connect-
ed graph. As replicas independently communicate with each other, information
is distributed and gossiped to all participants. The particular communication
patterns among replicas form the reconciliation topology.

Updates are tracked using version vectors [8], which is a vector of counters,
with one counter per replica. Each counter i tracks the total number of known
updates generated by replica Ri. Each replica independently maintains its own
version vector for each replicated file; comparing two version vectors compares
the update histories of the corresponding file replicas.

Part of maintaining consistency is performing garbage collection—the deal-
location of resources held by unnamed file system objects [1]. While a rel-
atively simple process in a centralized system, dynamic naming and poten-
tially long-term communication barriers make garbage collection more diffi-
cult in partially replicated, distributed systems. Roam uses a fully distribut-
ed, two-phase, coordinator-free algorithm to ensure proper distributed garbage
collection. Roam additionally interlaces this proven-correct algorithm with data-
removing optimizations to free disk space and remove user data in the optimal
time possible.

3 Selective Replication Design

Instead of a purely file-granularity design, we maintain the volume as a large-
granularity abstraction and permit fine-grain file replication within each volume.
Volumes provide several benefits, even if replication is required at a finer gran-
ularity, including integrity boundaries, locality and performance benefits, and
assistance in naming.

But since we require the flexibility of fine-grain replication within the large-
grain volume, we therefore provide the ability to selectively replicate individual
files within the volume. Partial volume replicas only maintain the data structures
and replica information for the selected portion of the volume that they store.
Figure 1 depicts a partial volume replica example.

Personal

Mail

Reports

talk.tex

prog.c

Src

CurrentOld Misc

~professor

Fig. 1. A partial volume replica. Files listed in bold are stored locally; the others
are not.
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3.1 Maintaining Replication Information

Sites must determine which files are stored at which replicas to maintain data
consistency. Many different solutions are possible. Centralized schemes and repli-
cated schemes based on conservative protocols place undesirable restrictions on
when replication factors can change. Therefore, we implemented an optimistic
strategy for the maintenance of replication information.

Each replica maintains a status vector for each locally stored file. The status
vector consists of N elements, where N is the number of volume replicas. Each
element is a storage status value indicating what information the corresponding
volume replica stores about the file.

The two most user-visible status element values (data and nothing) indicate
whether a file’s contents are stored at the particular volume replica. Each storage
site records its view of where copies of the file reside, and sites that don’t store
the file (volume replica 2) have no storage overhead. Status vectors are only
locally maintained for locally stored files.

Since status vectors are independently and optimistically maintained struc-
tures, changes to replication status while partitioned can generate inconsisten-
cies, resulting in conflicting status vectors. For example, volume replica 1 could
contain the tuple {2, data} in its status vector while volume replica 3 has the
tuple {2, nothing}, resulting in a conflict. For flexibility, we permit any site to
order dropping of a replica on any other site, so a site’s own status vector is not
necessarily correct even for itself.

Conflicting status vectors are resolved by applying a version vector approach
to the status vector. Each element is implemented as a monotonically increasing
counter, like the version vector. A simple function maps integers to the set of
status values; with this approach, two status values can be compared using the
standard integer “greater-than” function. Conflicting status vectors can always
be automatically resolved by performing a pairwise comparison of status values
and selecting the larger one in each case.

3.2 Local Data Availability

The set of all locally stored files at a given volume replica forms a forest of
trees. If the forest is permitted to be disconnected, communication with another
volume replica would be required to traverse through the intermediate, locally
unstored directories that logically connect the disconnected trees. During periods
of network partition or disconnection, locally stored data would no longer be
available, forcing users to pay close attention to the physical mapping of the
tree structure onto the set of volume replicas.

To ensure local availability, we automatically enforce full backstoring. Each lo-
cally stored file must have its parent directory stored locally as well (the invariant
does not apply across volume boundaries). Figure 2 illustrates full backstoring
as applied to the partial volume replica from Figure 1.

A common alternate solution employs “prefix pointers” [17], a second direc-
tory structure used to connect the user’s disconnected namespace. While prefix-
pointer solutions avoid storing intermediate directories, they must maintain an



Peer Replication with Selective Control 173

Personal

Mail

Reports

talk.tex

prog.c

Src

CurrentOld Misc

~professor

Fig. 2. Full backstoring as applied to the partial volume replica from Figure 1.
To store the talk.tex and Mail files, the intermediate directories must be stored
as well. Shaded subtrees are not stored locally.

independent directory structure and integrate it into the user’s namespace. Full
backstoring avoids the complexity of dual directory structures, and is therefore
simpler to implement. Since directories are typically much smaller than files, full
backstoring consumes only a small percentage of the available disk space.

Unix hard links pose problems for full backstoring. Given one file name,
it is difficult to find all hard links to the same file without scanning all volume
replicas. Therefore, we only guarantee the full backstoring of one link; additional
paths can be stored at the user’s request using the replication tools discussed
in Section 3.3. However, the problem is not serious in practice, because hard
links are rare, and many non-Unix systems do not even support them. Symbolic
links, which are far more common, cause no problems for full backstoring.

3.3 Replication Controls

A volume-based replication service has a single policy for file creation—all files
are replicated at all volume replicas. The only necessary controls are those that
create, add, or delete volume replicas. Since these actions are relatively rare,
simple administratively oriented solutions suffice. Robust selective replication
implies multiple policies for file creation. Furthermore, users’ desires and data
demand patterns change, requiring dynamic addition and deletion of file replicas.

Both novices and sophisticated users need reasonable default replication poli-
cies. By default, we store new files wherever the parent directory resides, which
has proven a reasonable approach. However, since volume roots are always ful-
ly replicated, their children, both directories and files, would be created fully
replicated as well. Therefore, we provide user-specified replication masks on a
per-directory basis, allowing users fine control of replication.

Users may also need to dynamically change the replication factors of indi-
vidual files; that is, delete and add file replicas. These actions can occur locally
or remotely on another replica’s behalf.

Replica deletions should only affect storage locations, not the file’s existence
or physical data. However, data can be inadvertently lost when the replica being
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deleted contains the most recent version. To guard against data loss, another
replica should synchronize the file with the replica being deleted. Reverse recon-
ciliation is not always possible, however, as network partitions can make other
replicas temporarily inaccessible. We allow users to bypass reverse reconciliation
when necessary, although it is an unsafe operation.

Replica deletion at one site is indistinguishable from new object creation at
another. Guy [1] describes a solution for resolving the create/delete ambiguity,
which we adopt. We keep a temporary record of the action and executes a dis-
tributed algorithm to guarantee both that all replicas learn of the action and
that the record is eventually removed. For this purpose, the temporary record
is a new state, dropping. All data-storing replicas participate in a distributed
algorithm that guarantees that all replicas correctly learn of the transition. Full
details of this algorithm can be found in [10].

Adding file replicas is simpler than deleting them, because there is no risk
of data loss, and there is no create/delete ambiguity (by design, the lack of a
delete record implies add). The only additional action is possibly adding extra
directories, to enforce full backstoring.

4 Maintenance of Consistency

Data consistency in a selectively replicated environment requires more complete
algorithms and stronger communication assumptions than in a fully replicated
environment. Without selective replication, a given replica A can reconcile all
data and learn about all updates by communicating with only a single other site
B. In a selectively replicated environment, such as depicted in in Figure 3, A may
store a different set of data from B, as shown in the figure. If A’s set is not a
subset of B’s, then A can neither reconcile all of its data with B nor learn about
all new updates from B. Reconciliation with other sites is required—site D in the
case of Figure 3. Forcing B to maintain enough information such that A could
completely synchronize with it would be tantamount to requiring that B store
a superset of A’s data, nullifying most if not all of the advantages of selective
replication.

Consistency in this context requires the distribution of updates and the
garbage collection of unnameable file system objects.

4.1 Distribution of Updates

Reconciliation maintains data consistency, and the reconciliation topology is the
communication pattern used between replicas. One replica pulls data from an-
other, and in doing so learns all relevant knowledge stored at the source. While a
two-way protocol has its advantages, notably performance, a pull-only strategy
is more general.

The underlying algorithms are topology-independent: they only require that
information can flow from any replica to any other in a finite number of steps and
through a finite number of other replicas. However, different topology patterns
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Fig. 3. An example of four selectively replicated files, named by their replication
factor. Circles represent volume replicas; arrows indicate data flow. In this topol-
ogy, reconciliation cannot make progress without forcing the non-data-storing
replicas to store file data.

yield different results in terms of performance and message volume complexi-
ty [16]. Roam uses a ring topology for propagating updates, with enhancements
to handle selective replication. Also, Roam’s scalability is based on clustering
enhancements to the ring topology [9].

In a ring topology, participants reconcile with the “next” member in the set
of volume replicas V , ordered by replica identifier. The ring is dynamically and
independently reconfigured by each replica when the set V changes in size. Also,
if the preferred reconciliation partner is inaccessible, a node reconciles with the
next accessible replica. The clustering enhancements [9] group replicas into local
collections to manage the problems caused by mobility, such as “stretching” or
“contorting” the ring of replicas. In this way, we provide good performance and
efficiency even when mobile replicas effectively destroy the previous ring.

The adaptive ring requires only a linear message complexity of O(|V |) mes-
sages to propagate information to all replicas. Replicas gossip, transmitting in-
formation received about the state of other replicas to those which follow. Thus,
the topology does not require point-to-point links inter-connecting all replicas.

Unfortunately, the adaptive ring as described above only operates correctly
in a fully-replicated scenario. As seen in Figure 3, selective replication invalidates
the implicit assumption that any node can receive and propagate all information
via any other node.

A multi-ring topology retains the ring’s robustness but still correctly supports
selective replication. The multi-ring strategy associates an adaptive ring with
each individual file. The file ring is also adaptive.

Reconciliation for each file proceeds along that file’s own per-file ring, as
illustrated in Figure 4. However, we must address the performance implications
raised by a multi-ring strategy. In practice, a ring per file is impractical. Roam
consolidates files in a volume into replica sets, groups of files that are all stored
at common volume replicas. Replica set information is managed and maintained
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in an optimistic fashion, like the data itself, based on replica-local information.
As part of reconciliation, the local replica will adjust not only versions of local
data but also meta-data, such as where the other replicas are physically stored.
Full details on how replica sets are formed and used can be found in [10].
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Fig. 4. The same four files as in Figure 3, with each per-file ring indicated.
Arrows indicate the data flow between volume rings, labeled by the data trans-
ported over them. Together all four rings comprise the multi-ring topology for
the given replication pattern.

4.2 Garbage Collection

Garbage collection deallocates file system resources (disk space, inodes, etc.)
after file removal. Actual deallocation is straightforward, but determining the
correct time to do so is difficult. Dynamic naming2 and long-term communication
delays imply that files might temporarily have no local links, but still be globally
accessible.

5 Performance Evaluation

This section describes the measurements, experiments, and benchmarks used to
evaluate selective replication, as well as the results and conclusions that can be
drawn from them. We begin with a description of the data overhead imposed
by selective replication, describe the performance of reconciliation, and conclude
with some comments on real use and future evaluation work.

The measurements and benchmarks were performed on Roam.
2 Files in systems like Unix can have multiple names created dynamically, either by

link or rename operations.
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5.1 Data Overhead

Selective replication requires adding a status vector to the data structures al-
ready stored for full replication. Each replica in the data, attributes-only, or
dropping state stores a status vector consuming 4N bytes, where N is the num-
ber of volume replicas. Replicas in the nothing state store no attributes at all.

We studied the effect of selective replication on the disk overhead using five
different replication patterns. The volume used is a 13.6MB volume, consisting
of 307 files, of which 38 are directories. It contains large files (up to 3.5MB) and
small files (a few bytes), large directories (the volume root contains 151 files) and
small directories. Using the selective replication tools, we created five different
replication “patterns,” summarized in Table 1. For ease of recognition, we have
given each pattern a simple, mnemonic name.

Table 1. The five replication storage patterns used for studying the effects of
selective replication. Each pattern has a different subset of the 13.6MB volume.
The complete volume stores 307 files, of which 38 are directories. In each case,
the total number of file system objects includes the number of directories.

Pattern Objects Directories Size
small 173 38 2.6MB

space-saver 295 38 5.75MB
inode-saver 218 38 11.21MB

subtree 256 31 12.9MB
full 307 38 13.6MB

We created two replicas, performing the selective replication changes and
measuring the results at the second replica. Replica 1 stored a fully replicated
volume; replica 2 stored different subsets of the volume, according to the five
replication patterns. Figure 5 illustrates the results, showing two different curves.
The first curve indicates the percentage of disk overhead as a function of the
amount of locally stored user data, which is one measure of the cost of selective
replication. The second shows the savings in disk space provided by selective
replication (including the overhead), which is one benefit of selective replication.

Replication pattern “small” has the smallest average file size; we therefore
expect it to have the highest percentage of overhead. As the average file size gets
larger, the percentage of overhead becomes smaller.

The second set of bars in the graph illustrates a benefit of selective replication.
We preserve access to all files in the volume, while potentially saving the user
up to 80% of the required disk space, as in the case of pattern “small.”

5.2 Synchronization Performance

The key performance figure for Roam is the actual performance of synchroniza-
tion under different selective replication patterns and workloads. We performed
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Fig. 5. Selective replication disk overhead for the 13.6MB volume. The replica-
tion patterns are described in Table 1.

our experiments with two portable machines connected by a 10Mb Ethernet and
with minimum daemons running. The first machine is a Dell Latitude XP with
a 486DX4 running at 100Mhz and with 36MB of main memory. The second is a
TI TravelMate 6030 with a 133Mhz Pentium and 64MB of main memory. Rec-
onciliation was always performed transferring data from the Dell machine to the
TI machine. In other words, the reconciliation process always executed on the
TI machine.

We utilized the previous five replication patterns at the local (TI) machine.
Additionally, since reconciliation performance depends heavily on the sizes of
the files that have been updated, we varied the amount of data updated at the
remote site (and therefore the amount to be transfered by reconciliation to the
local site) from 0 to 50%. Data files are selected at random for update; they are
not predetermined. We performed seven runs for each data point; the results are
illustrated in Figure 6.

Selective replication saves the user up to half of the cost of replication. The
amount of data updated at the remote side in pattern “small” makes little d-
ifference, since almost none of it is replicated at the local replica. In contrast,
for the “full” replication pattern, reconciliation time rises by almost one-third
when the amount of data being modified increased from 0 to 50%. The figure
demonstrates a second clear benefit to selective replication, in addition to the
disk space savings demonstrated above: reconciliation takes less time.
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Fig. 6. Reconciliation performance for the 13.6MB volume. The replication pat-
terns are described in Table 1. 95% confidence intervals are shown. Except where
indicated, all measurements are of elapsed time.

Even when nothing was modified at the remote site, reconciliation took longer
under replication pattern “full” than replication pattern “small.” Since more
files are stored locally in replication pattern “full,” reconciliation spends more
time detecting if any updates have been generated locally (to update its local
data structures and version vectors), regardless of whether or not updates were
applied at the remote site.

Selective replication has been used in production with Ficus, Rumor, and
Roam. Usually, use was confined to a static model: users dropped specific files
or sub-trees from specific replicas, and didn’t again change the replication pat-
terns. Typically, such uses were motivated by space and/or time restrictions.
Additionally, files that didn’t need to be stored at certain replicas were dropped
from them, to reduce reconciliation time.

6 Related Work

Coda [4,12] is an optimistic replicated file system constructed on the client-
server model, as opposed to the peer architecture. Coda trivially provides selec-
tive-replication control at the clients, but not at the replicated servers which are,
by definition, peers. Additionally, the clients cannot inter-communicate due to
the inherent restrictions of the client-server model. The restrictions dramatically
simplify the algorithms needed to manage consistency, at the cost of limiting the
system’s utility for mobile workgroups and other environments.

Coda has greatly optimized the communications and synchronization be-
tween client and server, especially in environments with weak connectivity [4,6].
Additionally, Coda uses a vastly simplified garbage collection strategy at their
replicated servers, based on logging directory operations. The viability of Coda’s
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solution depends on how often the logs become full, as dropping some log infor-
mation can lead to unnecessary conflicts. Log wrap-around could result from long
disconnections or a plethora of file system activity. Should the Coda strategy
be applied in a mobile environment, where disconnections are commonplace, the
log wrap-around strategy could result in a large number of unnecessary conflicts.

The Bayou system [14] is also a replicated storage system. Like Ficus and
Rumor, Bayou is based on the peer-to-peer architecture. However, Bayou does
not yet support any form of selective replication.

The Deceit file system [13], places all files into one “volume” and allows each
individual file to be replicated independently with varying numbers of replicas.
However, Deceit employs a conservative writer-token approach to replication,
and thus cannot provide the high availability offered by optimistic mechanisms.
Also, Deceit cannot tolerate long-term network partitions.

The university version of the Locus operating system [15] provides volumes
and allows selective replication within the volume. However, the approach taken
toward replication is not strictly optimistic.

7 Conclusions

Peer models are necessary in a wide variety of environments, but have tradi-
tionally provided less flexibility than client-server models. Selective replication
provides the replication flexibility of the client-server model while maintaining
the advantages of a peer architecture. By enabling any-to-any communication
and providing the ability to store dynamic subsets of replication units, the func-
tionality and flexibility of the two models have effectively been merged.

Even without selective control, peer replication is important for the rich in-
formation model it provides. However, there are many environments where peer
solutions are simply unusable in practice without selective replication due to the
inherent costs of traditional peer models. Selective replication allows peer solu-
tions to be effectively and efficiently utilized in scenarios that otherwise would
prove impractical. With the rapid rise of mobility and mobile workgroups, peer
solutions will be required even more than before, making selective replication an
integral part of any replication service designed for a mobile world.
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Abstract. Caching frequently accessed data at the client is an attrac-
tive technique for improving access time. In a mobile computing envi-
ronment, client location becomes a piece of changing information. As
such, location-dependent data may become obsolete due to data updates
or client movements. Most of the previous work investigated cache in-
validation issues related to data updates only, whereas few considered
data inconsistency caused by client movements. This paper separates
location-dependent data invalidation from traditional cache invalidation.
For location-dependent invalidation, several approaches are proposed and
their performance is studied by a set of simulation experiments. The re-
sults show that the proposed methods substantially outperform the NSI
scheme which drops the cache contents entirely when hand-off.

1 Introduction

Mobility opens up new classes of applications in a mobile computing environ-
ment. Location-dependent information service is one of these applications which
are gaining increasing attention [5,1,9]. Through location-dependent information
service, mobile clients can access location sensitive information, such as traffic
report, hotel information and weather broadcasting, etc. The Advanced Trav-
eler Information Systems(ATIS) project has explored this in depth [11]. With
recent development in micro-cell/pico-cell systems, precise location-dependent
information is available, making applications which require precise location data
(e.g., navigation maps) a reality.

Caching is a widely used technique in mobile computing environments to
improve performance [3,2,7]. However, frequent client disconnections and move-
ments across cells make cache invalidation a challenging issue [2]. A lot of work
has been done on cache invalidation [3,8,6,4,12]. Most of the previous work stud-
ied the cache consistency problem incurred by data updating (hereafter called
temporal-dependent update). In a mobile computing environment, besides the
temporal-dependent updates, cache inconsistency can also be caused by loca-
tion changing (hereafter called location-dependent update). Location-dependent
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updates refer to the case where the cached data become obsolete when the mo-
bile client moves. Therefore, cache invalidation should be performed for both
temporal-dependent and location-dependent updates. Temporal-dependent and
location-dependent invalidations affect each other. For example, if the temporal-
dependent update rate is much higher than the location-dependent update rate,
the temporal-dependent updates will dominate cache invalidation, and vice ver-
sa.

This paper investigates the integration of temporal-dependent and location-
dependent invalidation. For location-dependent invalidation, we propose Bit Vec-
tor with Compression (BV C), Grouped Bit Vector with Compression (GBV C),
and Implicit Scope Information (ISI) methods. For temporal-dependent cache
invalidation, we adopt the AAW AT (Adaptive Invalidation Report with Ad-
justing Window) method [6]. Experiments are conducted under various system
parameter settings. When both query throughput and uplink cost are consid-
ered, all the three location-dependent invalidation strategies outperform the No
Scope Information (NSI) method which drops the cache contents entirely when
hand-off. In particular, ISI and GBV C are close to the optimal strategy and
better than BV C. The GBV C scheme is the best for most system workloads.

The rest of this paper is organized as follows. Section 2 describes some as-
sumptions in this study. Section 3 proposes three location-dependent invalidation
schemes. The simulation model and experimental results are presented in Section
4 and 5, respectively. Finally, Section 6 concludes the paper.

2 Assumptions

The geographical coverage area for the information service is partitioned into
Service Areas, and each service area is attached with a data server. The service
area may cover one or multiple cells. Each service area is associated with an
ID (SID) for identification purposes. The SID is broadcast periodically to all
the mobile clients (MCs) in that service area.

The database associated with each service area is a collection of data items.
The valid scope of an item value is defined as the set of service areas where the
item value is valid. All valid scopes of an item form its scope distribution. A scope
distribution may be shared by several data items. In a large-scale information
system, the number of scope distributions can be very large. Every data server
keeps a complete copy of the database, i.e., the same data items are replicated on
all the data servers but probably with different values in different data servers.
Data servers or MSSs are assumed to know the scope of each data item. When
a mobile client moves into a new service area, validity checking of cached data
needs to be carried out. When a data item is updated, there is a certain delay,
δ, involved to maintain consistency for replicas. For simplicity, we assume that
δ = 0. Thus, we do not need to consider the consistency problem caused by
update delays.
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3 Cache Invalidation Methods

In general, there are two types of cache invalidation strategies, namely client-
initiated method and server-initiated method. In the client-initiated method, the
client monitors the states of the cached items and initiates the validity checking
procedure. In the server-initiated method, the server monitors the states of the
cached items and informs the client to purge the obsolete data. Since temporal-
dependent invalidation is usually carried out at the server side, it is difficult for
the client to know whether cached data are valid or not. As such, the server-
initiated method is usually adopted. In contrast, location-dependent invalidation
is caused by the movement of the client. Therefore, it is hard for the server to
know the state of the client cached data and the client-initiated method is a
simpler approach.

3.1 Temporal-Dependent Invalidation

For temporal-dependent invalidation, periodic broadcasting of invalidation re-
ports at the server side is an efficient strategy [3,8]. Every mobile client, if ac-
tive, listens to the reports and invalidates its cache accordingly. In the various
invalidation report approaches, adaptive cache invalidation algorithms work well
under various system workloads [6]. In adaptive cache invalidation algorithms,
the next invalidation report (IR) is dynamically decided based on the system
workload.

3.2 Location-Dependent Invalidation

As discussed above, temporal-dependent cache invalidation is initiated by the
data server. On the other hand, location-dependent cache invalidation is client-
initiated. In order to validate the cached data, the mobile client can send the IDs
of the cached items uplink to the data server. The data server decides whether
these items are still valid according to the mobile client’s current location and
sends the checking result back to the client. This method is simple. However,
it increases network traffic substantially due to the expensive send-up-checking.
To achieve better performance, it is better to attach scope information to the
data. In that case, invalidation efficiency depends heavily on the organization of
the scope information. In the following paragraphs, we propose several efficient
methods to build scope information.

Bit Vector with Compression (BV C) Recall that every service area is
associated with an SID to distinguish it from the others. BV C uses a bit vector
to record scope information. The length of the bit vector is equal to the number
of service areas in the system and every cached data item is associated with a
bit vector. A ”1” in the nth bit vector indicates that the data item value is valid
in the nth service area while ”0” means it is invalid in the nth service area.
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For example, if there are 12 service areas in the system, then a bit vector
with 12 bits is constructed for each cached data item. If the value of the bit
vector for a data item is 000000111000, it means this data item value is valid in
the 7th, 8th, and 9th service areas only.

Obviously, the overhead still would be significant when the system is large.
Noticing the locality of validity scope, it is possible to perform compression on
the bit vector.

Grouped Bit Vector with Compression (GBV C) To remedy the signifi-
cant overhead in BV C, we can build a vector corresponding to only part of the
service areas. The reason is two-fold. Firstly, the mobile client seldom moves to
a service area that is far away from its home service area. Consequently, partial
data scope information is sufficient. Secondly, even if the mobile client moves to
a distant service area, it takes quite some time for the client to do so. During
this period, the data item may have already been updated on the data serv-
er, and therefore the complete scope information about distant service areas is
useless. Hence, it is more attractive to store the data item scope information of
only adjacent service areas. This is where the idea of Grouped Bit Vector with
Compression scheme (GBV C) comes from.

The whole geographical area is divided into disjoint districts and all the data
service areas within a district form a group. Here, the service area ID (SID)
consists of two parts: group ID and intra-group ID. Scope information attached
to a data item includes the group ID and a bit vector (BV ) which corresponds
to all the service areas within the group. Thus, an attached bit vector has the
following form: (group ID, BV ).

With the same example used in the previous section, the whole geographical
area is further assumed to be divided into two groups, such that service areas 1-6
form group 0 and the rest form group 1. With the GBV C method, one bit is used
to construct the group ID and a six-bit vector is used to record the service areas
in each group. For the data item mentioned earlier, in group 0, the attached bit
vector is (0, 000000); in group 1, the attached bit vector is (1, 111000). As can
be seen, the overhead for scope information is reduced in the GBV C method.

When the mobile client checks the data item’s validity, it compares the group
ID of the current service area with the one associated with the cached data item.
If they are not the same, the data item will be invalidated. Otherwise, the client
checks the intra-group IDth bit in the bit vector to determine whether the cached
item should be invalidated.

Implicit Scope Information (ISI) This strategy divides the database into
multiple logical sections. Data items with the same valid scope distribution are
placed in the same section. Hence, data in the same section share the same
location validation information. Different logical sections imply different scope
information.

Each possible valid scope of the data item value is specified by a 2-tuple
(SDN, SN), where SDN is the scope distribution number and SN denotes the
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SID 1      2      3      4      5      6      7      8      9      10      11      12

1      2      3      4      5      6      7      8      9      10      11      12

        1                      2                      3                         4

     1                  2                  3                  4                      5

(SDN)Scope Distribution #1

(SDN)Scope Distribution #3

(SDN)Scope Distribution #2

Fig. 1. An Example with Different Distributions

scope number within this distribution. The 2-tuple is attached to the data item
during delivery. The cached item i has the format {Di, SDNi, SNi}, where Di is
the item value. For example, suppose there are three types of scope distributions
(see Figure 1) and data item 4 has distribution 3. If item 4 is cached from service
area 6 (i.e., SID = 6), then SDN4 = 3 and SN4 = 3. That implies that the
cached item 4’s value is valid in the service areas 6 and 7 only.

The location-dependent report consists of the valid SNs for each scope dis-
tribution and the SID of that service area. For example, in service area 8, the
MSS broadcasts {8, 3, 4, 8} to the clients, where the first three numbers are
the SN values for the three scope distributions and the last number is the SID
of the current service area. In this way, scope information delivered along with
the data item can be greatly reduced.

After retrieving this location-dependent report, for item i, the client compares
the cached item’s SNi with the SDNith SN in the location-dependent report
received. If they are the same, the cached item value is valid. Otherwise, the
data item value is invalid. For example, in service area 8, the client checks for
the cached data item 4 whose SDN4 = 3 and SN4 = 3. In the broadcast report,
the SDN4th (i.e. 3rd) SN equals to 4. Therefore, the client knows that data
item 4’s value is invalid.

4 Simulation Model

This section describes the simulation model used to evaluate the performance
of the cache invalidation methods proposed in the previous sections. The per-
formance metrics used are system throughput (i.e., number of queries answered
per interval per cell) and average uplink cost for answering a query.

4.1 System Model

The system consists of CellNumber (i.e. CellNumberx × CellNumbery) cells
with hexagonal shapes and UserNumber users. In the simulation model, every
cell is assumed to be a service area. Therefore, client moving across service
areas is the same as hand-off. Initially, the users are uniformly distributed in all
CellNumber cells, i.e. each cell has UserNumber/CellNumber users. During
the experiment, every user moves between cells independently according to the
same movement pattern.
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An MSS serves as a data server for each cell. The database of a data server
contains DatabaseSize items and is uniformly divided into Scope N classes. The
data items in one class have the same valid scope distribution. In other words,
there are Scope N valid scope distributions in a database. The mean size of a
data item’s valid scope is ScopeSizei(i = 1, 2, . . . , Scope N).

The network is modeled as a preempt resume server with invalidation report
and location-dependent report having the highest broadcast priority and the rest
of the messages having the same priority. All other messages are served on an
FCFS basis. The bandwidth is always fully utilized so that the throughput
represents the true efficiency of the algorithm. Table 1 shows the default system
parameter settings used in the experiment.

Table 1. The default system parameter settings.

Parameter Setting Parameter Setting

Simulation Time 200000 seconds CellNumber 4096(64x64) cells

User Density 20 mobile clients/cell Database Size 1000 data items

Data Item Size 1024 bytes ScopeClass 10

Broadcast Period 20.0 seconds Control Message Size 64 bytes

Downlink Bandwidth 1000 bps Mean ScopeSize for 1, 4, 4, 16, 16, 64,
Uplink Bandwidth 1000 bps Each ScopeClass 64, 256, 1024, 4096

4.2 Client Execution Model

Each client is simulated by a process and runs a continuous loop that generates
streams of queries and hand-offs independently. The queries are read-only and
are location-dependent in the sense that the query results reflect the current
location (cell) of the mobile user. Each query is separated from the completion
of the previous query by either an exponentially distributed Think T ime or
an exponentially distributed Disconnection T ime. In the model, each client
has a probability p to enter the disconnection mode at the beginning of each
broadcast interval. If the desired data items have a valid copy in the client, then
an immediate reply is returned. Otherwise, the client sends the data IDs uplink
to the server. The server returns the data by broadcasting them on the channel.
Once the requested data items arrive, the client retrieves them off the channel
and stores them in the cache. The cache page replacement policy is the LRU
scheme.

The time that a mobile client spends in a cell follows an exponential distri-
bution with mean time of Residence T ime. After the client stays in a cell for a
while, it moves to another neighboring cell. The destination cell is chosen based
on uniform probability (i.e. 1/6 probability for each of the six neighbors). All
mobile clients follow the same move pattern independently.

The client query access pattern follows hot-spot and cold-spot with the set-
ting of 80/20, that is, 80% queries access first 100 hot data items and 20% queries



188 Jianliang Xu et al.

access the rest of the database. In both cases, queries are uniformly distribut-
ed in the different scope classes. In reality, the user may access a hint of data
items whose values are ”correct” for another location (cell). For simplicity, it
is assumed that no such queries exist and all accesses are directed to the local
server. Table 2 shows the default parameter settings for mobile clients.

Table 2. Default parameter settings for mobile clients.

Parameter Setting Parameter Setting

Client Cache Size 10% of database size Mean Think Time 50.00 seconds

Mean Residence Time 600.00 seconds Mean Disconnection Time 400.00 seconds

Mean Data Items Prob. of Client Disc.
Ref. by a Query

10 data items
per Interval

0.1

4.3 Server Execution Model

The server is simulated by a process which generates a stream of updates with an
exponentially distributed Update Inter-arrival Time. Unlike queries, all updates
are assumed to be randomly distributed across the whole database. For data
items with several ”correct” values in different cells, the updates arrive at those
data servers at the same time. Thus, the updates happen simultaneously for
these data items. Furthermore, the server broadcasts invalidation reports and
location-dependent reports, which consists of SID, SNs etc., periodically to the
clients. The default parameters used to describe the server model are given in
Table 3.

Table 3. Default parameter settings for data servers.

Parameter Setting

Mean Update Inter-arrive Time 500.00 seconds

Mean Data Items Updated Each Time 5 data items

5 Experiment Results

The simulation is carried out using CSIM [10]. We collect data from the first
64th (i.e. 8×8) cells after the system becomes stable (after 100000 seconds in the
simulation). Various experimental results are presented in this section. Besides
the strategies proposed in the previous sections, two additional strategies, namely
No Scope Information (NSI) and Optimal, are also included for comparison.
NSI represents the strategy in which no extra mechanism is used for location-
dependent cache invalidation, i.e., the client simply drops the entire cache after
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hand-off. Optimal denotes an ideal strategy in which the client has complete
valid scope information. We evaluate the GBV C strategy for various group sizes
and find that 64 is a reasonable choice under our experiment settings. Therefore,
we only represent the data collected from the GBV C strategy with group size 64
in this section. For the BV C strategy, the system performance is evaluated under
compression ratio 1:1 and 1:2.5, denoted by BV C and BV C0.4 respectively.

All of the above strategies are evaluated under the NC scheme for validi-
ty checking time, where after hand-off the MC does not make cache invalida-
tion until the query is issued. Both temporal-dependent and location-dependent
cache invalidation are realized in the simulation. For temporal-dependent cache
invalidation, AAW AT , which shows the best performance in the absence of
location-dependent invalidation [6], is adopted.

5.1 Performance for Changing Mean Residence Time
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Fig. 2. Performance for Changing Mean Residence Time

System performance is first investigated by varying mean client residence
time in a cell from 30 seconds to 1000 seconds. The shorter the duration time
in a cell, the more frequent the client hand-off. As shown in Figure 2, ISI and
GBV C64 improve the throughput and uplink cost substantially over NSI. In
particular, ISI performs almost the same as Optimal. Although BV C makes
use of the additional valid scope information and achieves less uplink cost (due
to a higher cache hit ratio1) than NSI, its system throughput is worse than
NSI. The reason is that BV C introduces too much overhead on the downlink
channels and cache storage. On the other hand, due to less overhead, BV C0.4
shows better performance than NSI when hand-off occurs less frequently.

All the strategies except NSI are sensitive to client hand-off. When hand-off
occurs frequently, the client can easily move out of the valid scope of its cached
items. Thus, the effectiveness of location-dependent cache invalidation decreas-
es. When hand-off becomes less frequent (i.e., duration is greater than 600s), all
the curves become flat. The reason is that, in this case, location-dependent in-
1 We do not plot the cache hit ratio due to the space limitation. It is observed that

the uplink cost is proportional to the cache miss ratio.
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validation seldom occurs in the mobile client and, therefore temporal-dependent
invalidation dominates cache invalidation.

120

140

160

180

200

220

240

260

280

0 200 400 600 800 1000

N
o.

 o
f Q

ue
rie

s A
ns

w
er

ed
 P

er
 In

te
rv

al

Mean Update Inter-arrival Time(seconds)

NSI
Optimal

ISI
GBVC64
BVC0.4

BVC

7

7.5

8

8.5

9

9.5

10

10.5

0 200 400 600 800 1000

U
pl

in
k 

C
os

t(b
its

/q
ue

ry
)

Mean Update Inter-arrival Time(seconds)

NSI
Optimal

ISI
GBVC64
BVC0.4

BVC

Fig. 3. Performance for Changing Mean Data Update Rate

5.2 Performance for Changing Mean Data Update Rate

Figure 3 presents the results when data update inter-arrival time is varied. Sim-
ilar to the previous experiments, ISI has the best performance in terms of both
throughput and uplink cost and GBV C64 is second followed by BV C0.4. When
updates become intensive (left part of the figures), temporal-dependent invali-
dation occurs more frequently. Thus, even if the client preserves valid items in
the new cell after hand-off, these item values will be purged soon due to frequent
temporal-dependent invalidation. Location-dependent invalidation in this case is
not a dominant factor in cache invalidation. Hence GBV C and ISI have a simi-
lar performance as NSI when the data update rate is high. On the other hand, as
the data update rate decreases, GBV C and ISI improve the performance great-
ly and all the curves become flat. The reason is that the data item values kept
after hand-off become more useful and the effect of location-dependent cache
invalidation is much more significant than temporal-dependent invalidation.
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5.3 Impact of Data Update Rate and Hand-off Rate

To view the effect of relative intensity between temporal-dependent update and
location-dependent update, we vary the ratio of mean data update rate to hand-
off rate from 0.125 to 16 as shown in Figure 4. When the data update rate is lower
than the hand-off rate, i.e., the ratio is less than one, except for the BV C0.4
method, all location-dependent cache invalidation schemes outperform the NSI
approach. Due to the high overhead, the performance of the BV C0.4 method is
worse than the NSI approach when the ratio is greater than 0.3. When the ratio
is greater than one, i.e., data update rate becomes high, the location-dependent
cache invalidation schemes lose their advantages over the NSI approach. This
suggests that location-dependent cache invalidation is desired only when the
mean data update rate is low compared with the hand-off rate.

5.4 Impact of System Capacity
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Fig. 5. Performance for Changing Cell Number

In this subsection, the scalability of the location-dependent strategies is e-
valuated by varying the cell number from 1024(32×32) to 16384(128×128) (see
Figure 5). The performance of BV C0.4 deteriorates rapidly as the number of
cells increases, whereas the other schemes are hardly affected. It is interesting to
notice that although the cache hit ratio of BV C0.4 is higher than that of NSI
when there are 16384 cells in the system, it still performs worse than NSI in
terms of throughput. This is due to the high overhead of BV C0.4.

5.5 Impact of Changing Scope Distribution Number

For a large-scale information system, the scope distribution number might be
very large. The adaptability of different location-dependent strategies to the
scope distribution number is measured in this set of experiments (refer to Fig-
ure 6).

The performance of the ISI method depends heavily on the number of s-
cope distributions. When the scope distribution number increases, the system
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Fig. 6. Performance for Changing Scope Distribution Number

throughput decreases dramatically. On the contrary, all the other schemes re-
main the same as they do not rely on this system parameter.

In summary, the proposed location-dependent schemes are able to enhance
system performance significantly. While the BV C method cannot scale up to
system capacity and the ISI scheme does not perform well in a system with a
large number of scope distributions, the GBV C method shows the best stability
and scalability.

6 Conclusion

In this paper, we have studied cache coherency issues in the context of location-
dependent information services and proposed several cache invalidation schemes.
Cache invalidation issue caused by both temporal- and location-dependent up-
dates has been addressed. For location-dependent updates, several cache in-
validation schemes have been proposed. They differ from each other in scope
information organization.

We have conducted a set of experiments to evaluate these schemes in the
scenario where temporal-dependent and location-dependent updates coexist. It is
found that the proposed strategies are able to achieve a much better performance
than the baseline scheme which drops the cache contents entirely when hand-
off. While BV C cannot scale up to system capacity and the ISI scheme does
not perform well in a system with a large number of scope distributions, the
GBV C method shows the best stability and scalability. Moreover, we observe
that when the data update rate is much higher than the client hand-off rate,
location-dependent cache invalidation may not be necessary.

For future work, various invalidation schemes can be evaluated under a one-
dimension cellular model and a non-uniform user movement pattern etc. More-
over, a location-dependent cache invalidation scheme which considers temporal-
dependent update frequencies is currently under investigation.
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Abstract. Wireless networks are becoming popular in data communica-
tion and suitable for data sharing among users using multicast capability,
but have hidden node problems. The optimistic consistency scheme has
been established with respect to data consistency and availability in dis-
connected environment. This paper proposes a data coherency protocol
for mobile devices. This protocol lessens data traffic in data collaboration
using multicast communication feature and is capable of automatic re-
covery from unpredictable disconnection, such as hidden node problem,
by data versioning using version vectors and update log management in
an optimistic data consistency scheme. We evaluated efficiency of data
sharing over multicast communication and the recovery cost from failure
caused by hidden nodes, and confirmed the efficiency of the protocol.

1 Introduction

The advance of the mobile computing infrastructure enables “anytime, any-
where” collaborative information services. These services need to ensure data
coherency among mobile devices sharing information in wireless networks. Cur-
rently various wireless networks are available for mobile computing, but they are
less reliable, have higher latency, and more costly than wired networks. There
are two main approaches to solve these issues. One approach is to design a
light-weight wireless transport protocol and translate the protocol into a wired
protocol using a proxy model [1]. Second approach is to cache data in a site
and send the differential data between two sites to the destination site. As for
the latter case, there is an optimistic data consistency scheme [2,3], with respect
to data consistency and data availability. The traditional optimistic consistency
scheme, such as those deployed in Coda [2] and Ficus [3], were basically aimed to
offer data consistency and availability for devices using reliable and low latency
networks, such as LAN. These schemes were also targeted to Unix file systems.

The timestamped anti-entropy protocol [5] uses data versioning and can be
applied to various types of data. The protocol is based on replica maintenance
using a version vector, an acknowledgement vector, and message logs. Each node
exchanges the version vector periodically with its peer node and keeps the latest

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 194–205, 1999.
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data in it. This protocol assumes nodes involved in the exchange have timestamps
that are comparable among the nodes by having frequent data exchange and can
be extended to nodes that do not have comparable timestamps. Bayou’s anti-
entropy protocol for update propagation [6] is close to [5], but has a support
for conflict detection and resolution based on per-write dependency for database
operations.

Our optimistic data consistency model [9] is close to the timestamped anti-
entropy protocol. The model deploys data versioning and the interface of conflict
reconciliation that is defined for various types of applications. The model is also
independent of communication media for data replication. Multicast networks
are originally suitable for data sharing among mobile users. An invalidation
protocol for data caching applicable to cellular networks by a periodic broadcast
message is presented in [17].

We propose a data coherency protocol based on our data consistency model
with data snooping mechanism of wireless multicast communications to attain
information sharing among mobile users. This protocol offers consistent data
view to mobile users by solving hidden node problems and by involving a less
network traffic. Mobile users can join an information-sharing group or leave the
group without caring about connected or disconnected and recover data missed
during out of communication.

The first section describes our data consistency model and data versioning
as a base function for data snooping and data recovery of the Autonomous Data
Coherency Protocol. The next section explains the data coherency protocol.
The data snooping mechanism, operation modes, data recovery and the state
transition of the protocol are discussed.

The rest of this paper describes a prototype implementation and its evalua-
tion. In the evaluation, the data sharing performance is measured and discussed.
We conclude with a summary of this paper and future perspective of the proto-
col.

2 Data Synchronization Mechanism

We designed the data coherency protocol on a data consistency model that is
intended to support unstable wireless communications. Our model uses the sug-
gestion of the Mobile Network Computer Reference Specification (MNCRS) [11].
SyncStore is a container of data objects, and data objects in the container are
kept consistent between a pair of containers by exchanging version vectors. Each
SyncStore has a version vector to maintain consistency states of the data objects
and the SyncStore itself. SyncStore manages update logs and its differential da-
ta as well. Every modification to an object in a SyncStore from an application
results in generating an update log and its differential data. A synchronization
executing entity, the Synchronizer exchanges update logs between a pair of Sync-
Stores using the version vectors.
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2.1 Data Versioning

The data versioning using version vectors to detect concurrent update conflicts
was proposed by Parker, etc. [12]. The data versioning deployed in our model is
similar to the timestamped anti-entropy protocol [5], but is based on an incre-
mental counter. A version vector is a list, which is stored in a SyncStore, and
is used for detection of concurrent update conflicts and for reduction of update
logs.

A version vector contains elements of the form (ssidi, lvcounti, vcounti),
where ssidi is the identifier of the i-th SyncStore, lvcounti is a version counter
that is the incremental counter of its SyncStore, and vcounti is a version counter
that is the incremental counter of i-th SyncStore. To allow asynchronous data
modifications on any node, which is not allowed in the protocol study [19], we
extend the element by adding lvcounti. If the local SyncStore is the i-th ele-
ment, lvcounti

i is incremented when there is an update in its local SyncStore
and vcounti

i is updated to the value of lvcounti
i when a data synchronization is

completed with another SyncStore. Therefore, the version vector is expressed as
follows,

vvi = vvi
k {k = 1, 2, . . . , n}

vvi
k = (ssidi

k, lvcounti
k, vcounti

k) (1)

The j-th component in the version vector of the i-th SyncStore means that
the i-th SyncStore at the point of lvcounti

j knows the number of the updates
that were performed at the j-th SyncStore up to the point of vcounti

j . The size
n of the version vector vvi infers that the i-th SyncStore knows n SyncStores
including itself.

Assume each call to SyncStore’s markAsUpdated method will cause its version
vector to be appropriately updated and the update passed to the method will be
logged. Each update logs has a field ssid and a field lvcount attached to it, where
ssid indicates the SyncStore at which it was performed, and lvcount specifies the
virtual time it was performed using the incremental counter.

Using the version vectors and update logs presented above, we can compute
the difference of a SyncStores from another, detect concurrent update conflicts,
and reduce the amount of update logs.

Let Iss denote the i-th SyncStore that is initiating data synchronization, and
Rss denote the j-th SyncStore that is responding to the synchronization.

2.2 Difference Comparison

Assuming Rss has received vvi from Iss, it then will compare with its vvj .
If lvcounti

i > vcountj
i and vcounti

j = lvcountj
j , Iss is newer than Rss. Rss

receives the differential data extracted from the update logs in Iss after sending
its vvj as an acknowledgment.

If vcounti
j < lvcountj

j and lvcounti
i = vcountj

i , Rss is newer than Iss. Rss sets
up differential data from its update logs by checking the lvcount that is attached
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to each update and is bigger than the lvcountj
i , then sends the differential data

to Iss.
If lvcounti

i > vcountj
i and vcounti

j < lvcountj
j , it is assumed that a concurrent

update occurred. Rss reconciles the conflict by invoking its application and brings
the reconciled result into next data update.

If vounti
j = lvcountj

j and lvcounti
i = vcountj

i , updates occurred neither on Iss
and Rss, the data synchronization does nothing.

After each cycle of the synchronization, Iss will compute the minimum lv-
count, vlvmin

i.
vlvmin

i = min{lvcounti
k|k = 1, . . . , n} (2)

The i-th SyncStore can reduce its update logs by discarding the update logs
with older lvcount than vlvmin

i.

3 Autonomous Data Coherency Protocol

We define the Autonomous Data Coherency Protocol (ADCP) assuming a multi-
cast data communication medium, such as wireless LAN as a shared data bus of
centralized shared- memory multiprocessor computer with simple cache coheren-
cy mechanism based on snooping [16]. Nodes monitor data transactions on the
bus and get necessary data from the bus. We call this function as data snooper.
The data snooper takes data synchronization messages autonomously giving no
side-effect on data synchronization sessions, then the synchronizer applies the
messages into its SyncStore if the messages match requirements of the node.
From the autonomous synchronization behavior, we call this operation mode of
the ADCP as sneak mode.

Once all the nodes have the same data, no updates log is required as long as
updates executed by nodes in the mode are serialized in a manner of accessing
a shared bus. They receive update data, which is serialized by a medium, on
a multicast data communication bus. We call this operation mode as declared
mode.

3.1 Data Snooper

The data snooper is configured as a part of medium access control. The syn-
chronizer uses a datagram interface as its transport communication to allow the
data snooper monitoring the data synchronization messages. It prepares a port
to listen for a data synchronization request from others, and a port for messages
from the data snooper.

A list of data sharing nodes which is deducted from the version vector is
configured into the data snooper via an interface of the datagram transport by
the synchronizer. All data on the multicast communication medium is monitored
if the sharing nodes send data synchronization messages on that medium. The
data snooper queues the data to the monitoring port as a data synchronization
message if the data is a data synchronization message.
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We implemented the data snooper on Ethernet by enhancing the device driver
to check data in the interrupt routine, and successfully tested that the data
snooper could get a message from an IEEE 802.11 station via an Ethernet-802.11
bridge.

3.2 Sneak Mode

The synchronizer executes the following processes in the sneak mode. Let Sss
denote the k-th SyncStore that gets a synchronization message by snooping
data exchanged between Iss and Rss. Let nvrsj

i denote the number of increments
supplied by Iss to Rss, and nvrsk

i denote the number of logs applied to Sss . Sss

calculates nvrsj
i and nvrsk

i as follows.

nvrsj
i = lvcounti

i − vcountj
i

nvrsk
i = lvcounti

i − vcountk
i (3)

Sss processes subsequent update log messages as follows.

1. nvrsk
i =0

Drop the messages.
2. nvrsj

i > nvrsk
i > 0

Drop the old (nvrsj
i − nvrsk

i ) update log messages, and register the rest of
messages. The sequence of the messages is checked by the lvcount in update
logs. The vcount and lvcount of Iss, Rss and Sss are updated by the applied
Sss’ lvcount in its version vector to the new version.

3. nvrsj
i = nvrsk

i

Register the messages, and update the vcount and lvcount of Iss, Rss and Sss
with the applied Sss’ lvcount in its version vector to the new version.

4. nvrsj
i < nvrsk

i

Register the messages as “future” update logs without applying to the data.
A lacked vcount of log will be retrieved from another node later by requesting
with the missed vcount. When Sss acquires a complete series of update logs
and the lacked vcounts of update log, all logs are applied to the data.

If either vcounti
k < lvcountk

k or vcountj
k < lvcountk

k is true, assume a conflict
occurred either between Iss and Sss or between Rss and Sss, the conflict is resolved
by application program. If both updates are applied to Sss, one update is applied
at this synchronization and the other reconciled update is applied next time,
when Sss synchronizes with another SyncStore.

The new version of a snooped node will be reflected to the other nodes by
executing data synchronization with them.

3.3 Declared Mode

When data update occurs at a node in declared mode, data message is sent
to the shared nodes without generating update logs. The nodes in the session
take the message and apply to its copy of data with no condition. An explicit
data sharing session is established by a declaration message and the transition
protocol from sneak mode to declared mode.
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Start of a shared session. A shared session starts with a declaration message
that a chair node, the session starter sends. A node on that medium takes the
message by the data snooper, and the synchronizer is notified of the message. The
declaration message contains the lvcount Vlvmin

i. Vlvmin
i is the oldest lvcount in

the version vector in the chair node. On either sending or detecting a declaration
message, a node gets into another state ceasing both data synchronization and
data snooping. Nodes detected the message try to respond to the node with the
first lacked vcount or the expected vcount of update log in its i-th entry of version
vector. The chair node waits for timeout from the last responded message. Then
the chair node determines vmin that is the initial differential data supplied to
responding nodes, from the collected vcounts of the chair node as follows;

vmin = min{vcountr
i |r = 1, i − 1, i + 1, . . . t}

where r is id in number t of responded nodes. (4)

After having determined vmin, the chair node sends the differential data from
the next of vmin to the lvcount applied to its SyncStore.

All responded nodes send an acknowledgement message after receiving the
data. Those nodes drop the differential data if it is already stored in their Sync-
Store. All nodes move to the declared mode after the completion of this process.

As an optimized function, the session establishing process can reduce the
update logs in respective SyncStores. All nodes can assume that all nodes are
synchronized at the establishment of the session. Therefore all the nodes except
the chair node can discard the log. The chair node still keeps the log for nodes,
which missed the session.

Updating Data. Under the declared mode, data is updated by sending an
acquiring message to the chair node. A “data updating” state is registered in all
nodes of the session by acquiring the access right, therefore no other nodes can
update the shared data. Once a node has succeeded in acquiring the access right,
the synchronizer allows its application to update the data by releasing a lock for
the SyncStore. The data management mechanism generates the differential data
but not to generate update logs, and directly reflect the generated differential
data to the data.

The synchronizer receives differential data in a process of executing the up-
date and sends a data synchronization message with sequential id in the declared
mode session instead of the lvcount. The other nodes receive the synchronization
message and apply to their data without generating the update logs as well.

Cancellation of a Shared Session. The declared mode is cancelled by the
chair node, which declared the start of the session. When the other nodes receive
a cancellation message, make one version of update log since the declared session
has started, and go to the sneak mode.

If a node in the declared mode notices that some version of differential data
is missing by checking the sequential ids of updates, it moves to a disabled state



200 Masahiro Kuroda et al.

and waits for the cancellation of the session. A node that has some problems in
the session establishing process also goes to the state.

3.4 Missing Differential Data and Its Recovery

If a node missed some differential data, it sends a request message for the oldest
missing data. A responder, who is the winner of acquiring the medium, responds
to the request by the data with its version. The version of differential data
provided by the responder is taken by not only the requested node but also
nodes that missed the data too. When there is a conflict to apply the received
differential data, a reconciliation procedure in application is executed on the
data. The reconciliation procedure is repeated until the newest missing version of
differential data. In some case, depending on an application to reconcile conflicts,
a series of reconciliation may make another version of differential data. The data
consistency is recovered by synchronization process eventually.

4 Evaluation

4.1 Evaluation System and Application

We deployed Ethernet as a communication medium with multicast capability. 16
client nodes are connected to the Ethernet assuming that a small number of data
sharing nodes is involved in collaboration. A gateway server is also connected to
the network, and a database server is connected to the clients via the gateway.
The ADCP software is written in Java to have a uniform infrastructure for all
the devices. ADCP software is written in Java and installed on all the clients
and the gateway.

We use a voting system for nomadic auctions as an application and assume 16
attendants including a broker in the system. Tables of product records represent
auction items and are stored in the database server. Each record has 16 fields to
register auction prices by attendants and an auction status field whether to set
“open” or “close” by a broker. The broker retrieves a table from the database
server via the gateway per auction session, creates a data object representing the
table and registers it into its SyncStore. The object equips methods for accessing
data at every SQL command level such as “update” or “select”. Differential data
of the object is extracted as a SQL statement as well.

Each session attendants set ups a SyncStore where data sharing relations to
all other nodes are profiled. The broker declares the beginning of the session,
once the initial data object is delivered to each SyncStore via the declaration
establishing process.

Any attendant can price a product at any time. A pricing operation is re-
flected to the other attendants by extracting the differential data as an SQL
statement and multicasting it in the ADCP. Once an attendant gets out of the
session, no more operation is allowed. He or she can join the next session and
also knows the result of the previous session.
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The broker closes the auction session after setting the “close” state to all
records in the object. The broker sends the cancellation message of the declared
mode, and writes back the differential data of the object, that is the result of
the session, to the backend database server via the gateway.

Table 1. Response time comparison

Synchronization mode Response time
Pair-wise 650.7millisecond
Sneak 523.0millisecond
Declared 26.7millisecond

4.2 Methodology of Evaluation

We measured the response time for reflecting a data modification to all nodes
in each synchronization mode. For the recovery cost evaluation, it might be
obvious that the ADCP can lessen communication traffic comparing to a pair-
wise data synchronization if the number of data sharing nodes is more than two.
However, problems in mobile environment lead to more communication traffic
in running the ADCP for the recovery. Therefore, we measured the amount of
communication traffic in the application while making a hidden node situation
by disconnecting clients from the Ethernet. Moreover, we compared the data
recovery costs in the declared mode with that of the sneak mode.

4.3 Measurement Conditions

All updates result in generating 100 bytes-length SQL statements in differential
data, and subsequent synchronization delivers the data to others and recovers
the consistency.

We iterated update-and-synchronization 100 times and varied the number of
attendants from 2 to 16 to see how the node number affects the communication
traffic in the sneak and declared mode, while one of the attendants is always the
broker.

The cost for delivering the initial data to attendants is included in the result.
The initial data (1924 bytes Java object) contains 10 records of the products.
Each modification generates 100 bytes-length differential data.

The auction session lasts t seconds. Data modifications on nodes follow the
Poisson distribution, predetermined number of nodes being hidden at the time
t/2, and data recovery is executed after closing the session in this hidden node
simulation.

Additionally, attendants execute data synchronization after each data mod-
ification, and the broker executes data synchronization with a proper node to
deliver status information change in the sneak mode, and the recovery process
is always held in the sneak mode.
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5 Result of Measurements

5.1 Response Time

Table 1 shows the response time in each mode. Total elapsed time for reflecting
an update is measured while fixing the number of nodes to three to simplify the
comparing condition. Two synchronization operations are used in the pair-wise
mode and one synchronization operation is needed in the sneak mode. The time
in the declared mode is more than 20 times faster than the other modes. On the
other hand, the response time in the sneak mode is still close to the pair-wise
mode despite of the fact that the number of synchronization per update is half
of the pair-wise mode. These results suggest that the cost for logging is high
comparing to the version vector exchange.

5.2 Communication Traffic

Figure 1 shows the comparison between the declared mode and the sneak mod-
e, while the X-axis presents the number of attendants and the Y -axis is the
total bytes of the traffic. The traffic in the declared mode stays low as expect-
ed, whereas the traffic in the sneak mode rises rapidly as the number of node
increase.

To configure the ADCP working, each node needs to have the data sharing
relations with other nodes managed in the version vector. Data modifications in
the sneak mode result in sending the version vector aside from the differential
data as the data synchronization process.

The cost for exchanging the version vector, Cost(n), is estimated as; Cost(n) =
(64n+112)(n+1)+428, where n presents number of nodes. The complexity of the
cost is O(n2), and the number of nodes is the dominant factor of communication
traffic in this evaluation.

This result suggests that the number of data sharing nodes in the sneak mode
are limited by the cost for exchanging version vector comparing to the declared
mode.

5.3 Communication Traffic with Hidden Nodes

Total data traffic among the broker and 15 attendants is measured as Figure 2.
The number of hidden nodes that are disconnected from the network in the mid-
dle of the session is presented by the X-axis. The traffic includes the commu-
nication traffic by 15 attendants, and the traffic for data recovery by respective
number of hidden nodes. Both modes show the same tendency in the total data
traffic. The constant difference between the two modes is assumed as the version
vector sending cost from the result of Fig. 1. The total traffic is proportional to
the number of hidden nodes.
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5.4 Estimated Recovery Cost

Data recovery is processed after the session close. In the case of the declared
mode, the state of node changes from DS to SNP, then the recovery is processed
in the sneak mode so that the message for data recovery is shared by failed nodes
in the sneak mode manner. (Ts–Tsc) and Td are the traffic for data recovery,
and no significant difference in tendency between two modes is observed. The
recovery cost is described as; Recovery cost = Nh · Cost(16) + Cmiss, where Cmiss
denotes the total amount of missed differential data, and is relatively small. Nh
expresses the number of hidden nodes in the session. The complexity of recovery
cost is O(Nh), so that the recovery cost for hidden nodes in traffic increases only
linearly if the number of hidden nodes increases.
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6 Conclusion

We introduced a data coherency protocol ADCP that deploys a data synchro-
nization mechanism and a data snooping mechanism on a multicast data net-
work. This protocol allows mobile devices to disconnect unpredictably and keep
data shared consistent among the devices. We evaluated the practicability of the
protocol by estimating synchronization response time and data recovery cost in
data traffic from failures caused by such as hidden node problem. The method-
ology used in the estimation was simple, however we confirmed that the protocol
reduced data traffic and brought better performance in response.

We will further evaluate the protocol in aspects of medium acquiring cost in
a large number of nodes and recovery cost in practical hidden node situations.
We will also augment the protocol to meet large-scale system requirements and
multi- hop communication environment.
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Abstract. A major problem in a wireless communication system is how
to locate mobile clients. This is named the location management issues.
Two major operations are involved in managing a mobile client’s lo-
cation: the movement operation and the locating operation. The past
methods can only minimize the cost of one of these two operations, but
not both. The major contribution of this paper is to propose strategies
that minimize the costs of both operations simultaneously. Our perfor-
mance analysis proves that the proposed strategies are superior to the
past methods.

1 Introduction

A great difference between wireless communication environment and traditional
wireline communication environment is that it allows users migrating anywhere
and retrieving all kinds of data anytime in mobile computing environment. Fig-
ure 1 shows the architecture of a wireless communication system. To effectively
monitor the movement of each mobile client, a large geographical region is par-
titioned into small registration areas (RA). Each RA has a mobile switch center
(MSC) which serves as the local processing center of the RA. The profiles of
mobile clients inside a RA are kept in the MSC’s visitor location register (VLR).
On top of several MSC/VLRs is a local signaling transfer point (LSTP) and
on top of several LSTPs again is a remote signaling transfer point (RSTP). The
LSTP and the RSTP are routers for handling message transfer between stations.
For one RSTP, there is a home location register (HLR). Each mobile client must
register in a HLR. In this way, the whole system forms a hierarchy of stations.

The major problem in a wireless communication system is how to locate a
mobile user in a wireless environment. The Basic HLR/VLR strategy is most
often referred in resolving this problem. IS-41[IS-91] used in the United States
and GSM[MP92] used in Europe are examples of this strategy. Many papers in
the literature have demonstrated that the Basic HLR/VLR strategy does not
perform well. This is mainly because whenever a mobile client moves, the VLR

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 209–219, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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HLR

RSTP

LSTP

VLR MSC

Fig. 1. Architecture of a wireless communication system.

of a RA which detected the arrival of the client always reports to the HLR
about the client’s new location. For convenience in presentation, we will simply
use VLR as a general term which represents the local hardware/software system
managing mobile clients information within a RA. While a call is placed, the
callee is also located by going to the HLR’s database to find the callee’s new
location. As the HLR could be far away from a VLR, communication to the HLR
is costly. Several other location management strategies have been proposed to
improve the performance of the Basic strategy. Among them, the Forwarding
strategy [JLLM95,CCL98,CCL99], the Local Anchor (LA) strategy [HA96], and
the Caching strategy [JLLM94] are representatives of the proposed methods.

Our strategies, termed the Forwarding on Local Anchor (FLA) strategies,
try to further improve the performance of these past methods by minimizing
both the movement cost and the locating cost at the same time. The key idea
is to allow multiple LAs that a mobile client has traveled through to be linked
together by using forwarding links. If a call is from any VLR overseen by one
of these linked LAs, the call can be quickly forwarded to the callee’s currently
residing VLR through the forwarding links of LAs. The callee’s location will
be recorded and can be located in this way as long as the call is from a VLR
that the callee has ever visited. In this way, locating cost is reduced because the
HLR database need not be accessed as long as the callee can be located through
the LA forwarding links. Movement cost is also reduced by using this method
because update of a client’s location need not be reported to the HLR as long
as the mobile client has not moved out of the region of a LA (i.e., the regions of
all the VLRs overseen by this LA).

To differentiate all the above mentioned methods, we classify them based
on two dimensions, as shown in Figure 2. One dimension is the HLR update
frequency of movement operations and the other is the HLR access frequency of
locating operations. They stand for respectively the needed updates and accesses
to the HLR database while a mobile client moves to a new location and is called
by a caller. Our proposed FLA strategies combine the features of the other
methods and minimize both HLR access and HLR update frequencies in the
operations.

In this paper, a Static FLA strategy and a Dynamic FLA strategy are pro-
posed. The algorithms will be presented in detail and relevant issues will also
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Fig. 2. The classification of various location management strategies.

be discussed. In order to compare the performance of these strategies, we de-
rive the cost models of the past methods and a thorough analysis is conducted.
In the evaluation, we find that a dramatic performance improvement over the
past methods is achieved by using the proposed FLA strategies. Note that be-
cause of size limitation, some subtle issues of the algorithms, cost models, and
performance results cannot be presented. The reader may refer to [LC99] for
details.

The remainder of this paper is organized as follows. In Section 2, we presents
the proposed FLA strategy. Then the cost model of each strategy is derived in
Section 3. The evaluation results are given in Section 4. Finally, we summarize
the paper and describe our future work in Section 5.

2 The FLA (Forwarding on Local Anchor) Strategy

2.1 The Supporting Data Structure

TO put our proposed strategy into practice, a data structure named the Mobile
User Landmark (MULM) table is defined to save the visited mobile users of a
VLR. As shown in Figure 3, this table maintains for each visited mobile user the
user’s ID (MUid), a Type, and a Pointer. The MUid has the identifier of the user.

MUid Type Pointer

Fig. 3. The schema of the MULM table in VLRs.

The second attribute Type is to tell the type of the mobile user’s belonging VLR
while the mobile user is in this VLR. There are four types for each VLR. They
are used together with the third attribute, a pointer, to locate the callee. The
four types are the Latest VLR, the Latest LA, the Visited VLR, and the Visited
LA. We describe the Type and the Pointer values as well as their meanings in
the following.
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1. Latest VLR: A Type value of ”Latest VLR” means that this mobile user is right
at the RA managed by this VLR (or simply at this VLR for convenience). We use
a NULL to represent that it is the end of a chain of VLRs.

2. Latest LA: The value ”Latest LA” represents that this mobile user is currently at
the VLR to which the Pointer is pointing.

3. Visited VLR: The value ”Visited VLR” means that this mobile user had visited
this VLR and is not here at this moment. The Pointer value records the LA while
the mobile user was at this visited VLR.

4. Visited LA: The value ”Visited LA” means that this mobile user had visited this
VLR and has left. And, while the mobile user is at the VLR, this VLR is also the
LA. The Pointer value records the next LA that the mobile user moves to.

2.2 The Static Fla Strategy: Movement Operation

We formally present the algorithms in the following subsections. First, we present
the movement operation of the static FLA strategy. Basically, tasks of a move-
ment operation are to save a record in the VLR describing the new VLR that
the mobile user has gone to and to update the old VLR in the record of the
corresponding LA to the new VLR.
The movement operation of the static FLA strategy:
Figure 4 gives the tasks when a mobile user moves to a new RA. Same as
all the other figures in this section, the solid lines always represent messages
transmitting between the RAs, and the broken lines are to represent the location
to which the Pointer’s value refers.

1. The new VLR learns that the mobile client is inside its territory and informs the
old VLR that the mobile client is in its RA. The MULM table of the new VLR is
inserted a new record, (MUid, ”Latest VLR”, NULL), describing the coming mobile
client. If the mobile client visited this new VLR in the past, then the system only
updates the Type and the Pointer values.

2. The old VLR replys an acknowledgement to the new VLR.
3. The old VLR informs the LA that the mobile client has moved to the new VLR.

Also, the old VLR updates its own MULM table by replacing the mobile client’s
Type value with ”Visited VLR” and the Pointer value with the LA’s location.

4. The LA replys a message to the old VLR, and updates its own MULM table. The
Type value is not changed, and the Pointer value is changed to the new VLR of
the mobile client.

5. End of the movement opreation.

2.3 The Dynamic Fla Strategy: Movement Operation

The basic idea of the dynamic FLA strategy is that the new VLR determines
whether reports to the LA or the HLR the mobile client’s new location when a
mobile client comes into its territory. Figure 4 gives the process that the new
VLR reports to the LA, and Figure 5 tells how the new VLR reports to the HLR
about the mobile client’s new location. The algorithm is as follows.
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LA

old MSC/VLR

new MSC/VLR

(3) (4)

(2) (1)

(1)

Fig. 4. Scenario 1: The new VLR informs the LA of the mobile client’s new location.

The movement operation of the dynamic FLA strategy:

1. When the new VLR learns that a mobile client is coming into its territory, it will
determine whether requesting a location update to the LA or the HLR. If the new
location of the mobile client is outside the area that the RSTP of the original LA
controls before the mobile client moves, jump to the Step 7. Otherwise, go on to
the next step.

2. Step 2 ∼ Step 5 are the same as those in the static FLA strategy presented above.
6. Goto Step 13.
7. The new VLR informs the HLR of the arrival of the mobile client.
8. The HLR returns an acknowledgement to the new VLR, and the new VLR’s MULM

table is inserted a record, (MUid, ”Latest LA”, NULL).
9. The HLR updates its data about the mobile client’s new location and informs the

old LA about the movement of the mobile client.
10. The second and third attribute values in the MULM table of the old LA become

”Visited LA” and the new VLR’s location (which is the new LA). The old LA also
sends an acknowledgement message to the HLR.

11. The old LA informs the old VLR of location change of the mobile client.
12. The second and third attribute values in the old VLR’s MULM table are changed

to ”Visited VLR” and the location of the old LA, respectively. The old VLR also
sends an acknowledgement to the old LA.

13. End of the movement opreation.

HLR

old MSC/VLR

new MSC/VLR
new LA

old LA

(12) (11)

(10) (9) (7) (8)

(1)

Fig. 5. Scenario 2: The new VLR informs the HLR of the location update.
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Fig. 6. Scenario 1: Locating the callee through linked LAs.
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Fig. 7. Scenario 2: Locating the callee through HLR.

2.4 The Fla Strategy: Locating Operation

Figure 6 and Figure 7 are two cases that could occur while locating the callee.
Figure 6 shows how to locate the callee through the chain of LAs that the callee
have visited in the past. Figure 7 shows the other case that the system locate the
callee through HLR. The locating operations in the static FLA and the dynamic
FLA strategies are the same. The details of the operation is as follows.
Locating operation of the FLA strategy:

1. When a VLR receives a request of locating a callee, it first checks whether its
MULM table has the callee’s record. If yes, then sends the locating request to the
LA stated in this record (on the Pointer field). Otherwise, jump to Step 7.

2. If the record of the MULM table of the LA stated in Step 1 says that this LA is a
”Visited LA”, then goto Step 3. If it says ”Latest LA”, then goto Step 4.

3. The locating request is forwarded to this visited LA. While the request is forwarded
to the next LA, the callee’s record is again searched from this LA’s MULM table.
Go to Step 2.

4. The latest LA finds the callee’s record from the MULM table. If the value of the
”Pointer” field is NULL, then the callee is right in one of this LA’s governing RAs.
Hence, a message is forwarded to the caller’s VLR to make the connection. Goto
Step 13. If the value of the ”Pointer” field is not NULL, then the locating request
is sent to the latest VLR to which the ”Pointer” field refers.

5. The latest VLR sends a message to the caller’s VLR to make a connection.
6. Goto Step 13.
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7. The caller’s VLR sends the locating request to the HLR.
8. The HLR forwards the request to the callee’s LA.
9. The callee’s latest LA forwards the request to the lastest VLR. Also, the callee’s

record in this VLR’s MULM table is updated by replacing its MULM.Type with
”Latest LA” and MULM.Pointer with NULL.

10. The callee’s VLR acknowledges the receipt of the message to the LA and the LA
will then update the callee’s record in its MULM table by replacing MULM.Type
with ”Visited LA” and MULM.Pointer with a pointer to the callee’s current resid-
ing VLR (i.e., the latest LA).

11. The callee’s VLR sends a message to the HLR. The HLR updates the callee’s new
location to the new latest LA.

12. The HLR forwards the message about the current VLR of the callee to the caller’s
VLR and the connection between the caller’s VLR and the callee’s VLR is build.

13. End of the locating operation.

3 Cost Model

3.1 Parameters

The parameters used in our cost models are listed in Figure 8. The costs of the
Basic HLR/VLR strategy, the Forwarding strategy, and the LA strategy were
discussed in the literature[MP92,JLLM95,CCL98,HA96]. But the environments
and the details that were referenced in their derivations are different in many
ways. In order to make a fair and reasonable comparison, we make some general
assumptions and based on which, we derive their cost functions in a uniform
way.

Symbol Meaning

h1 The cost of sending a message from a VLR to another VLR, and these two
VLRs are in different RSTPs.

h2 The cost of sending a message from a VLR to another VLR through a
RSTN;

h3 The cost of sending a message from a VLR to another VLR through a
LSTP;

PL The probability of a mobile client’s moving into a new RA which is under
the same LSTP as the last RA that the client just left;

PR The probability of a mobile client’s moving into a new RA which is under
the same RSTP as the last RA that the client just left;

CMR The call-to-mobility ratio;

CX
Y The cost of performing X in strategy Y ,

where X ∈ {M, L, total} and Y ∈ {Basic, SLA, DLA, Fwd, SFLA, DFLA}.
CF LA−link The communication cost between two VLRs through a forwarding link

kF LA The length of a forwarding link in using the FLA strategy

ρi The probability of a caller’s request is issued from LAi and its overseeing
VLRs

Fig. 8. The symbols of the parameters and their meanings.
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3.2 Derivation of Cost Functions

As the tasks of location management include managing movement operations
and managing locating operations, it is natural to calculate the costs from these
two sets of operations. As the ratio of the number of calls (locating a callee) to
mobility (movement of a callee) is represented by CMR, the total cost can be
normalized and defined as

total cost =
1

CMR
· movement cost + locating cost

Because of space limitation of the paper, we can only present the cost model
derivation of the proposed Static FLA strategies in detail. For the cost models of
the other strategies, the reader may refer to [LC99] for the detailed derivation.

Cost functions of the FLA strategy The total cost of Static FLA strategy
can be represented as

Ctotal
SF LA = (

1

CMR
) · CM

SF LA + CL
SF LA

In the movement operation, we only count the costs of Step 1 ∼ Step 3
(referring to the algorithm presented in the last section), because Step 4 involves
only an acknowledgement to a previous VLR which is not a critical task in the
movement operation. In the algorithm, as Step 2 and Step 3 can obviously be
executed simultaneously, the movement cost can be computed from Step 1 and
Step 2 only. As for the movement of a mobile client from the old VLR to the
new VLR, we find three possible situations:

– The new VLR and the old VLR are under the same LSTP: the expected
movement cost of this situation is PL · (2 · h3).

– The new VLR and the old VLR are under the same RSTP but different
LSTPs: the expected movement cost is PR · (2 · h2).

– The new VLR and the old VLR are under different RSTPs: the expected
movement cost is (1 − PL − PR) · (2 · h1).

The addition of these costs gives the movement cost of the Static FLA strategy.

CM
SF LA = PL · (2 · h3) + PR · (2 · h2) + (1 − PL − PR) · (2 · h1)

For the locating operation, two cases are involved:

1. The callee is found through HLR.
2. The callee is found through a VLR where the callee visited before and is

currently locateed.

The cost of the first case is the same as CL
SLA. The probability of the occurrence

of Case 1 is 1 − ∑kF LA

i=0 ρi, because the HLR is needed to locate a callee only
when the callee is not in any of the VLRs that the client has visited. The cost of
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Case 2 above is CFLA−link +i ·CFLA−link +CFLA−link +CFLA−link. By counting
the cost of each case with its probability, we have the following total locating
cost

CL
SF LA = (1 −

kF LA∑

i=0

ρi) · CL
SLA +

kF LA∑

i=0

(ρi · (CF LA−link + i · CF LA−link + CF LA−link

+CF LA−link))

4 Performance Analysis

From the equations of the cost models in the last section, we see the important
factors that affect the performance: the distance that a message is transferred.
In the following, we evaulate the performance of different strategies based on the
derived cost models. The default values of the parameters used in our evaluation
are given in Figure 9. We show the effect of distance of message forwarding

Parameter Default value

h1 8
h2 4
h3 1
PL 0.7
PR 0.2

CMR 0.5
kF LA 6

ρi 0.05

Fig. 9. Default values of parameters.
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Fig. 10. The effect of message forwarding distance to performance.

to the cost of location management. The least communication cost is for those
communication between two VLRs within the same LSTP (which is h3). The
highest communication cost is for those between a VLR and the HLR (which
is h1). Figure 10 shows the result under varying h1/h3. For every strategy, the
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cost ratio reduces when h1/h3 increases. This is because a large h1/h3 means
that communicating with the HLR is very costly. All the strategies are designed
to improve the Basic HLR/VLR strategy by reducing the effect of a high h1

to the total cost. Hence, an increase of h1/h3 will indeed enlarge the perfor-
mance difference between the other strategies and the Basic HLR/VLR strategy
(that is, the curves drop). Also, we can see from this figure that the FLA s-
trategy outperforms the others with a significant margin. The improvement over
the Forwarding strategy is around 20%∼30%, and is over the LA strategy by
15%∼20%. The improvement is mainly due to the fact that the FLA strategy
reduces both the movement cost and the locating cost simultaneously, while the
Forwarding strategy and the LA strategy can only reduce one of the two costs.
For both the LA and our FLA strategies, the dynamic version is slightly better
than the static version as expected.

5 Conclusions

In this paper, we proposed a location management strategy, called the FLA
strategy. Different from the past strategies, the FLA strategy can reduce both
the movement cost and the locating cost at the same time. Two versions of the
FLA strategies were intorduced, the static FLA strategy and the dynamic FLA
strategy. We also derived the cost models of the proposed strategies and several
other related works. Our analysis results reveal that in most case the static FLA
strategy performs better than all the other strategies. Our future work is to study
the issue that the path of a mobile client may contain cycles. In this situation,
the forwarding links form cycles, which wastes traversal time while the system
follows the links to locate a client. It can be complicated when a large number
of mobile clients and their paths are considered.
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Abstract. Besides allowing a moving Mobile Node (MN) to keep re-
ceiving datagrams, the use of permanent home address in Mobile-IP also
makes MN available to accept new connections from Corresponding N-
odes. However, it’s expected that in most cases MN only runs client
sides of the applications that always initiate the connections. Given this
observation and the often-disconnected nature of MN, the virtue of per-
manently associating MN with one fixed home address and Home Agent
becomes questionable, while it already imposes potential inefficiency in
its indirect routing. We argue that it’s necessary to provide an option
that lets client-access MN make use of multiple home addresses and
Home Agents that are based on connection sessions. We propose a new
enhancement scheme providing such a mechanism in this paper, which
aims to let MN trade some additional lightweight local processing for
better routing and seamless roaming. A further mechanism to ensure s-
mooth handoff under this new scheme is proposed as well. Finally, we
complete the paper by outlining a scalable authentication protocol for
securing its operation, with the use of minimal public key cryptography.

1 Introduction

Supporting mobility within the Internet still remains as an active research area
as it’s indeed promising to realize the idea of having Internet always available
even as we move. Much work has been done in this area, particularly under the
effort of IETF with its Mobile-IP standard protocol scheme [1,2]. In Mobile-IP
scheme, a Mobile Node (MN) continues to be identified by a permanent home
address and keeps receiving datagrams by help of a designated Home Agent
(HA) on its home network.

With the use of this permanent home address and on stand-by HA, Mobile-IP
also makes MN always available for any Corresponding Nodes (CNs) that might
wish to initiate a new connection to it. However, it’s expected that in most cases
MN is used only to run client sides of applications to access services available on
the Internet. It’s unlikely that MN is deployed as some application server that

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 220–229, 1999.
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goes mobile, mainly due to the inherent possibility of disconnection imposed by
current wireless networking technology and power supply issue.

From the assumption that MN only runs client sides of applications that
always initiate the connections1, it now can be assumed that all incoming data-
grams to MN are sent in reply to previous MN’s requests. In this new scenario,
MN’s home address and its corresponding HA are required to be retained the
same only within each individual connection session. With the flexibility of not
having to maintain home address and HA fixed at all times, we propose a new
enhancement on Mobile-IP that’s suitable for client-access type of MN. Under
our proposal of “Session-Based Client-Access Mobile-IP”, it’s possible for MN
to have multiple dynamically-allocated home addresses and HAs that might be
different from one connection session to subsequent connection sessions.

This enhancement is indeed appealing to help facilitate Mobile-IP wide de-
ployment due to its new advantages offered, namely better routing and seamless
roaming. With the availability of this new scheme, we then envision that HA
service may be offered as part of available resources on the foreign network.
Therefore, HA can always be close enough to the current Foreign Agent (FA),
preferably at the same sub-network. By following this principle of putting HA as
close as possible to MN’s present point of attachment, our enhancement provides
“the achievable optimal path” to the problem of triangular routing. In addition,
this scheme also generalizes the operation of dynamic home address allocation
as specified in some latest Mobile-IP drafts [3,4]. While actually performing the
mechanism in [3,4] already makes MN impossible to be known as destination
end for CN-initiated connection, there is no mention in those documents on how
MN may possibly gain further benefits.

While this scheme introduces some overhead on MN, the new lightweight
processing should not be a computational burden for most MNs. However, to
ensure smooth and fast handoff under this new scheme, a further mechanism
that takes advantage of pre-generated registration messages is proposed as well.

Finally, as any protocol in mobile wireless environment needs a strong securi-
ty protection, following the description of our new scheme, a security framework
for securing its operation is then considered. We outline in this paper our scalable
public-key based authentication protocol which sets only minimal computing re-
quirement and administration cost on MN.

The remainder of this paper is organized as follows. Section 2 outlines the
Session-Based Client-Access Mobile-IP. Further mechanism for ensuring fast
handoff is the topic of Section 3, which is then followed by some discussions
on performance aspect in Section 4. The scalable security framework is present-
ed in Section 5. And finally, Section 6 closes the paper with conclusion.

1 It is assumed that access to the application is provided by means of some “client-
oriented” protocol, in which a client can initiate request sessions from any point of
attachment. This assumption is in line with the current accepted practice and trend
in developing Internet applications, such as POP for mail service access.
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2 Session-Based Client-Access Mobile-IP

By allowing multiple home addresses to be associated with a MN, we generalize
the current operation of Mobile-IP. While still maintaining interoperability, the
enhancement improves routing efficiency of Mobile-IP by minimizing the over-
head in its indirect routing. As a result, topologically correct reverse tunneling
[5] is then acceptable for use to allow Mobile-IP coexist with ingress filtering.

This new scheme relies on mechanisms by which MN can learn new available
HAs that are close to it. In the next following two subsections, we describe two
ways in which this can be done. Section 2.1 outlines a method called Home Agent
Relocation, while Section 2.2 describes the dynamic allocation of home address
and HA on the visited foreign network. Following that, Section 2.3 specifies some
new considerations at MN and FA.

2.1 Home Agent Relocation

Home Agent Relocation mechanism can be initiated by HA to inform its client-
access MN of other available HAs that may better support it. This may be
desirable, for example when HA learns that MN’ s COA is located too far and
it knows of some other HAs that can give better routing. A heavy-loaded HA
may also employ this mechanism for load-balancing purpose. Organization or
ISP with a number of HAs distributedly deployed in many locations then would
take considerable benefit from this mechanism. For this Home Agent Relocation
mechanism, some simple modification in Registration-Request is needed and a
new extension in Registration-Reply is defined.

Modification on Registration-Request. New identification in Registration-
Request message is needed to inform HA that the MN performing the registration
is a client-access MN. Basically, two ways that can equally be used to inform
this presence of client-access type of MN:

– New “C-bit” (Client-Access Mobile-Node bit) is defined using one reserved
flag bit in the second byte of Registration-Request message format [1,2].

– New extension called Client-Access Mobile-Node Extension is defined. As no
data is to be included, it is the presence of this extension that matters.

Home-Agent-Relocation Extension. This extension is defined to possibly
be included by HA in the Registration-Reply message. Its fields are defined as
follows:

– Type : a unique identifier for this extension,
– Length : the length of payload data (in octets),
– Count : the number of alternative HAs listed,
– Home Agents (1..n) : a list of alternative HAs suggested by the current HA,
– Preference Levels (1..n) : a list of integers greater than 0 that indicates

the priority of listed HAs for MN’s next registration.
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Upon receipt of Registration-Request with Client-Access Mobile-Node bit or
extension, HA may return one of these possible responses in its Reply:

1. HA accepts the Request, however it also includes one or more alternative
HAs in its HA-Relocation Extension for MN’s later use.

2. HA accepts the Request with no alternative HA to be included. This is
exactly the same case as an approved registration in base Mobile-IP. For
this case, HA includes HA-Relocation Extension with Count field set to 0.

3. HA denies the Request and requires MN to register with one of alternative
HA. To indicate this denied registration, a new unique status code should
be assigned for Code field of Registration-Reply.

While Home Agent Relocation method allows MN to learn new HAs, it
doesn’t allocate a required home address for use with each respective HA. The
dynamic home address allocation method as specified in [3,4] can further be
employed for this purpose.

2.2 Dynamic Allocation on Foreign Network

Another mechanism needed in our Session-Based Mobile-IP scheme is one that
can dynamically allocate HA and home address on the visited foreign network.
While the mechanism in [3,4] is more specifically intended for dynamic allocation
on the home network, the basic idea is extendible for that on foreign network
as well. In that method, MN sends a Registration-Request with home address
field set to 0 to request that one be assigned on home network. Similarly, it
can be agreed for our purpose, that a Registration-Request with both home
address and HA set to 0 is used to request home address and HA be assigned
on the foreign network. As now the authentication can’t be done based on home
address, Network Access Identifier (NAI) [4] should always be used.

2.3 Processing at MN and FA

In addition to the operations outlined in Mobile-IP specification [1,2], MN now
must take into consideration the fact of its multiple home addresses and HAs.
A list of home addresses currently in use needs to be maintained, in which
each entry contains information of: its respective HA, binding lifetime, security
association, and open-connection list. The open-connection list keeps track of one
or more open connections that are currently being bound to a home address.
When a new connection is initiated, the current home address must be used
for this connection. An entry is then inserted into the open-connection list of
this current home address. Conversely, when an application closes a connection,
its corresponding entry in the open-connection list must be removed. Should it
be the last entry for the corresponding home address, the entry for that home
address is removed from the home-address list as well.

Required to support the operations above is a method for determining when
an application program initiates and closes a connection. In fact, some techniques
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for this have been around and employed in various problem domains, such as the
one in Network Address Translation [6] for its address binding and unbinding.

Similar to MN, now FA must also take into consideration MN’s multiple home
addresses. Its visitor list should now be based on MN’s NAI instead of home
address. For each MN, a list of associated home addresses must be maintained.
FA also must differentiate between “primary” and “secondary” MN’s registration
(a tag can be defined in Request for this). Primary registration must first be
successfully performed before MN can get permission for service on the foreign
network. Typically this is done with a designated AAA server in MN’s home
domain and it might involve other AAA-related considerations, such as billing
(see Section 5). Following that, some secondary registrations may be performed,
with the sole purpose of updating MN’s mobility bindings at its HAs.

3 Pre-generated Registration Messages for Fast Handoff

Since the time spans of most sessions are expected to be short to moderate, only
a small number of connections would survive for not being closed within the
same HA as they are opened. As MN’s new point of attachment should remain
geographically close to its HAs, there should be no serious problem of long packet
delay during re-registration.

Nevertheless, MN that just moved to a new foreign network needs to update
its mobility bindings with several HAs. This requires MN to generate a number
of needed registration messages during a handoff, which is not so desirable for
performance reason, particularly if complex cryptographic operations are in use.
To facilitate a fast handoff, here we also describes a technique based on pre-
generated registration messages that might be useful.

The basic idea of this technique is that MN prepares all the necessary Regis-
tration-Request messages in advance. For this reason, this technique only applies
if nonce-based replay protection is in use. Its detailed operation is as follows:

– Whenever possible during idle time, MN pre-generates next Registration-
Request messages for all active HAs, except its present HA. The care-of-
address field in those messages must be set to MN’s present home address.

– Should later MN move to a new foreign network, after it successfully performs
registration and gets FA service, MN then registers its newly acquired care-
of-address to its last HA. Following that, all the pre-generated Registration
messages are sent to other previous HAs.

– When later MN receives IP datagrams from connections with HAs other
than last or present HA, MN needs to perform de-tunnelling once (if it’s
currently using FA’s COA) or twice (if it’s using a co-located COA) in order
to get the original IP datagram.

Figure 1 shows the flow of data to MN, if this technique is employed. One
thing to note is that “the last home address” mentioned above needs to be
retained in home-address list, as long as there is any connection still using its
corresponding HA as second-hop HA.
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Fig. 1. Data flow to MN using pre-computed Registration messages

4 Some Considerations on Performance

While the new scheme enables MN to obtain new HA on the foreign network,
however, it doesn’t mean that MN should do so whenever such a HA becomes
available. Using too many different HAs can cost MN with undesirable overhead
that finally may outweigh the benefit gained.

The question is then how to define a good decision-making procedure that
helps MN to determine whether it’s still beneficial to obtain a new HA. As this is
not an easy task which depends on many factors involved, a configurable setting
may be a good strategy. Together with user-supplied values, some heuristics may
then be utilized in deciding whether a new HA should be obtained, for example:

– If the number of home addresses hasn’t reached a maximum allowed.
– If the number of pending sessions is still below a defined maximum value.
– Periodically, after some time has elapsed since the last HA was obtained.

5 Scalable Authentication Framework

In this section, we outline an authentication framework for securing the opera-
tion of our enhancement scheme. Designed to provide a scalable authentication
that supports roaming over different organizations and service providers, the
authentication protocol is based on public-key cryptography, however its use is
kept to a minimum. The protocol outlined here is a further refinement of our
earlier work of minimal public-key based authentication for base Mobile-IP [7].
We extend it here by considering the involvement of Authentication, Authoriza-
tion, and Accounting (AAA) servers, either on foreign domain (called AAAF) or
home domain (called AAAH). While our protocol now takes AAA entities in its
message flow, it still can equally work should only Mobile-IP standard entities
be involved. Furthermore, it introduces no fundamental changes on Mobile-IP
operation or its Registration message format.
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5.1 Scenario for Authentication

In this scenario, it’s assumed that MN and AAAH share a security association.
Here, we consider the commonly found case of security association based on
shared key, due to its practicality and the fact that MN and AAAH are normally
under the same organization. However, we assume that no security association
exists between MN and AAAF.

A draft on roaming support of Mobile-IP [8] also considers a similar scenario.
While it also suggests the use of public-key based authentication and security
association establishment between AAAH and AAAF, the operation is just to
rely on mechanisms provided by other infrastructure, namely IPSEC for authen-
tication and IKE for key exchange. However, there are some concerns over that
suggestion. Besides its dependency on IPSEC/IKE infrastructure, extra message
exchange sessions for IKE in addition to Mobile-IP control messages may result
in poor MN’s handoffs.

In contrast, our protocol preserves full compatibility of message round with
standard Mobile-IP protocol. It makes use of standard extension definition and
fully integrates the authentication information with Mobile-IP control messages.
This protocol is thus intended to position itself as a more practical yet secure
alternative solution, by taking advantage of Mobile-IP properties and trust re-
lationships among its entities. For a more detailed discussion on its design prin-
ciples and strong points, the reader may also refer to [7].

5.2 The Authentication Protocol

Some notations used:

• MNHM MN’s home address;
• MNCOA MN’s care-of-address;
• HAid , AAAid IP address of HA and AAA server, respectively;
• AAANAI NAI field of AAA server;
• AAA-Type a value indicating the type of AAA server;
• NMN , NHA, NAAAF nonces issued by MN, HA, and AAAF, respectively;
• SMN−AAAH shared key between MN and AAAH;
• {M}K encryption of message M under key K;
• <M>K MAC value of message M (except this MAC field)

under key K;
• Code a code value indicating the result of a Request;
• KAAAH , KAAAF public key of AAAH and AAAF, respectively;
• K−1

AAAH , K−1
AAAF private key of AAAH and AAAF, respectively;

• <<M>>K−1
A

digital signature of message M (except this field)
generated using private key of A;

• CertAAAH , CertAAAF certificate of AAAH and AAAF, respectively.

The presentation of the protocol here focuses on the message flow and relevant
information that must be included in each message. Only message parts following
the UDP header are shown. As for the interactions with AAA servers, we just
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assume the existence of generic AAA entities. Hence, any AAA mechanisms
such as RADIUS [10] or DIAMETER [11] can be employed. It’s also assumed
that the communication between AAA servers and its FA or HA are already
secured by the AAA protocol, with its protection of authentication, integrity,
and anti-replay. In the protocol run, these secure links are denoted by “⇒”.

Our authentication protocol proceeds as follows (some important fields in
each message part are shown) :

•Agent Advertisement

(A1) FA→MN : [Mobility Agent Advertisement: MNCOA],
[AAAF Identity: AAAF id , AAAFNAI , AAA-Type].

• Registration Request

(R1) MN→FA : [Registration Request:
MNHM = 0, HAid = 0, MNCOA, NHA, NMN ],

[Mobile-Node NAI],
[AAAH Identity: AAAH id , AAAHNAI , AAA-Type],
[Encapsulated FA-Advertisement],
[MN-AAAH Authentication: <R1>SMN−AAAH ].

where:
[Encapsulated FA-Advertisement] is Message-A1 that’s encapsulated
in an extension of the T-L-V format. However, two additional field-
s (8 octets) are also included to carry information of the source and
destination IP addresses of the previous Agent Advertisement message.

(R2) FA : (upon receipt of R1)
– FA performs all the necessary steps in providing connectivity, such

as its visitor list processing for this pending registration [1,2].
– No authentication steps are required to be done by FA. However, it

needs to ensure that the Encapsulated FA-Advertisement is valid as
recently advertised. Should FA find it invalid or outdated, FA must
cease further processing.

(R3) FA⇒AAAF : [Header of AAA protocol for Request command],
[Message in R1].

(R4) AAAF→AAAH : [Message in R1], [NAAAF ]2,
[Allocated Home Address and HA: MNHM , HAid ],
[Certificate Extension [9]: CertAAAF ],
[AAAF PK-Authentication [9]: <<R4>>K−1

AAAF
].

(R5) AAAH : (upon receipt of R4)
– validates <R1>SMN−AAAH using SMN−AAAH ,
– validates CertAAAF based on existing PKI in AAAH,
– validates <<R4>>K−1

AAAF
using authenticated KAAAF .

2 Nonce from AAAF is included, as necessary to prevent replay attack outlined in [7].
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• Registration Reply

(R6) AAAH→AAAF : [Message R6a], [NAAAF ],
[AAAF Identity: AAAF id , AAAFNAI , AAA-Type],
[Certificate Extension: CertAAAH ],
[AAAH PK-Authentication: <<R6>>K−1

AAAH
].

where:
[Message R6a] : [Registration Reply:

Code, MNHM , HAid , N ′HA, NMN ],
[Mobile-Node NAI],
[MN-AAAH Authentication: <R6a>SMN−AAAH ].

(R7) AAAF : (upon receipt of R6)
– validates NAAAF ,
– validates CertAAAH based on existing PKI in AAAF,
– validates <<R6>>K−1

AAAH
using authenticated KAAAH ,

– logs this signed message as a proof of serving MN (perhaps used in
conjunction with its billing protocol).

(R8) AAAF⇒FA : [Header of AAA protocol for Reply command],
[Message R6a].

(R9) FA→MN : [Message R6a].

(R10) MN : (upon receipt of R9)
– validates <R6a>SMN−AAAH using SMN−AAAH .

The AAA-Type in the protocol above indicates the type of AAAF or AAAH.
A set of values must be defined for commonly used AAA mechanisms. This
field also determines the transport-layer’s port number to where the registration
messages must be destined in that AAA server.

In the absence of AAAF in the foreign domain, FA can put its own identity
in the AAAF-Identity message extension. Its AAA-Type field is then set to the
reserved value for indicating a Mobile-IP mobility agent. In this case, FA must
assume the role of AAAF in performing the necessary authentication steps. Sim-
ilarly, a normal HA may also function as AAAH. Knowing from the AAA-Type
that the AAAH is actually a HA, AAAF must send the registration message in
the standard Mobile-IP message format to the normal Mobile-IP UDP port.

Finally, besides performing authentication, the protocol may additionally dis-
tribute new derivative shared-key based security associations between MN and
HA, MN and AAAF, or MN and FA. Typically, AAAH generates the keying
material and then securely sends it to other parties along with the Registration-
Reply message [7,12]. Afterwards, the relatively faster shared-key based authen-
tication [1,2] can be used in securing MN’s subsequent re-registrations.

6 Conclusion

A new enhancement scheme of Mobile-IP for client-access MN has been proposed
in this paper. Some novel ideas are incorporated to give MN better routing and
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seamless roaming. An authentication protocol is proposed as well, intended to
guarantee a secure operation of the scheme. The protocol combines the benefit
of scalability provided by public-key cryptography with practicality by keeping
computing requirement to a minimum particularly on the MN.

As it’s predicted that the demand for Internet mobile access will increase
dramatically in the very near future, we hope that our scheme can help facilitate
a faster secure Mobile-IP wide deployment.

Current Status

Specification draft is currently underway for contribution to IETF standarization
effort, based on the design principles and rationale described in this paper.
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Abstract. Mobile agent [1] platforms use proxy agents to provide loca-
tion transparent communication. However, these platforms lack of consis-
tency service between proxy agents and mobile agents. In this paper, we
propose CORBA [2]-based proxy agent consistency service with MASIF
[1] naming services. Control messages are defined to warn, request, up-
date and confirm consistency related activities. If naming service is not
available, proposed service can still update the proxy agent with up-to-
date IOR [2] information. For reliable agent messaging, message forward-
ing is possible through the proposed proxy agent consistency service.

1 Introduction

One of the most compelling visions of the future is a world in which specialized
agents collaborates with each other to achieve a goal that an individual agent
cannot achieve on its own. These agents would need to move, when appropriate,
to conduct high-bandwidth conversations that could not possibly take place over
a low-bandwidth network. A platform [3,4,5,6,7,8] for building these systems,
therefore, would have to support a location transparent communication system
that allows mobile agents to communicate seamlessly with each other, even if
they are moving across a network.

Mobile agent platforms (e.g. mobile agents, Aglet [5,6] and Voyager [7,8]
based on Java [10]) use proxy agent concept to provide location transparent in-
teraction with each other. But, these platforms lack of the consistency support
between proxy agents and its real mobile agents. For location transparent in-
teraction, efficient and fault tolerant proxy agent consistency service should be
provided.

The recent OMG work on a Mobile Agent System Interoperability Facility
(MASIF) [1] specification can be regarded as a milestone on the road toward
a unified distributed mobile object middleware, which enables technology and
location transparent interactions between static and mobile objects. In order to
support both the traditional client/server paradigm and mobile agent technol-
ogy, take advantage of interoperability with further agent platforms of different
manufacturer, compliance to the OMG MASIF standards has to be achieved.

In this paper, we propose CORBA-based proxy agent consistency service
with control messages which provides a means for consistency between proxy

H.V. Leong et al. (Eds.), MDA’99, LNCS 1748, pp. 230–239, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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agent and real mobile agent. To provide interoperability with other mobile agent
platforms, MASIF compliance is achieved. In case of MAFFinder [1] or home
agent system [1] failure, proposed service provides a means to update proxy
agent with up-to-date Interoperable Object Reference (IOR) [2] information of
the target mobile agent. Messages arrived at the target agent’s old location can
be forwarded to the new location through the proposed service.

The remainder of this paper will proceed as follows. In Sect. 2, we describe
location transparency mechanism in various mobile agent systems and MASIF
naming service. In Sect. 3, CORBA-based proxy agent consistency service is
presented. Control messages used in consistency service is explained and detail
proxy agent consistency service in MASIF are presented. In Sect. 4, we show the
performance analysis. Finally, in Sect. 5, we give the conclusion and future work
to this work.

2 Location Transparency

In this section, we describe location transparency in other mobile agent systems
and MASIF naming service. We also study about the benefits of integrating
mobile agent technology and CORBA. MASIF solutions of CORBA Naming
Service [10] problems will be explained subsequently.

2.1 Proxy Agent

A server agent is an object that can exist outside the local address space of an
application. An application can communicate with a server agent by constructing
a virtual version of the server agent locally. This virtual version is called a proxy
agent and acts as a reference to the server agent. When messages are sent to a
proxy agent, the proxy agent forwards the messages to the server agent. If an
agent moves from one application to another, you can still locate the agent by
using its last known address [5,6,7,8].

Proxy Agent

Client Agent Server Agent

Communication
Service

Communication
Service

Communication Channel

Agent system Agent system

Fig. 1. Location transparent communication using proxy agent
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Figure 1 shows proxy agent based location transparent service in mobile agent
platforms. Aglets and other mobile agent platforms use similar approach.

2.2 MASIF

The CORBA has been established as an important standard, enhancing the o-
riginal Remote Procedure Call (RPC) based architectures by allowing relatively
free and transparent distribution of service functionality [11,12]. Besides mobile
agent technology has been proved to be suitable for the improvement of today’s
distributed systems. Due to its benefits, such as dynamic, on-demand provision
and distribution of services, reduction of network traffic and the reduction of
dependence regarding server failures, various problems and inefficiencies of to-
day’s client/server architectures can be handled by means of this new paradigm.
However, for several applications RPCs still represent a powerful and efficient
solution. Thus, an integrated approach is desirable, combining the benefits of
both client/server and mobile agent technology [13].

Mobile agent technology is driven by a variety of different approaches regard-
ing implementation languages, protocols, platform architectures and functional-
ity. MASIF is developed to achieve a certain degree of interoperability between
mobile agent platforms of different manufactures.

MAFAgentSyste

Place

ORB

MAFFinder

Region

MA

Naming

Lifecycle

Externalization

Security

create/suspend/resume/terminate agent
receive agent
list agents/places
get MAFFinder
get agent system type,
get agent status

register agent/place/system
unregister agent/place/system
lookup agent/place/system

Fig. 2. The MASIF architecture

As shown in Fig. 2, MASIF has adopted the concepts of places and agent
systems that are used by various existing agent platforms. Two interfaces are
specified by the MASIF standard: the MAFAgentSystem [1] interface provides
operations for the management and transfer of agents, whereas the MAFFinder
[1] interface supports the localization of agents, agent systems, and places in the
scope of a region or the whole environment, respectively.
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2.3 Location Transparency in MASIF

The CORBA Services are designed for static objects. When CORBA naming
services, for example, are applied to mobile agents, they may not handle all
cases as well. The MAFFinder functions as an interface of a dynamic name and
location database of agents, places, and agent systems.

Stationary agents as well as mobile agents may publish themselves, since a
CORBA object reference (IOR) [2] comprises, among others, the name of the
host on which an object resides and the corresponding port number, a mobile
agent gets a new IOR after each migration. In this case, the IOR that is kept
by the accessing application becomes invalid. Following three solutions for this
problem are specified in MASIF.

1. The first solution is that the ORB itself is responsible for keeping the IOR of
moving objects constant. The mapping of the original IOR to the actual IOR
of the migrated agent is managed by a corresponding proxy object, which is
maintained by the ORB. Although this capability is described by CORBA,
it is not a mandatory feature of an ORB. Thus, the MASIF standard does
not rely on this feature [1].

2. The second solution is to update the name IOR associated to the mobile
agent after each migration, i.e. to supply the Naming Service with the actual
agent IOR. This can be done by the agent systems, which are involved in the
migration process or by the migrating agent itself. In this way, the naming
service maintains the actual IOR during the whole lifetime of the agent. If an
application tries to access the agent after the agent has changed its location,
the application retrieves an exception (e.g. invalid object reference). In this
case the application contacts the Naming Service in order to get the new
agent IOR. A disadvantage of this solution is that the MAFFinder must be
available every time in order to retrieve the new IOR to which each message
must be sent [1].

3. When a mobile agent migrates for the first time, the original instance re-
mains at the home agent system and forwards each additional access to the
migrated instance at the new location. In this way, the original IOR remains
valid, and the clients accessing the agent need not care about tracking it.
They still interact with the original instance, called proxy agent, which only
exists to forward requests to the actual (migrating) agent. One disadvantage
is that the home agent system must be accessible at any time. If the home
agent system is terminated, the agent cannot be accessed anymore, since the
actual IOR is only maintained by the proxy agent [1].

To provide overcome weaknesses of MASIF and provide efficient and reliable
location transparent interaction, following main objectives of the development
should be achieved:

• In order to take advantage of interoperability with further agent platforms
of different manufacturer, compliance to the OMG MASIF standards has to
be achieved.



234 Kyung-Ah Chang, Byung-Rae Lee, Tai-Yun Kim

• For reliability, messages should be guaranteed to arrive at the designated
agent system.

• Even in the home agent system or MAFFinder failure, proxy agent consis-
tency service should be provided.

3 Proxy Agent Consistency Service Based on CORBA

In this section, CORBA-based proxy agent consistency service is presented. Pro-
posed service can be applied over MASIF solutions, resulting in efficient MASIF
compliant proxy agent service. Proposed service supports the second and third
solution of MASIF, MAFFinder and home agent system based concepts, because
MASIF doesn’t rely on the first solution, keeping IOR to the actual agent IOR
by ORB.

3.1 Control Messages

In the proposed proxy agent consistency service, control messages are defined
to provide a flexible mechanism for agent systems to update their proxy agents.
It is the mechanism by which mobile agent request forwarding services after
migration, keeping agent systems’ proxy agents be up-to-date information.

Agent Warning message

It is a CORBA exception (invalid object reference).

Agent Request message

• It is a simply a lookup agent() operation of MAFFinder.
• It is a request of an IOR of the target mobile agent.

Agent Update message

It is a response to Agent Request message. It contains the IOR of the target
mobile agent.

Agent Confirm message

It is used to acknowledge receipt of an Agent Update message.

3.2 System Architecture

To process control messages, some modules are added to the original agent sys-
tem. The agent system contains MASIF Core Service module for interoperability
with other mobile agent platforms. In the absence of control message facility, a
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agent system can contact MAFFinder to find out a current IOR of the tar-
get mobile agent, or messages destined for a mobile agent will be routed to the
home agent system in the same way as defined in MASIF. Message Management,
Proxy Agent Management modules are for the control messages processing. Mes-
sage Queue module guarantees the reliable message delivery mechanism through
message forwarding.

• MASIF Core Service: For interoperation with other mobile agent platforms,
it implements MASIF standard interfaces.

• Message Management: It accepts and transfers control messages to update
proxy agents. After receiving control messages, it delivers the message to
Proxy Agent Management module to update proxy agent connection.

• Proxy Agent Management: It receives control information from the Message
Management module, and gives order to update the proxy agent. It creates,
modify and destroy proxy agents.

3.3 Proxy Agent Consistency Service Based on MASIF Solution

When the naming service policy is based on the MASIF’s second solution,
MAFFinder based approach, following methods can be applied over the MASIF’s
solution to update proxy agents.

When any agent system receives a transferred message, if it has a proxy agent
for the target mobile agent, this agent system may deduce that the source agent
system has an out-of-date proxy agent entry for the target mobile agent. In this
case, the receiving agent system should send an Agent Warning Message to the
source agent system, advising it to contact the MAFFinder to find out target
mobile agent’s current IOR.

Agent System

Agent System

Agent System
Agent Warning message

lookup_agent( )

migration
MA

MA

MAFFinder

Fig. 3. Proxy agent consistency service in MASIF naming service 2
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When the naming service is based on the MASIF’s third solution, home
agent system based approach, following method can be applied over the MASIF’s
solution to update proxy agents.

When any agent system receives a transferred message, if it has a proxy agent
for the target mobile agent, this agent system may deduce that the source agent
system has an out-of-date proxy agent for the target mobile agent. In this case,
as shown in Fig. 4, the receiving agent system should send an Agent Warning
message to the agent system, advising it to send an Agent Request message to
the home agent system of the target mobile agent. The source agent system
can transfer Agent Request message to the home agent system when it needs to
update the proxy agent. After receiving the Agent Request message, the home
agent system can transfer the Agent Update message to the source agent system.

Home Agent System

Agent System

Agent System

Agent SystemAgent Warning message

Agent Update message

migration
MA

MA

Agent Request message

Fig. 4. Proxy agent consistency service in MASIF solution 3

3.4 Proxy Agent Consistency Service for Message Forwarding

In case of agent system or MAFFinder failure, proposed system can still provide
proxy agent consistency service.

Messages in flight transferred to the old location when the mobile agent
moved are likely to be lost and are assumed to be retransferred if needed. To
avoid risks of message losses, proposed service provides a means for the mobile
agent’s previous agent system to be reliably notified of the mobile agent’s new
IOR, allowing messages in flight to the mobile agent’s previous agent system to
be forwarded to its new location.

As shown in Fig. 5, the mobile agent need to transfer Agent Update message
to its previous foreign agent system until the matching Agent Confirm message is
received. Previous agent system can forward messages to the exact agent system
using the IOR information from the Agent Update message. This notification is
for any messages transferred to the target mobile agent’s previous agent system
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Agent System

Agent System

AgentConfirm message

MA

Agent Update messate

Fig. 5. Proxy Agent Consistency Service for Message Forwarding

from correspondent mobile agents with out-of-date proxy agent, to be forwarded
to its new agent system.

4 Performance Analysis

In this section, we provide performance comparison between proposed proxy
agent consistency service and other mobile agent platforms. Subsequently, per-
formance comparison with MASIF is described.

4.1 Comparison with Mobile Agent Platforms

Integration of CORBA and mobile agent technology is desirable, combining the
benefits of both client/server and mobile agent technology, and on the other
hand eliminating or at least minimizing the problems that rise if one of these
techniques is used as “stand-alone” solution.

Table 1 shows the performance analysis of other mobile agent platforms and
proposed CORBA based remote messaging mechanism.

Table 1. Performance Analysis with Mobile Agent Platforms

Ara [4] Aglet [5] Voyager [8] Proposed Mechanism
Consistency Service
for Message Forwarding

Not stated Not stated O O

Interoperability
(MASIF-compliant)

× × × O

Language Independence 4 × × O
Proxy Agent Tracking 4 O O O

×: not supported, 4: weakly supported, O: well supported
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Only proposed mechanism is MASIF compliant. Although Voyager is COR-
BA enabled, it does not conform to MASIF.

Ara is dependent on TCL, Aglet and Voyager are implemented in Java. Al-
though Voyager is based on CORBA, it is Java dependent. Proposed proxy agent
consistency service conforms to MASIF, so language independence is acquired.

Both Ara and Aglet include simple, local lookup mechanism that enables as-
sociating a string with an agent URL. Voyager contains its own directory service.
These platforms do not support MASIF naming service. Proposed CORBA based
remote messaging mechanism use CORBA Naming Service and MAFFinder to
provide naming service in large distributed agent environment.

4.2 Analysis with MASIF

Table 2 shows performance enhancements of proxy agent consistency service
comparing with MASIF. MASIF does not provide any proxy agent service. Pro-
posed proxy agent service provides location transparent operation among mobile
agents. It provides proxy agent tracking service with control messages. In case
of MAFFinder or home agent system failure, proposed system can still update
proxy agents with up-to-date IOR information through Agent Update message.

Table 2. Performance analysis with MASIF

MASIF solution 2 MASIF solution 3 Proposed scheme
Consistency Service
for Message Forwarding

Exception
(Retransmission)

No specification Forwarding

Consistency Service in
MAFFinder Failure

Not Supported Supported Supported

Consistency Service in
Home Agent System Failure

Supported Not Supported Supported

Proxy Agent Tracking Not Supported Not Supported Supported

To avoid risks of message losses, proposed CORBA-based proxy consistency
service provides a means for the mobile agent’s previous agent system to be
reliably notified of the mobile agent’s new IOR, allowing messages in flight to
the mobile agent’s previous agent system to be forwarded to its new location.

5 Conclusion and Future Work

We proposed CORBA-based proxy agent consistency service with control mes-
sages, which provides a means for consistency between proxy agent and real
mobile agent. To provide interoperability with other mobile agent platforms,
proposed service could be used in MASIF environment. Fault tolerant, reliable
proxy agent services can be achieved through the proposed service.
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As future work, we are considering secure control messages. Control messages
should not be forged, destroyed illegally. Integrity and confidentiality of control
messages should be provided for secure agent collaboration.
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Integrating Mobile Objects into the Wirelessly

Wired World: The Need for Energy Efficient
Algorithms

Prof. Imrich Chlamtac

University of Texas, Dallas

Abstract. There is a need to design a new type of communication sys-
tems which can respond to the restricted and changing energy resources
encountered due to mobility. Energy efficient or “Power Aware” Commu-
nication needs to create protocol building blocks that meet given Qual-
ity of Service and performance criteria, while working within a limited
energy budget. Devices and systems such as smart tags, smart pagers,
intelligent ID cards, warehouse identification tags, store labels, personal
battlefield communicators, have dealt with the issue of power for several
years now. More recently consumer electronics has entered this realm too.
New Internet ready “smart phones”, expected to appear in the market
by mid 2001, will adapt to changes in frequencies, transmission standards
and protocols around the world at a push of a button. These “software
defined radios” will provide a universal way for connecting to multimedia
services and Internet. In all these, the battery power to support them is
seen as a primary limitation.
In this talk we present some of the new paradigms leading to the de-
sign of communications protocols with energy constraint. Their gener-
al principle is the minimization of time in which the device needs to
be active (awake), the maximization of the limited bandwidth utiliza-
tion, and meeting access delays of the applications’ constraints. We will
use tag type devices as a vehicle to present solutions available at the
access/network layer. Through these we will demonstrate approaches
unique to the energy aware communication as it moves from tags, to
phones, to desktop to portable and mobile platforms by efficiently deal-
ing with power-aware needs and strategies.
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Databases Unplugged: Challenges in Ubiquitous

Data Management

Prof. Michael Franklin
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Abstract. The recent Asilomar Report on Database Research cites
ubiquitous “information appliances” as a major driver for database sys-
tems research over the next ten years. For the present, however, the
use of most mobile devices is mostly restricted to Personal Information
Management (PIM) applications. In order to fully realize the potential of
ubiquitous data access, such devices must be allowed to serve as an exten-
sion to the enterprise data management infrastructure. Thus, database
technology must be adapted to deal with the limitations as well as the
tremendous opportunities of large-scale mobile data access. Challenges
exist in core database areas such as system architecture, query process-
ing, and transaction management, as well as in emerging areas such as
data dissemination and user-directed execution. In this talk I will out-
line several of these challenges and describe approaches that have been
proposed to meet them.
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